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Abstract—Wireless jamming attacks have recently been a
subject of several researches, due to the exposed nature of the
wireless medium. This paper studies the anti-jamming resistance
in the presence of several attackers. Two kind of jammers are
considered, smart jammers which have the ability to sense the le-
gitimate signal power and regular jammers which don’t have this
ability. An Anti Multi-Jamming based Power Control problem
modeled as a non-zero-sum Game is suggested to study how the
transmitter can adjust its signal power against several jamming
attacks. A closed-form expression of Nash Equilibrium is derived
when players actions are taken simultaneously. In addition, a
Stackelberg Equilibrium closed-form expression is derived when
the hierarchical behavior between the transmitter and jammers is
assumed. Simulation results show that the proposed scheme can
enhance the anti-jamming-resistance against several attackers.
Furthermore, this study proves that on the transmitter side, the
most dangerous jammer is considered to have the highest ratio
between channel gain and jamming cost. Finally, based on the
Q-Learning technique, the transmitter can learn autonomously
without knowing the patterns of attackers.

Keywords—Wireless communications; game theory; jamming
attacks; stackelberg game; nash game

I. INTRODUCTION

The massive use of wireless approaches has led to the
proliferation of a multitude of new services that are becoming
increasingly important for everybody. On the other hand, com-
munication latency and energy-efficiency in the next generation
networks [1], [2], [3], [4], being on the top of the increasing
number of security critical services [5], are the main challenges
that force telecommunication community to seek ways to
enhance the wireless networks performance and reduce the
risk of malicious attacks. Indeed, wireless communications
are highly susceptible to jamming problems [6], [7], [8], [9]
because of the exposed nature of the broadcast medium. This
is the case of a large number of wireless systems based on
Wireless Random Access (WRA) mechanism (for example,
the 802.11 and 802.16 standards [10], [11], [12]) such as
Aloha [13], Carrier Sense Multiple Access (CSMA) and their
corresponding.

Jamming in wireless networks is defined as a disruption
of existing wireless transmissions at various communication
layers. This kind of attacks usually aims the physical layer and
can be achieved by decreasing the Signal-to-Interference-plus-
Noise-Ratio (SINR) through the transmission of high power
noise at the right moment (time slot), frequency (sub-carriers)

and location (close to the transmitter or the receiver). Two
kind of jammers are considered, regular jammers that are not
able to sense the legitimate signal power and smart jammers
that operate in jamming when they sense a transmission on the
channel and has the ability to learn the ongoing signal powers,
hence, this kind of jammer can adjust its own transmission
power to lengthen its battery life. Initially, smart jammer
keeps monitoring wireless medium in order to determine the
operational frequency band on which both sides communicate.
Then, it transmits a signal using that frequency band in order
to reduce the SINR to a certain threshold. If the medium
is in an idle state, it remains in sleep and keeps sensing
the medium. Whenever a transmission fails, the transmitter
doubles the back-off period and tries again, continuing with
exponential back-off until the frame is successfully transmitted
or the maximum number of re-transmissions is reached; the
frame is then dropped and regenerated again. Consequently,
jamming attacks could increase communication latency, reduce
energy-efficiency and may even increase the risk of Denial-of-
Services (DoS).

While measurement methods are unable to address the real
scenarios and requirements due to wireless networks com-
plexity that gives rise to time consumption during simulation
process, Game Theory is an appropriate tool that would better
deal with the jamming problem. In order to investigate the
impact of the several jammers presence on the transmitter
behavior, this paper considers the battle between the transmitter
and several jammers within a single sub-carrier; the case of
multi sub-carriers will be addressed in future research. This
battle is modeled as an Anti Multi-Jamming based Power
Control game model (AMJPC), where the transmission power
is defined as a strategy of players. Since the battery life of
wireless devices is directly related to the transmission activity,
the players payoffs are assumed to be functions of the SINR
and the transmission costs. A closed-form expression of both
Nash Equilibrium (NE) and Stackelberg Equilibrium (SE) is
derived. Numerical results not only describe the impact of
channel gains on players utilities but also show that the jammer
with the highest ratio between channel gain and jamming cost
plays the role of an active player, whereas, the other ones
remain inactive ; this ratio is named: the Jamming Efficiency
Ratio (JER). Consequently, the most dangerous jammer for
the transmitter is proved to have the highest JER. Since
jamming patterns may be unknown during the battle, the worst
scenario will be considered (i.e. the transmitter has partial
information while the jammers have full information) so that
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the transmitter can act autonomously without knowing neither
the jamming patterns and parameters nor the above game
model.

The rest of the paper is organized as follows: Section II
discusses some related works. Section III presents the strategic
Game model. Section IV, analyzes the jamming problem
according to two scenarios: 1-The presence of several regular
jammers. 2-The presence of several smart jammers. Numerical
results are provided in Section V. Finally, Section VI concludes
the paper.

II. RELATED WORK

By using Game Theory formulations, previous researches
on anti-jamming methods have been proposed [14], [15]. In
[14], Altman et al. has employed a zero sum Game to study
jamming attack in wireless networks and has assumed that the
signal power can be chosen from a discrete set of power levels.
In [15], authors consider a non-zero Game where the transmis-
sion cost for both jammer and transmitter is introduced. They
proved the existence and uniqueness of NE. In [16], [17],
[18], [19], authors assume the presence of a smart jammer
and consider a hierarchical behavior between the transmitter
and the jammer. This anti-jamming scenario is modeled as a
Stackelberg Game. In [20], authors focus on a single jammer
which keeps track of the re-transmission attempts until the
packet is dropped. An anti-jamming Bayesian Stackelberg
Game with incomplete information is proposed in [21]. In all
previous works on anti-jamming, authors consider the battle
“one transmitter - one jammer" while little attention was paid
to the case of several jammers.

However, the same team in [22], extended the work in
[15] to the case with several jammers modeled under a zero-
sum Game. they studied the Nash Equilibrium in case of
regular jamming attacks. In [23], authors investigate the anti-
jamming problem in presence of several jammers with discrete
power strategies by proposing a hierarchical power control
algorithm (HPCA). This paper, assumes that the power level
set is continuous and proposes an AMJPC problem as a means
to countermeasure jamming attacks according to two scenarios:
1) the presence of several regular jammers, 2) the presence of
several smart jammers. Finally, the AMJPC model is validated
based on the Q-Learning technique developed in [20].

Jammer 2 |:|

Jammer 3

Receiver

Jammer 1

Fig. 1.
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III. SYSTEM MODEL

Let’s consider a wireless network, in which a transmitter
node broadcasts legitimate signals to the receiver side. Assume
that the transmitter transmits its signal in the presence of
several jammers (Fig. 1), the legitimate user (the transmitter)
and jammers can freely control their signal powers so as to
maximize their payoffs.

Let P > 0 and C > 0 denote the signal power and the
transmission cost of the transmitter, respectively.

Similarly, let J; > 0 and E; > 0 denote the signal power
and the transmission cost of the jammer ¢, respectively. Hence,
the SINR is formulated as follows:

aP
SINR= ————— 1
N"‘ZﬁiJi M

where N denotes the background noise level, « > 0 and
B; > 0 are the fading channel gains of the transmitter and
the jammer i, respectively.

On the transmitter side, the aim is to maximize the SINR
with the minimum cost, hence, based on the SINR formulation,
the transmitter payoff denoted as U is given by:

alP

v
N+ 3 Bidi

CP 2)

However, on the jammer side, any gain of the transmitter
results in its own corresponding loss. In addition, any jamming
attempt from the jammer results in its own corresponding loss.
As result, the jammer ¢ payoff denoted by V; is formulated as
follows:

aP
Ve yiran s g B 3)
J#i

Let’s introduce a Jamming Efficiency Ratio (J7ER;) in-
dicator that helps us to evaluate the efficiency of a jammer
Jt ; which is defined by the ratio between channel gain and
jamming cost, namely:

_ b
JER: = 5 @)

Let’s consider a regular jammer and a smart jammer,
where the smart one can quickly learn the transmitter’s
transmission power and adjust its own one accordingly to
maximize its utility V;, while the regular one doesn’t have
this intelligence. The aim is to determine the transmitter
transmission power that maximizes the utility function U and
to investigate the interaction between jammers at NE/SE.

Let’s now model this AMJPC scheme as a strategic Game
denoted as :
GN+1 = ({Tv jl? ceny jN}? {P7 J17 ceny JN}7 {Uu Vi, VN})
In this Game, both the transmitter (7) and jammers
(S, ..., In) are players. The strategies of these players are
their own transmission power {P,Jy,..., Jy}. Each player
chooses its optimal signal power that maximizes its payoff.
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In addition, the energy of these wireless radios is assumed
to be limited. Therefore, players will not choose an over sized
power to emit a signal, because of the impact of the increasing
transmission cost on their payoffs.

1V. AMIPC EQUILIBRIUMS

Move on now to derive the NE and the SE in the
AMIJPC Game. For simplicity, and without loss of gen-
erality, we assume the existence of two jammers. Con-
sequently, the utility functions in the Game Gz =
(T, T, To},{P, J1, Jo},{U,V1,V2}) are given by the fol-
lowing formulations:

P
U(P,J1, Jp) = ——5—— —CP (5)
N+ > BiJ;
i=1
aP
Vi(P, Jy, J2) = — - E1J (6)
N+ Bid;
i=1
aP
Vo(P, Jy, J2) = — 3 —E>Js @)
i=1
A. Nash Game

Let’s assume the presence of two regular jammers which
are not eligible to sense the ongoing signal power.

By definition, the NE is a point where no player can
increase its utility function by unilaterally changing its strategy,

thus, this Equilibrium denoted by (PNE JNE JNE) corre-
sponds to a desirable strategy of the players, namely:
PNE = argmax U (P, JNE, JNE)
P>0
JlNE :argmale(PNE,Jl,JNE) (8)
J1>0
JNE = argmax V2(PNE JNE J,)
]2>0

Proposition 1: The unique NE strategy of the AMIPC
Game, denoted by (PNE JNE  JNE) respects the following

formulations:

0
PNE:{a (1 L Q1 ©)

PN 7R TER, ow
( 7(2 N Ql
(252, 0) Q2

(I ) = 3 (0, 25 Qs
(

J', é(a/C —N-=051J")),
where,0 < J' < ﬁi(a/C—N) ow
1
10)
whereas the corresponding utility values are:

UNE = (11)
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(‘/1NE'7 VQNE) —
(0, 0) Q1
(ngf (N =2a2/C), - ngl & Q2
( ng2 8’ jgln ( 20‘/0) Q3 12
(737, (Ca/C — BT, (12
JER (N = 2a/C+ £1J")),
where,) < J' < 1 (a/C’ N) ow

the conditions are given by:

L] Ql%SN
o Q2:E&>N,JERy<JTERy
o Q3:2>N,JERy > TER

It turns out from Proposition 1 that, when the condition ()
is not satisfied (Eq. (9)), the attack is lunched by the jammer
that has the highest [7ER value, while the other one is inactive.
Furthermore, if the two jammers share the same JER, then
the cumulative attack is initiating by the two jammers so as
to carry out a single attack seeming to come from the jammer
that has the highest JER value (i.e., both jammers cooperate
with each other).

B. Stackelberg Game

Let’s consider two smart jammers that have the intelligence
to rapidly learn the transmitter signal power and adjust ac-
cordingly their owns. Based on the fact that the jammers take
action if and only if the channel is sensed to be busy, SE is the
appropriate strategy against these smart jamming behaviors.
Thus, this subsection focuses in deriving the AMJPC SE in
which the transmitter is the leader and the jammers represent
the set of followers. In this Stackleberg Game, the follower’s
Game is played after the leader Game, and its outcome depends
on the action of the leader. The leader fixes its optimal strategy
based on the reaction of the followers and lets them optimize
their own utility according to the leader strategy.

1) Jammers’s Optimal Strategy: Taking into account the
transmitter’s strategy, the jammers’s optimal strategy is com-
puted by solving the following maximization problem:

max Vi(P, J1, Jo): VP > 0% > 0 (13)
rJnaXVg(P Ji, J2);VP > 0,YJ, >0 (14)

Proposition 2: Let P be the ongoing signal power of the
transmitter, then, the corresponding optimal strategy J =
(J1,J2) of the two jammers respects the following formula-
tion:

(J1, J2)(P) =
( vO) Ol
(3 (VaPTER: ~ ), 0) s
(0, 5;(VaP.JER; — N)) Cs  (15)
(J, 512 (VaP.JER; — N — B1J")),

where,) < J' < %(vaP.]SRl —N) ow

whereas the corresponding utility value V(P) = (V1, V3)(P)

of the two jammers is:
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V(P) =
(=5~ %) .
(N =2VaP.JERY)/TER, -/ F57;)  Ca

( \/ j5R2 ( _QW)/jERQ) 03 (16)
(—(VaP.JERy + 1)/ TERy,
(=2V/aP.JERs + N + 1J )/ TERa),

where,0 < J' < z-(vVaP.JER, — N) ow

the conditions are given by:

. aP . 1 1
e (1:5%= < mzn(ijm21 , 7\787%2)

o (y: ?‘\,—1; > ‘7%731,.75721 > JER,

. C3Z£>

N2 JERL < TERo

_1
TERS?’

2) Transmitter’s Optimal Strategy: The transmitter can
predict the jammer’s reaction based on Proposition 2, therefore,
the optimal transmitter’s strategy is computed by solving the
following maximization problem:

r;,lggU(P J1(P), Jo(P)) (17)

Proposition 3: The optimal strategy of the transmitter is:

0 Ry
PSE = %z.max(jEthERz) Ry (18)
1z mar(JTER, TER2) ow
whereas the corresponding utility value U®F =
U(PSE J1(PSE), Jo(P5E)) is
0 Ry
USF =¢ (a—CN)Y maz(TER, TER2) R
ic-max(JTERL, TER) ow
(19)
the conditions are given by:
L R1 : % < N

e Ry:N<2<2N

In conclusion, according to Eq. (18), the transmitter as a
leader selects its signal power in overall consideration of the
impact on both jammers’ reaction. If the transmission cost
of the transmitter is sufficiently high (i.e., the R1 condition
is satisfied), the transmitter’s optimal anti-reaction is to stop
the transmission activity; otherwise, the optimal one is when
the transmitter adjusts its strategy based on all channel gains,
channel noise, transmission cost and the jamming cost of both
jammers.

Corollary 1: The 3-tuple (PS5F J(PSE), Jy(P5F)) is
the SE of the AMJPC Game, where :

0 Ry

N maz(JTER1, TERs)  Ro (20)
1z mar(JTER1, TER2) ow

PSE —
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(0,0) R1, Ro
(3-(z& — N),0) Rs, JERy > TER»
(O,é(%— )) R3,.,75R1 < TJERo
(J/7 % % - N - 51‘]/))7
where,OgJ’gﬁ 56 — N) ow
21
whereas the corresponding utility values
0 Ry
USE = (a — ON)Y mazx(TER.,TER2) R
ic .ma:z:(jERl,jERg) ow
(22)
(V'lSE7 V‘QSE) —
(0,0) R,
(=N.mazx(TER1, TER2),
7N.mal‘(ng1,j5R2)) RQ
(N =&)IERY, —567er) R3, TJER1 > TER,
~SCTER p1d' | TER,

(N+B1J — &)/ TER,)
where, 0<J’< 1(i—N) ow

2C
(23)
the conditions are given by:
o Ry % <N
e Ry:N<Z<2N
o Rj3: % > 2N

The above Corollary proves that, on the transmitter side,
the most threatening jammer is the one which has the highest
JER. This result is due to the fact that this particular jammer
plays the role of an active player in the Game, whereas, the
other one remains in standby mode.

Corollary 2: Let the SINRSF and SINRMY be the
SINR of the transmitter at SE and NE respectively. Let P5F
and PVF be the transmitter signal power at SE and NE
respectively. For all o, C, 3;, E; and N we have the following
mathematical inequality:

USE > UNE
V.SE ; VNE
SINR®F < SINRNFE
PSE S PNE

ie{1,2} o4

Based on the Corollary 2, it’s clear that, the transmitter gains
in terms of power in the presence of smart jammers, whereas,
it gains in terms of SINR in the presence of regular jammers.

V. SIMULATION RESULTS
A. AMJPC Scheme’s Performance

Let’s move on now to evaluate jamming-resistance against
Multiple Jamming attacks (MJs). Note that the case of Single
Jamming attack (SJ) in [17],[18] and [19] can be deduced from
the proposed AMJPC Game model. The system variables used
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Fig. 2.  Utility Functions in both SE and NE with respect to « in the two cases: SJ
and MJs.
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Fig. 3. Transmitter’s SINR in SE with respect to JER for different 7ER 2 values.

to depict the numerical results are given by : €' = Ey = Ep =
0.1, N =2 and (a, 81, £2) € [0.1,1]3.

Fig. 2 describes the impact of parameter « on the players’
utilities for the following scenarios: 1)-The presence of SJ with
£1 = 0.5. 2)-The presence of MJs with 5; = 0.5 and 52 = 0.7.
In this figure, SE leads to higher utilities than NE does. Hence,
as « increases, the transmitter’s SE payoff is more improved
while the jammers’ SE payoff decreases. The intuitive reason is
that the larger a became, the better the transmitter channel gain
is. In addition, the jammers’ utility in the SE strategy is higher
than the one in NE strategy, because, in the SE strategy, the
smart jammers can quickly learn the legitimate signal power
before making a decision.

Many other observations can be made, for example, when
the fading channel gain of the transmitter is o = 1, its utility
in the presence of a SJ is 0.5 in SE strategy and O in NE
strategy, while in the presence of MJs, it is only 0.3571 in SE
strategy and O in NE strategy; (note that 0.3571 corresponds
to a SE utility in presence of SJ with 31 = 0.7). In addition,
on the jammers side, SE and NE utility in the MJs scheme
are, respectively, higher than SE and NE utility in the SJ
scheme. Furthermore, since JER, > JER1, Jo acts as an
active jammer in the Game, whereas, the other one is inactive.
This behavior enhances the jamming performance especially
whenever jammers have a high cost or located far from the
receiver. Thus, the transmitter will consider only the presence
of the jammer that has the highest Jamming Efficiency Ratio.
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In order to have a closer look on the impact of JER on
the SINR of the transmitter, Fig. 3 depicts the transmitter’s
SINR in the SE with respect to JER, in the MJs scheme
for different JER - values. It’s easy to remark that, from the
transmitter viewpoint, the most dangerous jammer is the one
which has the highest 7ER.

2
%0 -2
$ 0 000000 90 0.9.9.8 3
_oF : ©B U (MUs) q
—&—U" (MJs)
10Ut (sY)
—4f ——usy |
01V (MJs)
_6l —a—V'"e (MJs) i
—— Vi (S))
—— V" (8))
-8 1 1 1
0.2 0.4 0.6 0.8 1
B1
Fig. 4.  Utility Functions in both SE and NE with respect to 3 in the two cases: SJ
and MJs.
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C
Fig. 5. Utility function in both SE and NE with respect to C for 81 = 0.3, B2 =
0.6, a = 0.5.

15
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s
\‘\
5t i
8.1 0.15 0C2 0.25 0.3

Fig. 6. SINR and transmission power of the transmitter in both SE and NE with respect
to C for 1 = 0.3, 82 = 0.6, = 0.5.

Let’s move on now to investigate the impact of 31 on the
players’ utilities in the two following cases: SJ with 5; = 0.5,
and MJs with 5; = 0.5 and B3 = 0.7. As can be noticed from
Fig. 4, the SE leads to higher utilities for all players more
than NE does. In addition, as [(3; increases, the transmitter’s
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SE payoff decreases while the jammers’ SE payoff increases,
this is due to the fact that the larger §; became, the better
the channel gain of [J; is. On the other hand, this figure can
be split into two parts. Let’s denote the first part by Part.1
when ;1 < 0.7 and the second by Part.2 when 37 > 0.7.
In the Part.1, the NE and SE utilities of players for MJs are
fixed to 0.1786 for USF(MJs), 0.3571 for V;°F(MJs), 0
for UN¥ (M Js) and 0.7143 for V{¥¥ (M Js). The NE and SE
utilities of the transmitter in the SJ case are higher than in
the MJs case; also, the NE and SE utilities of 7; in the SJ
case are lower than in the MJs case. This is due to the fact
that, as JERs < JER1, J1 behaves like an inactive one. As
for, contrary to Part.1, Part.2 shows that J; Influences the
utility of all players and acts as an active one. Note that in
Part.2, the utilities of all players in the MJs scheme coincide
with the utilities in SJ scheme.

Fig. 5 describes the impact of the transmitter’ transmission
cost on the players’ utilities in NE and SE, with 81 = 0.3, 82 =
0.6 and o« = 0.5. Hence, as C increases, the transmitter’s
SE/NE utilities decrease while the jammers’ SE/NE utilities
increase. This phenomenon is due to the fact that the larger C
became, the more the transmitter has no interest in transmitting
the signal so as to conserve its battery life. Thereafter, the
larger C' became, the more jammers have no interest in
jamming the communication. In addition, from a certain value
of C (§ = 0.25), all players (transmitter and jammers) go into
standby mode with USE = UNE — O,WSE = ViNE =0,
Vi € {1,2}.

Fig. 6 describes the impact of the transmitter’ transmission
cost on the transmitter’ SINR and transmission power in NE
and SE, with 5 = 0.3, B2 = 0.6 and o = 0.5. Hence,
as C increases, the SINRSE SINRNE pSE gnd pNE
decrease in order to economize the available transmitter power.
Thereafter, from a certain value of C (5 = 0.25), the
transmitter becomes inactive (P°F = PNE = (). In addition,
NE scheme leads to higher SINR and transmission power than
SE scheme does. This is due to the fact that, in the SE strategy,
the transmitter adjusts its transmission power according to the
reaction prediction of the jammers which can quickly learn the
legitimate signal power before making a decision. Moreover,
the communication is seriously more destroyed in SE strategy
than in NE strategy; Thus, the transmitter gains in terms of
power in SE scheme, whereas, it gains in terms of SINR in
the NE scheme.

B. AMJPC Model with an Incomplete Information

In order to have a closer look on the impact of an
incomplete knowledge about the dynamic environment, let’s
consider a scenario where the AMIPC strategy is selected
based on the Q-learning technique developed in [20].

Fig. 8 depicts the transmitter payoff received by the re-
ceiver, and Fig. 7 depicts the jammers payoffs, where the trans-
mitter selects its signal power based on the Q-learning method.
From the two figures, it’s clear that all players payoff converges
towards the solution proved in the closed form expressions of
the above model. This validates the proposed AMJPC scheme.
In addition, Fig. 8 proves that the transmitter is gradually
aware of the dynamic environment with the learning episodes
increasing, which indicates a well jamming-resistance. This is
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due to the fact that the transmitter chooses a more optimal
signal power action after having a well knowledge about the
environment.

-0.4
—s— Qlerning Utility for J2
SE Utility for J2
—e— Qlerning Utility for J1
-0.6F SE Utility for J1 B

Jammers utility
S
[e2]
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i

e o

50 100 _ 150 200 250 300
Episode

|
_
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Fig. 7. Jammers utility where the transmitter chooses its transmission power
based on Q-learning.

0.36

0.341

—e— Qlerning Utility | |
—— SE Utility

0.32 1

Transmitter utility
o
w

0.28 1
0.26 1
24 1 1 1 1 1
0 0 50 100 150 200 250 300
Episode
Fig. 8. Transmitter utility where the transmission power is chosen based on
Q-learning.

VI. CONCLUSION

This paper proposed an Anti Multi-Jamming based Power
Control in the presence of several smart and regular jammers
from a Game theoretical point of view. It proved the existence
and uniqueness of NE and SE and provided analytic expres-
sions for the equilibrium strategies. Moreover. It turned out
that the jammer which has the highest Jamming Efficiency
Ratio plays the role of an active player in the Game, whereas,
the other one becomes standby. Thus, from the transmitter
viewpoint, the AMJPC Game is reduced to an anti-jamming
Game under a single jammer which has the highest JER,
this jammer is considered as the only hazardous jammer for
the transmitter. Finally, by means of simulation results, the
transmitter can efficiently improve the jamming-resistance.
Furthermore, the transmitter gains in terms of power in the
presence of smart jammers, whereas, it gains in terms of
SINR in the presence of regular jammers. As a future scope,
the considered battle “one transmitter- several jammers" can
be extended to the battle “one transmitter-several aggressive
transmitters-several jammers".

APPENDIX
Proof of Proposition 1: Let i € [1,2].
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The first order partial derivative of the jammer ¢ objective
function with respect to J; is:

J; (N + BrJy + Bado)?

— L (25)

The second order partial derivatives of the jammer ¢
objective function is:

2 2
i —af"P
oV ob = (26)
dJ; (N + B1J1 + Ba2)

According to Eq. (26), V; is strictly concave in J;.

Assume that the transmitter has fixed its strategy, so the
transmitter is now an inactive player and it wishes knowing
which utility it can get under the most unfavorable circum-
stances. Therefore, by setting the Eq. (25) to 0 based on the
fact that J; > 0, the jammer’s optimal strategies J; and Js
respect the following two equations :

Ji = max(0, —(\/ aﬂlP — (N + 52J2))),VJe > 0. (27)

b1
P

Jo = maz(0, F(,/aﬁ2 — (N + B1J1))),VJy > 0. (28)

2
Assume that fljz = 0. From Eq. (27) and Eq. (28), so:
N+ 61j1 + ﬂgjg = 1/7‘1%11}) = QB2P, y1e1d1ng El = gj

Thus:

77&7 - JlJQ—O 29)

2

To compute the NE let’s consider the following disjoint
cases:

e Qi:g<N:
The derlvatlve of Eq. (5) with respect to P is ﬁ =
NE _
m C < 0 .Thus P = 0. on
the other hand, gJ (0,J1,J2) = —E; < 0 and
92(0,J1,J2) = —E2 < 0, then, JVE = JIVE = 0.
e Q:g>N:
o B =
Let JNE = Q/S%N as JVF = 0 from Eq.
(29), then, VP > 0,U(P, JNE JNF) = 0. In

E _ o/C=

order to have J{¥ , we must have
P= ngﬂll according to Eq. (27).

Thus, JME =0, JNE = é(a/CfN) and
PNE _ aB;
C26: -

Let now prove the uniqueness of this NE for
all three players. Flrst let s assume that there
exist an other NE (T J17 Jy) and let’s prove
thatT—TNEJ—J and J, = JN

« Let J, > 0, thus from Eq. (28) and (27)

we deduce that Ji = ﬁ( a%lP _
af3 P’ E
\/EIQ) , since 1 < 2 then J; > 0

contradicting to Eq. (29). Thus J2 =
J3E =0
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Let J; > JVP, then 9% < 0 yielding

T =0, then J1 = O from Eq. (25),

contradlctlng to the assumpt10n that

J{>J1NE>0 ThusJ{<J

*  Let J{ < JNE then > 0 yielding

that the transmltter can increase its
utility by unilateral deviation, con-
tradlctlng to the NE concept. Thus
J1 JNE,

= From Eq. 27): T' = TNE.

By B,

B2
]gy symmetrlcal approach We deduce that

PNE = &2 JVE = 0,03F = 3-(a/C —
N).

El _Ez.

Let BlJl NE 1 B, JNE = o/C — N, then,

VP > OUPJNEZJ EY = 0. In order to
have BlJlN —I—BQJQNE = «a/C — N, we must
have P = 8‘2—%11 according to Eq. (27,28).
Thus, PV = gfﬁl and By JNE 4 By JNE =
a/C — N, with 0 < JNP < 2-(a/C - N)
Move on now to prove the unlqueness of the
NE. First, Let’s assume that there exist an
other NE (T",J,,J;) and Let’s prove that
T =TN", poJy + Body = By [P+ Ii”.
= Let 51J1 + 52J2 > BiJi NE 4 52 E,
then g—g <0 y1eld1ng 7/’ =0, then
from Eq. (25) J1 = J, = 0, con-
tradlctlng to the assumption that (5, Ji
62.]2 > BlJl + BoJNE > 0 Thus
51J1 + 52J2 < BlJ NVE + ﬁ
»  Let B1J;+Boy < BiJ] E+/32JéVE, then
g% > ( yielding that the transmitter can
increase its utility by unilateral deviation,
ontradlctlng to the NE concept Thus
By + Pady = BIINE + Bo g
= From Eq. (27), T =TNE,

Proof of Proposition 2: Consider Eq. (27) and Eq. (28).

In order to compute the optimal jamming power of both
jammer ¢ with respect to P, let’s consider the following disjoint

cases:

From Eq. (27,28), J1 =

ol < min(Ex

Ey Eo )

B1? B2 .

Jy = 0.
E1 EQ)

ol > mm(ﬁ ,32

(¢]

By
B1 < 52

. mm(g1 §§)<O‘P<Max(gll gj)

From Eq. (23), Jo = 0. by plugging the
Jo value into Eq. (27) we deduce J; =
1( /aBlP N)

1

ﬂ1
. 2D max(}gl }gj)A

Let first prove that J; #0.
Assume to the contrary that J; = 0. By
plugging the value of J; into Eq. (28),

we have J, = 35 ( a%zp — N). Since
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&< @ , thus aP Q , yielding

b (N+p2J2)2
Ji > O contradicting to the assumptlon
that J1 =0. ThllS J1 7& 0.

From Eq. (29), Js = 0.
Thus, jg =0and jl = é( agllp —N).

Ey E,.
B1 > B2 °
B, B
o min(5h, 32) < ¥z

7 < max(Gh, 52):

From Eq. (27), J1 = 0. by plugging the
J1 value into Eq. (28) we deduce Jy =
/312 ( V @52213 N)
- X5 >max(§11 gj) A

By symmetrical approach: J; = 0 and

Jo = 4 (1/42E — N).

o Ei_ Es.
B1 Bz " . .
In this case, J; and Jy; are The so-
lution of Eq. (27,28), if and only if :

N+ By + Body = 22 = | J2B2E: with
0 < Ji < 4(/BE N)and()ng_

EE N

Proof of Proposition 3: Let G(P) = U(P, J,(P), Jo(P)).
By plugging Proposition (2) result into Eq. (5), we have:

G(P) =

(a/N = C)P, of <maz(g, ),
\/oz (max( gl,E—))P CP, ow,
(30)
From Eq. 30, If P > Pl = N—zmax(%,%),
then §& = §\/gmar(Zh ) - C ad 55 =

3/2 o .
=4/ max(gll, g‘;) (5) 2 Thus G is strictly concave in

P, and 25(P0 = 12, .masc(%, J%22)) =0.

In order to compute the optimal transmitter power given
the reaction of the two jammers, let’s consider the following
three disjoint cases:

e R;y:2 < N:Inthis case, £ = (555

PO < P1. As shown in Fig. 9 (R
its maximum when P = 0.
e Ry: N < & <2N: In this case, %:(QCLN)le
PO < P1. As shown in Fig. 9 (Rz), G(P) achieves
its maximum when P = P1.

e Rz: & >2N: In this case, PO > P1. As shown in
Fig. 9 (R1), G(P) achieves its maximum when P =
Po.

)% < 1/4, thus,
) G(P) achieves

Proof of Corollary 1: This result can be deduced from
Propositions (2,3).

Proof of Corollary 2: From Proposition 1 and Corollary
1, we consider the following disjoint cases :

o Ry:E<N:
In this case:

Vol. 10, No. 2, 2019

G(P
P p
P1 -
Ry
G(P)
P
P1 i
Ry
G(P)
P
P1 PO
R3

Fig. 9. Assumption of G(P) with respect to P
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(1]

[2]

(3]

[4]

(IJACSA) International Journal of Advanced Computer Science and Applications,

PSF — pPNE SINRSF = SINRNF USE = UNE,
ViSE = ,NE i e {1,2).

o Ry N < & < 2N
USE UJ\PE
(& - N)NC mar(JERL, TER,) > 0, PF —
PNE = L(N? — (2)})maz(TER:, TER2) < 0
and  SINRSE SINRN? = (N -

&)max(JERL, TER2) < 0.
Now, let consider this three disjoint cases:
o JERl > JER,:
Vi%F — N = 2(& — N)/TER,.
(

Voo —WNE = (& — N)/TER.

o j5R1<j5R2
VS —NE = (& — N)/TER,
Vo¥F — N =2(& — N)/TER,

o JER1=JTERs
Vi?" =WVt = (& + B = N)/TER.
Vo — N = (2(% N) = p1J") | TER.
where,0 < B1J < (a/C — N)

Thus V;5% — ViNE >0, Vic{1,2}.
[ Rs: & > 2N:
USE UNE

(%) maz(TER, TER,) > 0, PSE — pNE

728 .max(JERL, TER2) < 0 and SINR®Y —
SINRNY = 52 maz(JTER,, TER2) < 0.
Now, let consider this three disjoint cases:

o JgRl >j(€’R,22
NE

ViF —WVE = &/ TER,.
VéSE_szNE: %/ngl

o TER1 < TER:
ViSE —NE = o/ TER,.
Vo - = &/ TER,.

o JER:=JERs:
VISE V1NE <2C +61(J/ J//))/ngl'
VQSE—VQNE—( —|—ﬁ(J”— /))/ngl
where, 0 < ﬂlJ’ < (o/C—=N) and 0 <
B1J" < (a)2C — N).

Thus V;%% — V;VF >0, Vi € {1,2}.
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