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Abstract—Certificateless generalized signcryption adaptively
work as certificateless signcryption, signature or encryption
scheme having single algorithm for suitable storage-constrained
environments. Recently, Zhou et al. proposed a novel Certificates
generalized scheme, and proved its ciphertext indistinguishability
under adaptive chosen ciphertext attacks (IND-CCA2) using
Gap Bi-linear Diffie-Hellman and Computational Diffie-Hellman
assumption as well as proved existential unforgeability against
chosen message attacks (EUF-CMA) using the Gap Bi-linear
Diffie-Hellman and Computational Diffie-Hellman assumption
in random oracle model. In this paper, we analyzed Zhou et
al. scheme and unfortunately proved IND-CCA2 insecure in
encryption and signcryption modes in defined security model. We
also present a practical and improved scheme, provable secure
in random oracle model.
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tificateless generalized signcryption; malicious-but-passive KGC;
random oracle model

I. INTRODUCTION

Diffie-Hellman [2] introduced the concept of trapdoor one
way function, while the concept of encryption and digital
signature using public key approach were realized by Rivest,
Shamir and Adleman [3], within Public Key Infrastructure
(PKI). PKI has centralized and hierarchical infrastructure,
consists of trusted third party provides solution for proving
public keys authenticity. It most commonly use in scalable
communication environment, but having limitations such as
high cost, storage cost, difficult to verify, revoke of certificates
and its distribution. To make certificate management more
simple for public key in PKI Shamir [4] introduced notion
of Identity Based Encryption (I BE), later on Boneh Franklin
[5] realized in 2001 using Weil pairing. I BE has limitations
having lacking of scalability and compromising Private Key
Generator (PKG), which lead to compromise whole system
and over authority of PK G. Riyami and Paterson [6] first time
gave Certificateless Public Key Cryptography (CL — PKC)
concept, a more flexible infrastructure in-between PK I and
IBE. The role of PKG split between user and Key Gen-
eration Center (K GC). User identity and associated public
key used for composition of key pair. It does not require
pricey infrastructure like PKI and cope the limitations of
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IBE. An alternative to sign-then-encrypt approach, Zheng [7]
first proposed a novel and efficient crypto primitive named
signcryption in PKI, while Barbosa and Farshim [8] first
coined the concept of certificateless signcryption.

Signcryption is efficient when combined authenticity and
confidentiality are required. However, in scenario where one or
both of authenticity and confidentiality is required separately
or simultaneously a signature or encryption or signcryption
will be used, which is optimal in memory constrained envi-
ronments like smart card, sensor networks, etc. This problem
was addressed by Han [9] and proposed generalized sign-
cryption (GSC) adaptively works as a signature (if au-
thentication mandatory), encryption scheme (if confidentiality
mandatory), or signcryption (if authentication+confidentiality
mandatory) scheme within one algorithm. Kushwah and Lal
[10] proposed ID Based generalized signcryption (GSC)
scheme within a security model for the first time. Huifang et
al. [11] first proposed certificateless generalized signcryption
(CLGSC) scheme,and introduced C LG SC' formal definition
and security model. But Kushwah and Lal [12] proved scheme
[11] Type I insecurity and introduced new efficient and secure
CLGSC scheme. Ji et al. [13] introduced new CLGSC
scheme based on [8], and later on [14] proved scheme [8]
insecure against IND — CCA2 and EUF — CM A, and thus
scheme [13] insecurity also proved indirectly. Au et al. [15]
introduced T'ype — II adversary a novel approach known
as “Malicious-but-Passive Key Generation Center” (MP —
KGC). Hwang et al. [16] proposed certificateless scheme
only for encryption purpose but Xiong et al. [17] proposed
certificateless scheme for the purpose of only signature and
Weng et al. [18] proposed certificateless signcryption scheme
secured against M P — KGC. Zhou et al. [1] introduced
a formal security model for new CLGSC (N — CLGSC)
scheme and claimed its security against MP-KGC attacks.

In 2013 [19] the concept of heterogeneous signcryption
firstly adopted which provided inter-operable environment
for communications between sender and receiver and thus
in 2016[20] Li et al. introduced heterogeneous signcryp-
tion two way communication for PKI and Identity Based
Cryptography(/ BC) environment but faced heavy cost in the
form of pairing. After that IBC' to Certificatless (CLC)
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scheme also presented in 2017[21] and that same year Wang
et al.[22] introduced ID based to PKI in standard model
scheme. These above few heterogeneous schemes found in
literature but the generalized form still missing.

We analyzed Zhou et al. [1] CLGSC scheme and unfor-
tunately proved IND — CCA — II insecure in encryption
and signcryption modes in their defined security model. We
provided a fix to Zhou et al. N — CLGSC and proposed
an improved N — CLGSC(IN — CLGLSC) scheme. The
improved scheme is efficient and secure compare with Zhou
et al. N — CLGSC and few others found in literature.

Remaining sections of this paper is organizes as: Section
2 gives preliminaries overview and security model. Section
3 presents of Zhou et al. scheme review. Section 4 presents
attacks on stated scheme. Section 5 presents attacks over
improved scheme. Security and cost analysis are presented in
Section 6 and at the end Section 7 conclude paper.

II. PRELIMINARIES

Definitions evoke in following are used in proposed scheme

[1].

Let (G1,+) and (G2,+) be two additive cyclic group
having P, and P; elliptic curve points generator defined over
finite field of order n. Let Gr(G1, *) be a multiplicative cyclic
subgroup of finite field.

A bilinear group description I'(G1, G, é, Gr) where é :
G1 x Gy — G is able to compute efficient group laws and
non degeneracy of bilinear mapping.

Let a bilinear group plan I', such that GBDH assumption
is hold if advantages of probabilistic polynomial time(PPT)
intruder defined is considered negligible as below.

AdvT'9%PM (A; qpppy) = Pr(T = é (P, P)"™*

|%7 §75<_ Zp7T < AOF(vaL’P,yP,zP)]

)]

By Or point to the Decisional Bilinear Diffie Hellman
oracle is used for tuple (v P,y P, zP,T). The result is 1, if the
statement T := é(P, P)®¥* hold else 0 otherwise, and ¢pppy
represents number of queries in eq(1).

Let a bilinear group plan I' such that in presence of
Decisional Bilinear Diffie Hellman oracle assumption if the
advantage of PP7T attacker defined under below probability
is consider negligible.

AdvEP™ (A, qpppu) = Pr(Q = TYP|7, 7 + Z,,

0 A% (D, 7P, jP) @

Or and qpppy define as above.

Let a bilinear group plan I, such that the assumption of
Computational Diffie Hellman (CD?H) is hold if the advantage
of any PPT attacker defined under below probability is
negligible.

AdvEPH(A) = Pr[Q = ZYP|Z,7 « 2,; Q « A(T,ZP,jP))].
3
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A. Framework of N-CLGSC

The N — CLGSC defined using five Probabilistic Poly-
nomial Time (PP7T) and one Deterministic Polynomial Time
(DPT) algorithms.

1)  Setup (I%): Tts is a PPT algorithm executed by
KCGC, which takes security parameter (1X security
parameter key and public key pair (mypy, M), with
global parameters params.

2)  Extract-partial-private-key (ID, mgy, , params):
This PPT algorithm executed by XGC, which takes
user identity ID; € {0,1}*, params (mgg, params)
as input, and returns partial-private-key D;.

3)  Generates user keys (ID, params): This PPT algo-
rithm executed by user, which takes (I D;, params)
as input and returns a secret key and public key
pairs(z;, P).

4)  Set-private-key (D, x, params): This PPT algorithm
executed by the user, takes (ID;,z;, params) as
input and returns full private key S;.

5)  GSC(m,Sy, IDs,Dp, IDg): This PPT algorithm ex-
ecuted by the user and run in three modes: signature,
encryption and signcryption.

e  Signature only mode: If sender sign message
m € M without definite receiver, it takes in-
puts (54, m, I Dy ), with null receiver identity
ID, , and returns 0 = GSC(m,Sa,IDy)
= sign(m, Sa).

e Encryption only mode: If Alice con-
fidentially sends message m to receiver
Bob, it takes inputs (m,Sg,Dp, IDp),
with null sender identity Sy, and returns
o = GSC(Sy ,m,Dp, IDp) = encrypt
(m,Dg, IDg).

e Signcryption only mode: If Alice trans-
mits a message m in an authenticated and
confidential way to receiver, it takes inputs
(m, S4,IDpg), and returns
oc = GSC(m,Sa,IDs,Dp,I1Dg) = sign-
crypt (m,Sa,IDa,Dp,IDg)

6) UGSC(c): This DPT algorithm runs by receiver it
takes received o as input and validate if it is true
then decrypts or unsigncrypts and returns message
(m), otherwise return false _L.

B. Security Analysis

Confidentiality

The N —CLGSC notion is captured here to represent two
games between challenger (C) and adversary (A). First for
adversary-I (A-I) and second for adversary-1I (A-II).

1) GAME 01: (IND — CLGSC — CCA2—-1):

e Initialization: Challenger C start this algorithm and
take security parameters k as input and returns
params as output to adversary A-I.

o Find stage: At this level adversary A-1 makes few
oracles adaptively.

e  Challenge: A-I selects mg and m; equal length two
distinct messages, I D% is sender’s ID and ID%
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receiver’s I D using which he/she makes challenges.
Adversary A-I must have no private key for extraction
query on D%, and also ID}, # ID, for confiden-
tiality game. Challenger C selects a bit A € {0,1}
randomly, and runs GSC algorithm with message m
using ID% and ID7% and returns output (o*) as a
ciphertext to A-1.

Guess stage: Just like find stage A-I makes few queries adap-
tively. For private key extraction corresponding to I D} does
not allow to make UGSC query on ciphertext (c*) using private
keys of sender and receiver I D% and I D7 respectively until
to replace with public keys (PK, PK}) after a challenge.
Eventually, A-I wins the game after output a bit A and if
A=A

Advantage of adversary A-I define as;

Adv%{?_CLGSC_CCAQ_I = 2Pr {)\ = )\} -1

Note: In above game, we consider only encryption mode
of CLGSC where sender private key D% is equal to zero
therefore in challenge phase algorithm runs in only encryption
mode. For encryption and signcryption only modes use same
confidentiality game.

A New — CLGSC scheme is secure against IND —
CLGSC—CCA2—1 in encryption only mode or signcryption
only mode if it is secure for all Probabilistic Polynomial Time
PPT adversary A-1 and game winning consider negligible.

2) GAME 02 (IND — CLGSC — CCA2 — II): Here in
this game k represents security parameters and C represents
simulator.

Simulator C executes A-II using input 1% and master key gen.
A master key pair (Mgsk , Mpg) set params generated by
adversary A-II provides Mgy and set params to C without
making query to any oracle.

C executes A-II on 1* again with different tag makes above
query adaptively and A-II select two equal length messages
(mg,m1) and I D%, ID% on which makes challenges. For the
purpose of extraction query on I D% A-II must has no choice
to make private key.

C selects a bit A € {0,1} randomly, and also runs A-II
using challenged ciphertext o*with guess.where;

o« GSC(mAIDY, ID%})

Like step 2 A-II makes queries again adaptively. Extraction
and UGSC query on ciphertext 0 not allowed. Eventually, .A-
II wins the game after output a bit A and if A := A.Advantages
of A-II’s is define as;

Advi}i?]*CLGSC*CCAQ*I[ — 2PT[>\ _ )’\] -1

Note: At step second in above algorithm, if sender D%
vacant, it will be run in encryption only mode else it will be
run in signcryption only mode, for both modes share similar
confidentiality game.

CLGSC scheme is to be secured against IND —
CLGSC —CCA2—1I1I in encryption only mode or signcryp-
tion only mode if it is secure for all Probabilistic Polynomial
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Time PPT adversary A-II, and consider it negligible to win
game.

3) Unforgeability: For EUF — CM A the CLGSC secu-
rity notion is captured here using following two games between
challenger (C) and adversary (A).

4) GAME 03 (EUF — CLGSC —CMA —1):
o Initialization: This phase is similar to game 01.

e Queries: Adversary .A-1 makes polynomial time above
phases oracles adaptively.

e Forgery: A-1 produces (ID4, IDpg, o) without ex-
posed private key D4 where 1Dy = IDy for un-
forgeability game. If final results of UGSC (o, I Dp,
Sp, PKg, ID,, PK,) is not L A-I succeed to
win game. The advantage of A-1 defines from the
probability of their wining.

Note: In above game, we consider CLGSC signature
only mode and signcryption only mode. If in forgery phase
the sender I D}, vacant then algorithm runs in signature only
mode else runs in signcryption only mode and that is why we
consider similar game for both modes.

A CLGSC scheme EUF — CLGSC — CMA — I is to
be declared secure in signature only mode or in signcryption
only mode if it secure against all types of PPT adversary A-I
and consider negligible to win the game.

5) GAME 04 (EUF — CLGSC — CMA — I1):

1)  This phase is similar to game 02.

2)  challenger C again invokes .A-II on 1% with tag forge.
A-II makes above oracles polynomial time adaptively.

3) At final stage A-II produces output (ID 4, IDg, o)
without exposed private key 1D 4 where Dy = 1Dy
for unforgeability game.

4)  If result of UGSC (o, IDp, Sp, PKp, ID4, PK,)
is not L then A-II succeed to win the game. A-II
advantage defines from the probability of victory.

Note: At step 2 of above algorithm, if sender I D%, vacant
then it will be run in signature only mode else it runs in
signcryption only mode and we consider same game for both
type modes.

The scheme N — CLGSC will be EUF — CLGSC —
CM A — 11T secured in signature only mode or in signcryption
only mode if it is secure for all type of PPT adversary A-II
and consider it negligible to win this game.

III. REVIEW OF ZHOU ET AL. N-CLGSC

In this section of paper, we review Zhou et al. scheme,
which has the following algorithms:

e Setup (1* ):- Given (1¥), the Key Generation Cen-
ter chooses two groups (G1,+) and (Ga,*) hav-
ing generator P of prime order n, using a bilinear
map such that é : G; X G; — Ga, 4 hash
functions as;H; {0,1}* — Gi;,Hs {0,1}* —
{Ovl}k Hj {0?1}* - GlaH4 {Oal}* —
G1, KGC selects random integer s € Z(}*
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and computes Pp,, = sP and then defines
function like f(ID;),ifID; € ,f(ID;) =
0 else f(ID;)=1 KGC publishes,{G1,Ga,e€,q,

f(.), P, Ppuy,H1, Ho, Hs, Hy} as system parameters.

Note: At initial stage it is also possible that KGC' be
malicious.

e Extract partial private key: For the given ith user
identity ID; , KGC computes partial private key as
DIL' = SQ,L' = SHl(ID,‘ )

e  Generate user keys: The ¢th user chooses random
integer x; € z, and computes public key as PK; =

e Set private key: The ith user sets SK; = (x;, D;)as
a private key.

e N—CLGSC (m,Da,IDs,IDp, PKp, PK,):

1) Computes f(IDg4), f(IDp)

2)  Chooses random number r € z; and then
computes U = rP

3)  Computes w := é(Ppyy, QB)"/UIP5)

4)  Computes h =
fUDp)Hy(w,U,r.PKp,PKp,
ID 4, PK 4, PK gitemComputesV =
h@&m

5)  Computes H =
H3(U,V,ID4,IDp, PK 4, PKp)

6) Computes
'"H=HyV,U,IDs,PK,IDp,PKp)

7)  Computes W = f(IDs)Ds + rH +
f(UUDa)xa
"H

8) At the end returns c as ciphertext =
(U, v,w)

o UGSCWU,V,W,IDy,IDp,PK,zR) :

1) Computesf(IDy4), f(IDg)

2)  Computes H =
Hy(U,V,1Da, PK4,1Dp, PKp)

3)  Computes
'H = H,(U,V,IDA,IDg, PK A, PKp)

4) If é(P,W) =
é(Ppup, Q) IPE(H,U)e(PK 1),
"HIUIDPA) else return L .

5)  Computes w = é(U, Dg)/(IP5)

6) Computes h =
f(IDB)HQ(U7’lU,.’EBU, I-DA7
PK4,IDp, PKp)

7) Computes m=V & h

8) Returns m

A. Adaptation

N — CLGSC work adaptively and impeccably switches
on user inputs to three different modes according to the
applications need without any other additional operation.

e Signature only mode: When /D, # ¢, and
fIDs)=1aswellas f(IDg) =0,V =mdh=
m,c= (Um, W).
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e  Encryption only mode: When /D4 = ¢, and IDp #
o then f(ID4) =1 as well as f(IDg) = 0,W =
rH, and ¢ = (U, V,W).

e Signcryption only mode: When /Dy # ¢, and
IDg # p then f(ID4) = 1 as well as f(IDg) =
1L, W=Da+r.H+xa
'H and ¢ = (U, V,W).

IV. CRYPTANALYSIS OF N-CLGSC

In this section of the paper, we presented attack and
proved Zhou et al. scheme (N — CLGSC') insecure against
IND — CC A2 under encryption and signcryption only modes
and working securely in signature only mode.

e Encryption only Mode

Setup:- Let k represent security parameter and C represents
a simulator and executes A-II using 1% and a master-key-
generator. A-II generates a master key pair (Msx, Mpx) and
params and atedthcalA—ITandMgk to C without making any
query to oracle.

Phase 1: Not to ask any queries.

Phase 2: A-II selects (mg and m;) two equal length
messages and /D% and ID% to make challenges. For the
purpose of extraction query on ID% := ID% A-II must has
no choice to make private key. C randomly chooses a bit A €
{0,1} and A-II runs a challenge where ciphertext o* and a
tag guess where;

o* « GSC(my, ID%, ID})

1) Computes U* =r*P

2)  Computes w* = é(Ppuyp, QB)’"*f(IDB)

3) Computes h* = f(IDp, Ho, U*,w*,r*, PK4, PKp)
4)  Computes V* =mj @ h*

5) Computes H* = H3(U*,V*,IDg, PK A, PKp)

6) Computes H*:Hg(U*,V*,IDB,PKA,PKB)

7) Computes W* =0.IDyp+r*, H* = r*H*

8) Returns ciphertext ¢c* =(U*, V* W*)

Sent ¢* = (U*,V*,W*) to A.

Upon receipt of the challenge ciphertext
(U*,V*, W*), A computes

1) Computes H* = Hs(U*,V*,IDg, PK4,PKp)

2) Computes r* = Vg:

3)  Chooses another equal length message m™ as that of
m*

4) C(fmputes VE=V*omt

5) Computes H* = H3(U*,V* , PK4,IDg, PKp)

6) Computes W =r*HT

A can legally queries ¢ = (U*, VY W) to C, as ¢* =
c¢*. C will certainly return mj; ©m™ to A and A can compute

my =mh®mT ®mT, guess the 3 and wins the game. Hence
it 1s proved that N — CLGSC insecure against IND —CC A2
in encryption only mode.

=

e  Signcryption only Mode

In this section of the paper, we presented an attack and
proved that Zhou et al. provable certificateless generalized
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signcryption scheme (N — CLGSC) is not IND — CCA2
secure in signcryption mode also.

Setup: Same as in encryption mode.
Phase 01:Same as in encryption mode.

Phase 02: A-II provides (mg, m1)two equal length mes-
sages and sender’s identity /D% and receiver’s identity /D%
use for challenge. A-II not to be allowed for private key ex-
traction query on I D%, as I D% = I.D using for confidentiality
game. The challenger C picks a bit 8 € {0,1} randomly
and runs A-II takes a challenged ciphertext ¢* as input a
challenged ciphertext o< GSC(mg,ID%,ID%).

1) Computes U* =r*P

2)  Computes w* = é(Ppyy, QB)™fIPs)

3) Computes h* = f(IDg, Ho)(U*, w*,r*,
PKy,PKp,IDg)

4)  Computes V* = mj @ h*

5)  Computes H* = H3(U*,V*, PK4,ID,PKpg)

6) Computes H* = Hy,(U*,V* , PK4,IDp, PKp)

7)  Computes W* = f(IDa).Da +1"H* + f(IDa)za
H*

8) At the end send ciphertext ¢* := (V*,U*, W*)

to A. On the receiving challenged ciphertext ¢* =
(U*,V*,W*), In above generalized signcryption process
H* = H* as Hy : {0,1}* = G, Hy : {0,1}* —
Gy and H* = H3(U*V* PKs,IDg,PKg),H* =
H,(U*,V* PK4,IDg, PKg), A computes

1) Computes(r* +x4) H* = r*H* + 2/, H* = W* —

f(ID4).Da
2)  Computes H*= Hj (U*,V’:, PKA,*ID, PKp)
3) Computes (r* +x4) = %
4)  Chooses another equal length message m™ as that of
m*
B

5) Computes VT =V*@m*

6) Computes H = Hy(U*, V™, PK4, PKp,IDg)

7)  Computes Wt = IDg + (r* + xa)H* = D4 +
r*H* +~x H*

A can legally queries ¢t = (U*, VT W) to C, as ¢* =
¢t. C will certainly return mj@m™* to A and A can compute
mjy =mj&m* & m", guess the 5 and wins the game.

Hence here also proved insecurity of N — CLGSC under
IND — CCA2 in signcryption only mode.

V. IMPROVED N-CLGSC

This section represents improved scheme, we proposed an
Improved scheme (IN — CLGSC') scheme, comprises on the
following algorithms:

e Setup (1¥ ): Given (1¥), two groups (G1,+) using
generator P and (Ga,*) respectively to be chosen
by KGC using prime order n, a bilinear map |,
and 4 hash functions such that; H; : {0,1}* —
G1, H, : {0,1}* — Gy, H; : {0,1}* —
G,Hy : {0,1}* — Gy, KGC selects a ran-
dom integer s € Z; as a master key and com-
putes Pp,, = sP and then defines like function
fUD) | ifID € ¢, f(ID) = 0 else f(ID) =

Vol. 10, No. 4, 2019

1. KGC publishes following system parameters as
G1,Go,q, (), PrupPs e, Hy, Ha, H3, Hy.

e Note: At the initial stage it is also possible that K GC'
be malicious.

e Extract partial private key: Given the ith user
identity I D; , KGC' computes partial private key as
Di :SQZ‘ :SHl(IDl)

e  Generate user keys: Given ith user partial private key
D, and identity I D; chooses random integer x; € z;
and thus computes public key PK; = z; P.

e  Set private key: The ith user sets SK; = (z;, D;) as
a private key.

e IN—CLGSC(m,Da,ID4,IDp, PKp, PKa,):

1) Computes f(IDy), f(IDg)

2)  select a random integer value 7 € z;

3) Computes U :=r.P,

4)  Computes w := é(Ppuy, @B)" f(IDp),

5) Computes h := f(IDg)H2(U,w,r.PKp,ID4, PK 4,
IDg,PKpg)

6) Computes V :=m @ (ID4||IDp) ®h

7)  Computes H := H3(U,V,w,IDy, PK4,IDp, PKg),

8)  Computes H:= Hy(U,V,IDs,PKa,IDg,PKg),

9) Computes W := f(IDa)Da+r.H + f(IDa)z'sH

10) At the end returns ciphertext ¢ = (U, V, W) forward
to receiver.

e U-—IN—CLGSC(U,V,W,ID4,IDg, PK A, x5)

1) Computes f(IDy, f(IDp),

2)  Computes w := é(U, D), f(IDp),

3) Computes H := H3(U,V,w,ID4,IDp,PKs, PKp)

4)  Computes H := Hy(U,V,IDs,IDg, PK4,PKpg) )

5) Ife(P,W):=é(Ppub,Qa)f(IDA)e(U, H)é(PKa, H),
f(ID4) else returns L.

6) Computes h:= f(IDp)H2(U,w,xp
U, IDs,PK4,IDg,PKpg)

7) Computes m:=V & (ID4||[IDp) ® h

8) Returns m.

A. Variation

IN — CLGSC works adaptively and impeccably switches
on inputs of users, to three different modes according to the
applications need without any other additional operation.

e  Signature only mode: when ID,y # ¢, and IDg =
then the value of f(ID4) =1, and f(IDg) =0,V
mh =m,c= (U,m,W).

e  Encryption only mode: when /D4 = ¢, and IDp #
© then the value of f(ID4) =1, and f(IDp) =0,
W =r.H,and c = (U, V,W).

e  Signcryption only mode: when I Dy # ¢, and IDp #
¢ then the value of f(ID4) =1 and f(IDpg) = 1,
W =Ds+rH+2,H, and c= (U, V,IW).

P

VI. ANALYSIS OF IN-CLGSC

This section of paper provides detail analysis. First part
is correctness then security and cost analysis of our IN —
CLGSC scheme.
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A. Correctness

The correctness proofs of Zhou et al. N — CLGSC' and
IN — CLGSC are same. As the proofs had not discussed
in the existing scheme but here we demonstrate correctness
proofs also as;

e  Signcryption only mode

If ID, and f(ID4) =1 then
é(P,W)=¢éP,Dy+r.H+z,H)
= &(P, D 4)é(P,r.H)é(P, o', H)

= é(P,5.Qa)é(r.P,H)é(xoP, H)

,

=é(sP,Q4)é(U, H)é(PK 4, H)

’,

= &(Ppup, Q4)e(U, H)é(PKa, H)

/.

= é(PPulM QA)) f(IDA)é(Uv H)é(PKAvH)7 f(IDA)
e  Encryption only mode

If ID4 = ¢ and f(ID.h) =0 then

e(P,W) = é(P,r.H)

=é(rP,H) = é(U, H) = 1.8(U, H).1

= é(Ppuy, Qa), fUD)e(U, H)e(PK 4, H), f(ID )

e  Signature only mode

IfID4 # @,andf(ID,) = lthen
(P,W)=¢é(P,Dg+r.H+2\H)
= &(P,DA)é(P,r.H)é(P,a' H)
= é(P,sQA)é(rP,H)é(z AP, H)

= é(sP,Q ,)e(U, H)é(PK ,, H)

,

= &(Ppub, Qa)é(U, H)é(PKa, H)
= &(Ppub, Qa), f(ID4)é(U, H)é(PK, H), f(I1D 4)

B. Security Analysis
Confidentiality proof of IN — CLGSC

Theorem 01 : Against above proposed (signcryption
or encryption only mode) scheme if PPT adversary A-I has
non negligible advantage to win game (/ND — CLGSC —
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CCA2 — I) in random oracle model then A-I must be used
algorithm B to solve a hard GBDH problem as;

AdvEYPESOA (A~ T) < gr AdvBPM (B, ¢ + 24pq2

+ @) + asc(gsc +ap + g3 + 1) /2"
)
Where qr = q1 + ¢z + qsk + 2qp + 245C + 2. Here
41,92, 93,9x, 9K, 4sc and qp represents maximum queries
which an adversary could place to Hy, Ho, Hs, for full and
partial private keys extraction as well as for, GSC and UGSC
oracles.

Theorem 02 : Against above proposed (encryption or
signcryption only mode) scheme if PP adversary A—I1 has
non negligible advantage to win game (IND — CLGSC —
CCA2 —II) in random oracle model then A-II must be used
algorithm B to solve a hard CDH problem as;

AdvH] 058 (A = IT) < qp AdvEP™(B) + qsc(gsc

+qp+aq3+1)/2F
(5)
Where qr = qpk +aqsK +2¢p +2¢sc +2. Here q,,, represents
maximum queries which an adversary can place multiple
request for public key oracles.

C. Unforgeability of Proof IN-CLGSC
Theorem 03 :

AdvETESEMAT (A~ 1) < qrAdvZP™(B, g2p + 24p42)

+(gsc(asc +ap + gz + 1) +2)/2"
(6)

where qr = q1 +qx +qsk +2¢p + 2¢sc + 1 and various
q's are as .Against above proposed (signature or signcryption
only mode) scheme if PPT adversary A-I has non negligible
advantage to win game (EUF — CLGSC — CMA —I) in
random oracle model then A-I must be used algorithm B to
solve a hard GDH problem as:

AdvgggggMA*I(A - I) < qTAdngH(Ba q2Dp + 2qu2)

+(gsc(gsc +qp + g3 + 1) +2)/2"
@)

where qr = q1 + qx + qsk +24p +24sc + 1 and various
q's are as .

Theorem 04 : Against above proposed (signature or
signcryption only mode) scheme if PPT adversary A-II has
non negligible advantage to win game (EUF — CLGSC —
CMA — II) in random oracle model then A-II must be used
algorithm B to solve a hard C DH problem as:

AdvE s MAT (A= 1) < qr Adof P (B)

(8)
+ (gsc(gsc +qp + g3 + 1) +2) /2"

Where qr = qpi + sk + 24D +2¢sc + 1 and few others
q's are as discussed before.

Note:The proofs of above theorems are similar to discussed
in [4].
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D. Cost Analysis

In public key cryptography, the standard notion of com-
putational cost is the number of major operations like the
elliptic curve scalar point multiplication (EC PM) in G, the
modular exponentiation computation (M — FExp) in G5 and
the pairing computation (PC'). The communication overhead
is the ciphertext size in bits.

The security and cost comparison of proposed and existing
schemes (only four CLGSC' schemes are there in existing
literature up-to date) are presented in the following Tables 1
and 2.

TABLE 1. SECURITY COMPARISON
Scheme Security
IND-CCA2 [ EUF-CMA [ M-PKGC
Huifang et al.[11] No Yes No
Kushwah and Lie. [12] Yes Yes No
Zhou et al.[1] No Yes No
Proposed IN-CLGSC Yes Yes Yes
VII. CONCLUSION

Zhou et al. recently proposed a new certificateless gen-
eralized signcryption scheme and proved its security against
IND — CCA2 and EUF — CMA in presence of Malicious-
but-Passive Key Generation Center in random oracle model.
We analyzed Zhou et al. scheme and unfortunately proved
IND — CC A2 insecure in encryption and signcryption modes
in their defined security model. We also presented an improved
scheme, provable secure in presence of Malicious-but-Passive
Key Generation Center in random oracle model. The improved
scheme is same cost as Zhou et al. scheme and feasible for
scarce resource environment.
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