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Abstract—Smart wearables as a part of the Internet of Things
nowadays gaining confidence in our daily lives because of its
accessibility and simplicity. Today, with the outbreak of
Coronavirus around the world, a smart wearable device can
become another solution to help slowing the virus spreading by
ensuring public health and social measures. In this paper, a
system consisting of distance detector and touchless door access
is proposed to help the personal, physical and social distancing
measures practice in a public indoor area. A BLE positioning
method based on RSSI localization is used to ensure the physical
distancing around the user. WPA2 and MAC address-based
authentication for the touchless door access is used to restrict and
trace the visitor of the indoor area. The system is implemented in
ESP microcontroller. A proof of concept is conducted to see if the
functionality of the system already satisfied the public health and
social measures practice. The results show that only registered
devices can give a signal to open the door and the device can
guarantee the physical distance around the user with 4.51%
error in indoor area.

Keywords—Wearable device; healthcare system; COVID-19;
door-lock system; radio signal strength indicator (RSSI)

I.  INTRODUCTION

In the past year, a massive spread of respiratory disease
called COVID-19 caused by a coronavirus family has changed
the human interaction with the surrounding environment [1].
Experts also suggest that the world should prepare for the
inevitability of COVID-19 becoming an endemic [2]. Based on
[3] issued by the World Health Organization, there are two
ways that COVID-19 can spread between humans. When a sick
person coughs, sneezes or breathes, a droplet that contains the
virus is released. These droplets mostly fall into the nearby
surface of an object such as a desk, telephone or even a door
knob. A healthy person could be infected with COVID-19 by
touching these contaminated surfaces and then touch their face.
If the health person standing near the infected person within 1
meter, they could catch COVID-19 by inhaling these droplets.
Following the information, in document [4] WHO also gives
guidance strategies to help reducing the spread of COVID-19
especially in the public area in the form of public health and
social measures. These measures include physical and social
distancing measures to prevent transmission between infected
persons to those who are not infected and personal measures to
limit person to person spread and reduce contamination on
frequently touched surfaces. These measures can be in the form
of physical distancing, frequent hand hygiene, avoiding
crowded space, contact tracing and limiting surface contact as
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minimum as possible. In [5], research about the impact of
physical distance measures on the transmission of COVID-19
in the UK is conducted. The research is done by comparing
contact patterns during pandemic and non-pandemic situations.
In the result, the researchers state that physical distance
measures give a 74% reduction in average daily contact that
led to a substantial impact in reducing the cases in the
incoming week. Another research [6] is performed in several
countries in Europe and gave similar results. As an example,
the researchers state that in Germany, physical distance
measures give 49% reduction, while in ltaly they give 83%
reduction.

In Indonesia, the personal, physical and social distance
measures are established as a health protocol called 3M.
Several studies shows that the health protocol awareness in
Indonesia is still lower than 50% [7]-[9]. In contrast, the
indoor public area such as workplace, education place and
marketplace are gradually starting to allow people in. Thus, an
additional system to support the health protocol enforcement is
needed. A wearable system is a suitable system that can be
implemented since it enables fast data and information flow,
particularly relevant for the rapid infectious character of
COVID-19 virus [10].

In this paper, a wearable system is proposed to help
ensuring the personal, physical and social distancing measures
especially in restricted public indoor areas. The system consists
of two main functions; distance detector and touchless door
access. The distance detector is used to ensure the physical
distance in the indoor area based on the minimum distance
suggested by WHO. The touchless door access has two
purposes. First, limiting the surface contact area in the door
handles as it is one of the most high-touch surfaces with 33%
virus RNA positive rate traces [11], [12]. Second, to limit the
access of the area as only people that wear the device and
registered can enter the area, making it easier for contact
tracing. This wearable system is implemented in embedded
systems ESP microcontroller. For the distance detector module,
this system adopts Bluetooth positioning method using RSSI
localization. Thus, a safe social distance can be maintained
around the user. The touchless door access utilizes the Wifi
communication mechanism to open the gate automatically. By
using WPA2 and MAC-based authentication processes, only
authorized users that wear the device are allowed to enter the
area.
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Current system to ensure the personal, physical and social
distancing is mostly done by giving regulation without any
tools to strictly ensure the implementation of the measures. For
example, the newest regulation in Indonesia utilizes a mobile
application to track the user’s indoor area visit history [13] by
sharing the user’s location based on GPS to the server system
while the user entering the area. But this system cannot
confirm the physical distancing measures among the visitors
inside the area and no minimal limitations of visitors at a
certain time. The proposed system encounters the shortage of
the aforementioned system to ensure all measures are
implemented. By using wearables system, a strict regulation
without relying on user’s phone can be established and future
data collection for tracking and tracing can be carried out.

This paper is divided into the following sections. Section |
presents the background of the research and the previous work
related to this paper. Section Il explains about previous
research related to this research. Section Il discusses basic
theories used in this research. Section IV explains the proposed
design. Section V shows the research implementation and
testing result. Section VI concludes the research done in this
paper, respectively.

Il. RELATED WORK

In [10], authors suggest several approaches and principles
in wearables systems and sensor recommendation used for
symptom tracking and contact tracing. Mostly the suggestion is
still in the initiative scale and there is no further development
in specific one system to help the social and physical measures
enforcement. In this research, as the wearable system consists
of two main functions; touchless door access and distance
detector, research and technology selection related to the
mentioned functions are considered.

A. Distance Detector

There are different methods that have been used to detect,
and measure the distance of objects such as Bluetooth, Wifi, or
ultrasound [14]. Bluetooth and Wifi technology measure the
distance using a signal strength modeling while the ultrasound
using lateration. In this system, human detection should be
done in 360 degrees around the user. If there are people who
are too close to the user, then the system will give a warning.
Based on article [15], the safe distance between humans for
social distance is about 1.5 meters. By using the distance
detector, the wuser can perform the social distancing
appropriately especially in the indoor area. In [16]-[18] a
distance sensing and detector system is implemented in
embedded system using ultrasonic sensor. Yet, this sensor has
limitations for the aforementioned condition of the system.
Ultrasonic sensor has a limited angle detection range with a
maximum 15° degree measuring angle. By using one sensor,
the detected object is limited to only one direction. A signal
strength method such as Bluetooth based or Wifi based is a
decent method for the COVID-19 distance detector because
they sense the object within the radius range. Another
technology that can be used is BLE (Bluetooth Low Energy), a
low power version of Bluetooth [19]. The comparison between
Bluetooth, Wifi and BLE technologies can be seen in Table I.

TABLE I. BLUETOOTH VS WIFI MODULE TECHNOLOGIES

SPM Method
Comparison —

Bluetooth Wifi BLE
Frequency 2.4 GHz 2.4,3,5GHz 2.4 GHz
Chip Cost Low High Low
Bandwidth 1-3 Mbps 11 Mbps 1-2 Mbps
Security Less secure Secure Less secure
Powgr Consumption ~600 MW ~950 MW 3mw
(Active mode)

In COVID-19 distance detector, the device’s purpose is to
detect people around the user in a fairly long period of time.
Thus, the device operation time or the battery power is more
considered than the positioning precision. Then, BLE is the
best option method for this scenario because the system is
performed in a low cost, low bandwidth and low security risk
tolerance.

B. Touchless Door Access

Touchless door access adopts the mechanism of smart door
lock system with the purpose to unlock the door automatically.
There are several researches that have been conducted in this
area. In [20]-[22], the door lock system utilizes Wifi and
Bluetooth to communicate with the door lock mechanism.
Authentication process is done by using a password in a mobile
application. In [19], an OTP insertion is added to increase the
level of security. In [23], [24], a radio signal such as Wifi and
Bluetooth is used for the authentication process. In [22] they
also used MAC- based authentication while in [23] they used
password-based authentication. All of the aforementioned
research is implemented in a mobile phone and uses a mobile
application for authorization.

In this system, the touchless door access adapts the Wifi
based authentication. This system is implemented in ESP
embedded system. For additional level of security, MAC based
authentication is added to the system. Thus, two-factor
authentication is applied to ensure the genuineness of the
device.

I1l. BASIC THEORIES

In this section, basic theories related to the proposed design
are explained.

A. RSSI (Radio Signal Strength Indicator)

Received Signal Strength Indicator readings is a method to
measure a distance between two Bluetooth devices. Radio
Signal Strength using Bluetooth positioning has been studied in
several studies[25]-[27]. This research adapts the RSSI reading
method proposed in [28]. The mentioned method uses the
newest Bluetooth standard mostly used in today’s electronic
devices. The distance between two radio devices is calculated
using the RSSI and a proper radio propagation model is used.
The RSSI is estimated using equation (1).

RSSI = —(10nlog;o d +4) (1)

A and n are RF parameters for describing the network
peripheral. The RF parameter A, represented by dBm, defines
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the absolute energy emitted by the transmitter at 1 meter range.
In other words, A is the RSSI reading at 1 meter from the
transmitter. Parameter n represents the transmission constant
and relevant with the signal transmission constant. Distance d
is the distance between receiver and transmitter node.

The value of RF parameter A and n are calculated by using
RSSI values and distance d read by the sensors. The RSSI
value is the received power of the reference node while the d is
the distance between two reference nodes. The transmitter
constant n between two reference nodes is estimated using
equation (2).

RSSI-A
= (Iologlo di) (2)

Another way to calculate the RF parameters is using a
regression stated in [29]. First, the dataset of RSSI relevant to
the distance d are collected. Then equation (1) is transformed
into equation (3). Parameter A and n are obtained
experimentally based on the collected dataset.

y = —10nlog, x — A 3)
IV. PROPOSED DESIGN

A. Sytem Architecture

In this research a wearable system to ensure the personal,
physical and social distancing measures is proposed. The use
case scenario of the system can be seen in Fig. 1. Based on the
figure, while a person wants to enter the restricted indoor area,
a prescreening and registration process should be done for data
tracing. After that, they receive the registered device to be
worn on their body. Thus, only a person who owns and wears
the device can enter the area. Inside the area, they should
maintain the distance with the other by the help of the device.
If the user stands too near with another, then the device gives a
warning. The wearable device uses ESP32[30] embedded
platform. The schematic of the device can be seen in Fig. 2.
The device consists of a switch button circuit, the
microcontroller, a battery and a buzz circuit. The switch button
is pressed by the user while they want to enter the
building/area. The buzz circuit is used as a warning sign to the
user if they violate the physical distancing rules.

B. Covid-19 Distance Detector

The distance detector utilizes the Bluetooth Low Energy
(BLE) module embedded in ESP32 device. BLE is chosen for
the distance detector based on Section 2. The distance detector
system needs at least two devices to communicate between the
BLE client and server and works as a distance detector. While
the user is entering the area, the device will turn on its BLE
client and server mode alternately in an infinite loop until
another higher level of interrupt event occurs. The flowchart
between two devices can be seen in Fig. 3.

During the client mode, the device acts as an observer and
during the server mode the device acts as a broadcaster. While
the BLE is set as a broadcaster, the device broadcasts its
advertising data. Whereas the BLE is set as an observer, the
device scans all available devices around by capturing the
advertising data issued by the BLE broadcaster. During this
mode, the user device captures data consisting of BLE name,
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address, service UUID, TX power and RSSI. By using the
captured RSSI information, the observer calculates the
broadcaster origin distance using Eq. 4. If the distance of the
broadcaster is less than the allowed distance, then the
microcontroller gives a signal to the buzzer and the buzzer
produces a warning sound.

|
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Fig. 1. Example of Physical Measures System Scenario in the Indoor Area.
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Fig. 2. Schematic of the Wearable Device.
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Fig. 3. Flowchart of the Distance Detector.

C. Touchless Door Access Module

The touchless door access mechanism utilizes two-way
factor authentication for the authorized users’ authentication.
The detailed authentication processes can be seen in Fig. 4. An
ESP8266[31] near the front door acts as a server (AP) while an
ESP32 in the wearable device worn by the user acts as a client.
The door is opened if a client device requests a connection to
the Wifi AP device. A request is made by the user by pressing
the switch button in the device. After the switch button is
pressed, the WPA2 client mode is activated and the device
requests an authentication to the AP device. If an
authentication process is successful, the device requests an
association to the AP by giving MAC address information.
Then, the AP verifies the client’s MAC address against a
locally configured list of allowed addresses. If the MAC
address matches, a response is sent to the device and the AP
generates a signal to the door lock mechanic to open the door.
The door-lock mechanism is not the scope of this paper.

The flowchart of the client device and the AP device can be
seen in Fig. 5. In the client device, BLE is run as a default. The
Wifi client is activated and the BLE is turned off if a GPIO
interrupt occurs from a button press. Thus, a flag is raised to
inform the loop function that a button has been pressed. After
the flag is cleared, the Wifi client is turned on and an
authentication process is performed. In the AP device, the
device always turns on its AP mode, scans clients, performs
authentication processes and sends a signal to the door-lock
mechanism.

Vol. 12, No. 11, 2021
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Fig. 4. Authentication Process.
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Fig. 5. AP and Client Device Flowchart.

V. RESULT AND DISCUSSION

A. System Implementation

The implementation of the device is done in a controlled
experiment environment. The prototype of the wearable device
is shown in Fig. 6. The components of the device are explained
in Table Il. For the power input, a rechargeable Lithium-ion
battery is used. For the output, an active buzzer is used to give
a sound alarm if another device is detected less than 1.5 meters
away.
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Fig. 6. Implementation of the Smart Key.
TABLE Il.  FIGURE 5 EXPLANATION
No. Box Color Component Explanation
1 Blue Lithium-ion Battery
2 Red Power switch
3 Yellow Wifi switch button
4 Green Buzzer
TABLE Ill.  FUNCTIONALITY TEST
Function Re-sult
Trigger Output

Less than 1.5 meters

The buzzer ring

Distance Detector
More than 1.5 meters

The buzzer does

not ring
Registered Client device ﬁ]sgggrl |t§ open
near the AP device generated

Touchless door access
Unregistered Client device
near the AP device

A signal to open
the door is not
generated

The functionality test result of the system

can be seen in

Table Ill. For the distance detector, another test is done by
comparing the distance result using RSSI with actual distance
to obtain the device accuracy. For the touchless door access,
because the mechanic of the door lock system is not the scope
of this system, the output is only a signal to open or to close the
door that should be interpreted by the next-door lock system

mechanism.

B. Distance Calculation Parameter

Based on equation (1), the RSSI values and distance d
should be gathered to achieve the parameter A and n values.
The RSSI and distance values are obtained at multiple defined
points. The experiment is done inside a room with dimension
5.4m x 2.7m and the beacon is placed 0.5 meters above the

ground.

The RSSI are gathered 25 times at 14 specified

positions. For each position, the mean value of the RSSI
samples is calculated. By using this dataset of average RSSI
value, a logarithmic function by using a fitting curve is made.
The obtained function and the curve model can be seen in Eq. 4

and Fig. 7, respectively.
RSSI = —(19.38log;, d — 48.86)

(4)
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C. Distance Detector Accuracy

The distance detector works by giving an alarm if another
device is near the user device. Based on Section 2, the
minimum distance for social distancing is 1.5 meters. The
testing process is conducted by comparing the distance value
computed from Eq. 4 with the actual distance. The test is taken
on the fixed distance point to determine the accuracy. The
accuracy of the distance detector system is determined by using
measurement performance tools. For each distance point, the
output distance samples for one minute are gathered. For data
accuracy, the modus (mode) data of the samples are used.
Based on Table IV, the error value of the output is declining
while the distance is increasing. Oppositely, the data variance
is increasing with the distance. The error value in the distance
for social distancing (1.5m) is reasonable enough, i.e. 4.51%
(average) or 0.39% (modus). The performance curve model
can be seen in Fig. 8. Based on the figure, the higher the
distance, the system becomes less precise.

Distance vs RSSI

-60 + ® average value
fitted curve

e b data variability
=70 ’

£ 75

%
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7 .

) ]
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0 %5 5 75 100 15 150 175 200
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Fig. 7. Distance vs RSSI.
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Fig. 8. Distance Measurement Performance.
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digital contact tracing should be done in a practical scope. For
the future works, the data collected from the system can be
performed automatically by utilizing Internet of Things. The
collected data can be processed by epidemiological for

TABLE IV.  DISTANCE DETECTOR PERFORMANCE
Actual Measured distance (cm)
distance
(cm) Modus Error (%) Average Error (%)
30 40.44 34.8 39.62 32.07
60 73.25 22.08 74.69 24.48
100 117.82 17.82 129.39 29.39
150 149.42 0.39 143.23 451
200 189.5 5.25 184.19 7.9
250 240.33 3.87 214.03 1

D. Touchless Door Access

The implementation of the two-way authentication of the
touchless door access can be seen in Fig. 9. After the
authentication using WPA2 successes, a MAC address
verification is performed. Fig. 9(b) shows the result that the
client device with E0:1F:88:66:4E:2E MAC address has not
been registered to the AP device. Thus, the system generates
output signal to prevent the door-lock system opening the door.
Fig. 9(a) shows that the MAC address’ client device is
registered in the AP device and matches with the lookup table.
Thus, when the client device approaches the AP device and a
request is made, an output signal to open the door is generated.

Total Connected Clients are = 1
Client 1 = 192.168.4.2 - E0:1F:88:66:4E:2E

the door is opened

@

Total Connected Clients are

=1
Client 1 = 192.168.4.2 - EQ:1F:8

8:66:4E:2E

Unregisted Device

(b)

Fig. 9. (a) Registered Client (b) Unregistered Client.

VI. CONCLUSION

In this paper, a prototype of a wearable system to help
public health and social measures practice in public indoor
areas is proposed. The system consists of two main functions;
distance detector for physical distancing measures and
touchless door access for personal measures. The system is
implemented in ESP32 microcontroller. The system uses MAC
based and WPA2 based authentication for the touchless door
access application and BLE positioning based on RSSI
localization for the distance detector. The functionality test has
been conducted and the system successfully generates the
desired output. The touchless door access shows that only a
device with a registered MAC address can access the AP and
generates a signal to open the door. The BLE based distance
detector module has a reasonable performance for the social
distancing parameter, i.e., 1.5 m. It has an average 4.51% error
around 1.5 meters with o = 6.16 — 57.2 around the tested
distance.

The performance of the system still focuses on the theoretic
and technical result; thus, overall evaluation of the system as

tracking, tracing and modeling purposes.
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