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Abstract—One of the main advantages of the new power grid
over the traditional grid is the intelligent energy management by
the customer and the Operator. Energy supply, demand response
management, and consumption regulation are only possible with
the smart metering system. Smart meters are the main component
of that system. Hence, a compromised smart meter or a successful
attack against this entity may cause data theft, data falsification,
and server/device manipulation. Therefore, Smart grids’ develop-
ment and the guarantee of their services are related to the ability
to avoid attacks and disasters by ensuring high security. This
paper aims to provide a secure and lightweight security protocol
that respects the IOT device constraints. The proposition deploys
the distributed OTP calculations combined with the Blake2s hash
function and the Ascon AEAD cipher to ensure authentication,
confidentiality, and integrity. We propose a performance analysis,
an informal and a formal security evaluation made by the
AVISPA-SPAN tool. Also, we compare the proposed protocol to
other similar works. The assessment proves that the proposed
protocol is light, valid, secure, and robust against many attacks
that threaten the NAN area of the smart metering system, namely,
MITM and replay attacks.
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I. INTRODUCTION

The Internet of Things is growing rapidly and deploying
more devices, systems, and other entities. These devices carry
a lot of critical data, making these infrastructures a greedy
target of attackers. The accessibility of these devices must
be controlled so that only authorized users can access the
destination server or gateway. Furthermore, any data leakage
or corruption can cause serious problems for people, systems,
and companies. Therefore, securing IOT must be an occupation
for scientists to ensure the system’s security and thus maintain
its services’ effectiveness.

One of the critical IoT applications is the smart grids,
namely the smart metering system. Smart meters make infor-
mation available to customers to manage their consumption
behavior. They also provide the necessary information for
operators to balance energy response and demand [1]. Smart
meters are an energy revolution that will dramatically improve
the efficiency and reliability of the power grid. Therefore, the
metering system is a greedy target for attackers who could
turn these benefits into an absolute disaster if security is not
ensured.

Given such risks encountered by the grid, namely metering,
a robust and secure system is a must. However, the nature of

the smart metering system falls under the same limitations
and constraints of the IoT but with major security risks.
Indeed, smart metering systems face smart meters limitations
such as computing and storage constraints [2] and those of
wireless communication networks that further increase the
risk of intrusions and attacks [3]. Under these conditions,
deploying strong and efficient traditional security solutions
is not feasible on smart meters as they involve cumbersome
mathematical calculations. Therefore, the design of lightweight
and strong security protocols is necessary to ensure the grid’s
safe operation, protecting data and users and thus maintaining
customer confidence.

In light of these limitations, this article aims to propose a
scheme to securely authenticate smart meters (namely in this
work: SM/Device) to the neighborhood gateway (Namely in
this work: SEVER/GATEWAY) while the association phase of
the wireless communication. The proposed solution is based
on the distributed OTP approach that lightens calculations and
storage on the device side. We deploy lightweight and secure
protocols for hashing and encryption. In addition, we use the
blake2s as the hash function used in the OTP calculations
and for the server’s authentication. Ascon, the finalist of the
Caesar Competition launched by NIST in 2014, is the AEAD
cipher deployed in the proposed solution. Ascon cipher is a
lightweight solution to ensure authenticity, integrity, and data
confidentiality.

The contribution of this paper can be summarized as
follows:

• We propose a secure and lightweight security protocol
for the NAN area of the smart metering system to
address the related security problems and the eventual
limitations by using lightweight protocols and session
varying parameters.

• We perform formal security analysis by the AVISPA-
SPAN simulation to evaluate the proposed protocol’s
security, validity, and robustness against replay attacks
and MITM attacks.

• We also perform informal security analysis to prove
that the protocol is robust against many classical and
well-known attacks.

• We perform a performance analysis of the protocol
regarding computational costs, communication costs,
and storage.
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• According to the security and performance analysis,
we compare the protocol against similar works, and
we conclude that the proposed scheme achieves good
security and performance results.

The rest of the paper is organized in the following way:
Section 2, where we will introduce some related works that
address the same issue. Section 3 will be dedicated to pre-
liminaries about the Ascon cipher, the Blake2 hash function,
and the distributed OTP approach. Then, we will present the
proposition in Section 4 with the formal and informal security
analysis. Performance analyses are made in Section 5. Before
the conclusion, a comparison of the proposed work with other
works is presented in Section 6.

II. RELATED WORKS

The authors of the work [4] provided a secure framework
for IoT-based Healthcare systems that addresses four security
issues in the fields. The healthcare system, an application
of IoT, is also a target to malicious users that may cause
dysfunctions. This paper addresses the system’s access control
by using AES128 with a common pre-shared key to stop
the external sensors from accessing the healthcare system.
The authors also ensure authenticity by using the public and
private keys of the RSA-1024 to ensure that the sensors and
medical persons that send messages are real and authorized
to make the communication. This paper also addresses con-
fidentiality thanks to the point-to-point encryption based on
the AES128. To ensure Integrity, the authors deployed the
message authentication code (MAC) based on AES-128 to
ensure that the data was intact and not altered [4]. Another
work that dealt with the same issue is [5]: The author proposed
a protocol based on a mutual authentication based on OTP
authentication for both the Device and the gateway. Once
the authentication is ensured, a key is generated from an
irreversible hashing function. The Key is used as an entry for
the AES-GCM protocol. This work is based on AES-GCM to
ensure the confidentiality and Integrity of message exchange
and thus secure the channel. In the paper [6], The authors
presented a security protocol in the smart home domain. The
protocol is a combination of encryption algorithms (AES-
GCM, RSAOAEP) implemented with SHA3-512 to ensure the
confidentiality and integrity of the data communicated by the
sensors. The system of [7] provides security based on X.509
certificate, RSA-based Public Key Infrastructure (PKI), hard
tokens, challenge/response protocols, and operators’ proxies.
The system ensures confidentiality, integrity, non-repudiation,
privacy, and anonymity.

The cited schemes all addressed the security issues in
IoT. However, there are protocols that they deploy separated
cryptographic protocols, which are slower and greedy on
resource consumption. Other protocols deployed the AEAD
AES-GCM, which is vulnerable to the nonce-misuse attack.
This vulnerability makes the protocols vulnerable and com-
promises confidentiality and Integrity of the protocols.

III. PRELIMINARIES

A. Smart Metering System

The architecture of smart grids consists of three levels:
the Home Area Network (HAN) with smart meters and home

appliances, the middle level or Neighborhood Area Network
(NAN) that connects the HAN with the WAN through gate-
ways and concentrators, and the top level of the Wide Area
Network (WAN) that is administered by a control center and
MDMS servers.

At the HAN level, the smart meters collect data about
the electricity consumption of the home equipment and com-
municate it to the Control Center through the neighborhood
gateways. This data is used to make critical decisions about
users and all participating parties in the grid.

The smart metering system has a potential role in the
smart electrical grid. Indeed, Operator’s control centers adjust
the smart meters of their client remotely in order to respond
adequately to the client’s needs and specifications. These bidi-
rectional operations monitor the client’s equipment in the HAN
area, such as consumption, device specifications, location, and
pricing, thus deciding the amount of energy delivered to the
client. Hence, confidentiality, privacy, and Integrity are major
concerns of the grid to protect clients’ consumption and their
privacy to protect the grid from attacks and malware that could
affect customers’ privacy and cause a real disaster [8], [9].

In addition, The smart meters are accessed by multiple
agents such as technicians, customers, and operators, which
makes them vulnerable to physical attacks. Consequently,
smart meters must be well protected in terms of authentication.
Moreover, authenticity protects the Operator’s system and
the other customer from malicious technicians, neighbors,
customers, or any other malicious intruder.

B. AEAD CIPHERS: Ascon

ENCRYPTION is a cryptographic method that encodes
information to protect it and prevent unauthorized access. The
encryption performs several operations(rounds, permutations.)
on both Plaintext and a key. These operations produce an
unreadable ciphertext that needs the previous Key to decrypt
[10].

However, classical encryption does not ensure the au-
thenticity of the message. To deal with this, authenticated
Encryption with Associated Data brings up a new level of
security thanks to the associated data. The associated data is
data related to the sender’s time and space that ensures the
authenticity of the message and the sender [10].

1) Authenticated Encryption with Associated Data AEAD:
Authenticated Encryption with Associated Data is a new
cryptographic algorithm that ensures confidentiality, integrity,
and authenticity. The technical difference between the AEAD
and classical encryption is that the first one generates the
ciphertext with a tag. Consequently, decryption and Integrity
are performed simultaneously, and the Plaintext is readable
only if the Tag is correct [6].

The AEAD encryption is defined as a set of algorithms:
the key generation algorithm, the encryption algorithm, and
the decryption algorithm.

The encryption algorithm has three inputs, the Nonce N,
the associated data AD, and the Plaintext (message). It outputs
the ciphertext and a tag : EK: N × AD × Plaintext� Ciphertext
× Tag.
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The decryption algorithm is the inverse algorithm with the
nonce N, the associated data AD, the cipher C and the tag T
as inputs. It outputs the Plaintext if C and T are valid : DK:
N × AD × C × T � M or Error [6].

The most popular and highly adopted lightweight AEAD
algorithm is the AES-GCM, which is appropriate for the
constrained devices of the IOT [6]. However, it has exposed
several shortcomings. The nonce should be unique for each
message and non-repeating to prevent nonce misuse attacks,
which is not practical for message exchanges. Also, keys used
in the hash have been found weak [11].

In order to overcome these shortcomings, NIST launched
2014 the Caesar competition to find out more efficient and
lightweight encryption algorithms in terms of applicability,
robustness, and security [12].

Among 54 candidates in the first round, only 29 passed to
the second one, and 15 candidates were selected for the third
round. The two finalist lightweight applications portfolio of
the competition is Ascon and ACORN. Ascon is the selected
algorithm for the proposed protocol [12].

The two variants of Ascon were selected as the first
choice for lightweight applications. Several works evaluated
the Ascon algorithm. All analysis supports its large security
margin without practice risks, vulnerabilities, or weaknesses
[13].

2) ASCON Principle: Ascon is based on the sponge and
duplex construction. The algorithm of Ascon is illustrated in
Fig. 1 and Fig. 2: Initialization step: An Initial Vector of 64bits
(ACON-128 and ASCON-128a), the secret key K, and The
nonce N are concatenated to form a 320-bit state. This state
passes through the transformation “p” for “a” times/ Then, the
secret Key is XORed with the transformed state [13] [14].

Associated Data: The associated data is divided into r-bit
blocks and XORed with the first r-bit blocks of the state. After
that, a transformation “p” is applied to the resulting state “b”
times and XORed again with a 1bit constant.

After these steps, the algorithm moves either to encryption
or decryption with two additional phases for each :

Encryption: The plaintext is divided into r-bit blocks,
XORed with the first r bits of the state (identical to associated
data). Then, it generates blocks of ciphertext that are updated
with “p” transformation for “b” times.

Decryption: The ciphertext blocks are XORed with the first
r bits of the state and replace the first r bits of the states. They
are again updated with the p transformation b times.

The final step after encryption/decryption is the finalization
which consists of XORing the secret Key with the state and
applying the p transformation “a” time to the state. The secret
Key K is once again XORed with the resulted state. The Tag
is the least significant 128 bits of the output [13], [14].

3) Ascon Security: The best-known key recovery attack can
find the Key with 2104 time complexity if the initialization
round number is reduced to 7.

Even if the state is recovered, it is impossible to use it for
key recovery or forgery attacks. Even the vulnerabilities are
not useful for practical attacks.

Fig. 1. Ascon Algorithm [13].

Ascon provides security against collision attacks, pre-
image attacks, length extension attacks and second-preimage
attacks for long messages, misuse attacks, side channel, im-
plementation attack [13], [14], [11].

C. The Distributed OTP Concept [15]

OTP (One-time-password) is a password that changes with
each session because it is based on the various counter. This
technique is based on an out-of-band exchange of information,
such as the keys, counter, and hash functions used in the
password calculation process. Thus, OTP has considered one
of the most secure authentication techniques because replay
attacks are impossible (Fig. 3). The algorithm of the OTP
consists of hashes and several calculations , which makes it
difficult to be guessed.

The proposal uses lightweight protocols such as Blake
2, a hash function that achieves efficient security results.
Blake2 generates hash digests based on stream encryption [16],
[17]. The Blake function algorithm uses a 16-word constant
combined with the message, salt value, and an initial vector
and generates a 4x4 matrix. Then the matrix rows go through
eight sets of permutations, and combinations [18], [19].

Fig. 2. Ascon Encryption and Decryption Processes [13].
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Fig. 3. Distributed OTP Authentication Protocol.

IV. PROPOSED PROTOCOL

Each wireless communication starts with an association
step where the communicating objects identify each other
through parameters such as identifiers or passwords. At this
level, if these parameters are disclosed or intercepted by a
malicious third party, the network will suffer an intrusion
and lose its security. Hence, the importance of introducing
and deploying secure authentication protocols for these com-
munications, such as the proposed protocol which addresses
wireless communication security at the NAN level of smart
grids between the smart meters and the Gateways/concentrators
of the grid.

A. Proposed Protocol Model

The proposed solution aims at designing a security protocol
that ensures authentication, authenticity, integrity, and confi-
dentiality. This proposal aims to complete the proposal of [15]
while boosting its security by modifying some parameters. As
shown in Fig. 4, the protocol is divided into three main parts.
The communication starts with an authentication of the Device
based on the OTP. Then the protocol moves on to the phase
of mutual authentication by the server, based on a random
value calculated by the Device. Finally, as soon as both entities
are authenticated, they move on to secure the communication
channel through Ascon encryption to ensure confidentiality,
integrity, and authenticity.

Fig. 4. Proposed Scheme.

1) Pre-Phase: Keys Exchange: This phase is an off-line
phase. The symmetric key Kia is affected to the Device
and the server by a trusted authority. The secret key Kd is
configured on the Device in an out-of-the-line mode based
on its Id. In addition, the server gets its secret Key Ki. It
keeps communication with an external base where Ids and their
appropriate Keys will be stored. The base will avoid attackers
trying to impersonate an already authenticated Device.

2) Device Authentication :

• Step 1: The Device will start the communication
request by sending its Id to the server.

• Step 2: Once the Server receives the identifier, he will
check first if it is already registered. If the Device is
already registered and active, it will be dropped. Else,
the server will generate a random value as a challenge
and calculate the corresponding Key to the Device and
a hash value with the HMAC-SHA1 of the calculated
key Kd and the challenge. Then he will send the Hash
value and the challenges to the Device.

• Step 3: The Device will start calculating the OTP.
For this purpose, he will start calculating an Index
value, a random value between 1 and the received
challenge length. Then, it will truncate the 4 bytes
starting from the index byte of the received hash.
Next, it will calculate the DBC2 as a decimal value
of the multiplication of the DBC1 and 7F. OTP is
finally found by applying a modulo d to force the OTP
length to ”d .”In addition, the Device will calculate a
secret value based on Blake2s of the OTP and the last
received values of Challenge and Hash.

• Step4: The Server calculates the OTP on its own and
compares it to the received value. If the OTP is correct,
the server will move to its authentication. If not, it will
stop the communication.

3) Server Authentication :

• Step 1: This step starts simultaneously with the third
step of the device authentication. While sending its
OTP, the Device also sends a secret containing an Ns
Value. The secret is a random value Ns encrypted and
its concatenation with the blake2s hash of the OTP,
the challenge, and the received hash.

• Step 2: The Server will start by authenticating the
Device based on its OTP. Once the Device is au-
thorized, the OTP will try to extract the Ns value
from the received expression. If the server is right,
it can decrypt the secret value. Then, since it could
authenticate the Device, it will have the true value
of the OTP and the keys required to do the reverse
calculation and extract the correct Ns. Thus, we will
gain in the number of exchanges and in time.

• Step 3: The Device will start authenticating the server
by the Ns value. If the value is correct, they will move
to secure the challenge; if not, the communication is
stopped.
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4) Channel Security: Confidentiality and Integrity: In
order to ensure the appropriate security of the channel, we
will use authenticated encryption with associated data. The
main feature of this step is that a lightweight AEAD cipher
encrypts the data. The Device will start encryption based
on the Plaintext, the associated data (related to the time of
transmission to avoid revealing the location in the IoT context
that involve the privacy of the clients), the secret value Ns,
and the symmetric key Kia (pre-shared between the Device and
the server). Thus, confidentiality, authenticity, and Integrity are
ensured, and the data is protected.

V. SECURITY ANALYSIS

A. Informal Analysis

1) Security Considerations:

• Efficiency:
All used protocols in the proposal are lightweight
protocols that respect the limitations of constrained
devices. Blake2s and Ascon are two protocols for
hashing and encryption adapted to the specifications
of connected objects, which has allowed them to be
outclassed in NIST competitions. In addition, OTP’s
computational distribution method offers more advan-
tages to objects in terms of reduced computation and
storage in objects.

• Authentication:
The protocol consists of mutual authentication. Both
the Device and the server authenticate to each other.
The device authentication is based on the OTP, which
is known for a high level of security. In addition,
server authentication requires that it compute the OTP
value and compare it to the value computed by the
Device. It can also decrypt the mathematical expres-
sion to extract the received nonce that varies with each
session. So, mutual authentication is ensured, safe,
lightweight, and robust.

• Data Confidentiality and Integrity:
Thanks to Ascon CIPHER’s potential, it was the first
candidate for the final round of the CAESAR competi-
tion. Ascon is a lightweight authenticated encryption
protocol that was evaluated by many designers who
prove that it is secure against many attacks on con-
fidentiality and integrity of data and identities [13],
[14].

• One Point of Failure:
Authentication is based on the distributed calculation
of OTP, which means that calculation is not concen-
trated. Also, both the Device and the server have secret
and random parameters that are not shared clearly.
Each one needs to make the distributed calculation
to authenticate to the other. In other words, the
knowledge of the Device and the receiver are not the
same, which means there is no point in failure in the
protocol.

2) Resistance against Threats and Attacks :

• Impersonation Attack:

The attacker cannot impersonate the Device because
the authentication is based on the OTP that changes
every session. Also, the server registers the Id de-
vices with their correspondent OTP to avoid malicious
devices that would try to impersonate the Device.
The attackers cannot either impersonate the server.
At the same time, the Ns value is generated in every
session. Its calculation is based on ulterior parameters,
particularly the secret Key Ki, which is not exchanged
in the channel.

• Eavesdropping:
In the secure exchange step, each piece of data is
protected by the Ascon AEAD. The Device uses the
Ns nonce shared secret with the server and the asso-
ciated data related to the precise transmission time.
Combining these data allows us to verify the integrity
and validity of the message securely. Thus, the attacker
can neither listen nor modify the messages.

• MITM (Man in the Middle):
The proposed security scheme emphasizes strong mu-
tual authentication, also known as two-way authenti-
cation. The Device and the server identify each other
with this authentication process before starting the
data exchange. Without knowing the Device’s private
Key, the random and unique challenge, and nonce
Ns and the corresponding computations, an attacker
cannot compute the authentication or encryption data
and therefore cannot validate the authentication and
proceed to the data exchange. Thus, the Device and the
server ensure that they communicate with legitimate
correspondents. Therefore, the Man in the Middle
attack is impossible in this scenario.

• Forward Secrecy:
The leakage of a secret key does not affect the rest of
the communication. All used keys are combined with
the session variable. Even if an attacker intercepts a
key, he will not be able to compromise privacy or
confidentiality because the Key alone is insufficient to
make an attack. In addition, the used keys are even
pre-shared or require specific calculations. Hence, a
non-legitimate participant has no way to compromise
the forward secrecy.

• Forgery Attack:
An intruder will not be able to authenticate and
forge an appropriate request while he has to own
the Id and the secret Key Kd. In addition, as we
mentioned before, the scheme resists the replay attack
and provides mutual authentication. Hence, a forgery
attack is prevented.

• Replay Attack:
In the authentication phase, the OTP and the random
parameters Challenge, Ns varies every session. Then,
in the transmission phase, the associated data is re-
lated to timestamps, which prevents an illegitimate
entity that intercept communication from reproducing
the same parameters and authenticates to one of the
entities.

www.ijacsa.thesai.org 788 | P a g e



(IJACSA) International Journal of Advanced Computer Science and Applications,
Vol. 13, No. 11, 2022

B. Formal Analysis: Avispa

We perform the formal analysis of the proposed protocol
with the AVISPA simulation tool [20] to prove that it is safe
and robust against MITM and replay attacks.

The AVISPA tool uses the HLPSL language to make
security simulations. It allows the designers to verify their
protocols’ security and robustness.

1) CAS+: CAS+ is a simple syntax based on the Alice
and Bob notation. While CAS+ has a simpler syntax than the
HLPSL [20], we made the basic CAS+ algorithm, presented
in the Fig. 5 that will be translated later to the HLPSL. The
CAS+, even if it is simpler than the HLPSL, the CAS+ is not as
performant as the HLPSL language. Also, in some cases, the
translator cannot translate correctly [21], [20] Consequently,
we started with the CAS+ algorithm. We made the required
modifications and added the additional specifications of the
protocol directly to the HLPSL file.

protocol OurProposition;
identifiers
Device, Server : user;
Challenge,Id,OTP,X,Ns,P,AD,Ok : number;
Kd, Kca : symmetric_key;
H,E : function;
messages
1. Device -> Server : Device,Id
2. Server -> Device : {Challenge,X,Id}Kd
3. Device -> Server : {OTP,H(Challenge,X)}Kd
4. Device -> Server : {Ns,H(Challenge,X,Id)}Kd
5. Server -> Device : {Ns}Kd
6. Device -> Server : {Ns,AD,P}Kca
knowledge
Device : Device, Server, Kd, Kca, Id,P,Ns,AD,
OTP;
Server : Device, Server, Kd, Kca, OTP,X,AD,
Challenge;
session_instances
[Device:Alice,Server:bob,Id:id,Kd:kd,Kca:kca]
[Device:Alice,Server:bob,Kd:kd,
Challenge:challenge,
X:x,Kca:kca];
intruder_knowledge
Alice,bob,challenge,x,id;
goal
Device authenticates Server on Ns;
Server authenticates Device on OTP;
secrecy_of P [Server,Device] ;

Fig. 5. Cas+ : proposed solution

2) HLPSL: SPAN is the tool that provides the translation
CAS+/HLPSL and also makes the protocol simulation and
verification [21], [20] Based on the CAS+ translation made
with the SPAN, we added the proposed advanced functions
and defined the goals and verifications. We started by defining
the two roles, Server and Device. Then, we set up the sessions,
environment, verifications, and security goals. Regarding the
exchanged messages, we worked on the state’s expressions
to make actions look alike the proposed protocol. Advanced
calculations like truncate and multiplications were performed
as concatenations and Xor. We set goals as the verification of
the mutual authentication based on OTP and Ns. In addition,
we set verification of the secrecy of the plaintext P.

3) Protocol Simulation: Once the HLPSL is executable by
SPAN, we get the diagram in Fig. 6. This diagram proves that
the whole protocol is readable by the verifications and that the
security verifications cover the whole protocol. we moved then
to launch the security verifications by the OFMC, and ATSE
[22]

Fig. 6. AVISPA-Span Simulation.

4) Execution Results: In order to evaluate protocols and
verify whether the goals set out in HLPSL’s algorithm are
verified, the backends execute the protocol through multiple
finite iterations until the protocol is considered safe for the
number of sessions or an attack is found. The OFMC and CL-
AtSe backends check if a legitimate entity can execute the
protocol correctly while introducing a passive attacker in Fig.
7 and Fig. 8. The four backends of the AVISPA are:

• On-the-fly Model-Checker(OFMC): This uses several
symbolic techniques to represent the state-space to
perform protocol falsification and verification for the
boundless number of sessions in a demand-driven
fashion [23].

• Constraint-Logic-based Attack Searcher (CLAtSe):
This is a constraint-based approach. It uses some
simplification and redundancy elimination techniques
to integrate a new specification for cryptographic

Fig. 7. OFMC Verification Results.
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functions [23].

Fig. 8. ATSE Verification Results.

• Satisfiability-based Model-Checker (SATMC) and
Tree Automata based on Automatic Approximations
for the Analysis of Security Protocols (TA4SP):
SATMC and TA4SP results were inconclusive because
they do not support Xor and modulus operators [24].

VI. PERFORMANCE ANALYSIS

we will evaluate each participant’s computation and com-
munication performance. We will separate the Device’s compu-
tations and those made by the servers because of the different
capacities of each.

Table I presents the different costs of the system’s entities.
While gateways are more powerful than devices in capacities
and resources, we separate calculations to assess the protocols’
weight on the constrained entity.

T refers to The time taken while (h: hashing, e: encryption,
r: random, c: ascon cipher, and other: small calculations such
as multiplications, truncating, and XORing). The storage is
expressed by the estimated size of each parameter involved in
the communication.

Table II depicts different costs generated from the three
phases of the protocol in comparison with similar works that
address the security of the communication between smart
meters and the neighbor gateways.

As aforementioned in Table I , the proposition requires less
storage than the other works. Communication cost is regular

TABLE I. COSTS PERFORMANCE COMPARISON
(COMPC:COMPUTATIONAL COST; COMC: COMMUNICATION COST

Entity CompC ComC Storage
Device/SM 2Th+2Te+1Tr+3To+1Tc 2 516

Server/Gateway 1Th+2Te+1Tc+4To 2 844
Total 4Th+4Te+2Tc+7o 4 1360

but not the best, while the [28]’s work has better results.
Regarding computation, the parameter that makes a difference
is the Tc related to Ascon cipher performance. However, the
difference in encryption requirement of all other works is more
than the double value of the four encryptions used in this work.
In addition, Ascon is a lightweight encryption cipher that is
more optimized than the standard encryption algorithm.

VII. DISCUSSION

Due to the multiple risks that threaten the smart metering
system, accessible from different entities, We estimate that the
risks are related to privacy and integrity authenticity. Therefore,
we claim that the proposed solution is adapted to the smart
metering context. The message size of smart meters is around
100bits and thus covered with the selected protocols, namely
Ascon and blake2. In addition, the distributed calculation of
OTP respects the constrained nature of smart meters. On the
other hand, we claim the mutual authentication that requires
higher costs by the side of the gateway does not affect the
robustness of the protocol, while the gateway is not constrained
in terms of resources. In terms of security, combining the
selected protocols with the OTP distribution covers all well-
known attacks against the Metering system of the smart grids.

The solution could be extended to other IoT applications.
However, the obvious limitation is mainly related to energy
aspects which have not been addressed in the scope of the
proposed solution since smart meters are always powered by
continuous power. However, it is worth considering this issue
in a sustainable and ecological approach.

VIII. CONCLUSION AND PERSPECTIVES

In this article, we have proposed a protocol that considers
the three pillars of security: authentication, confidentiality, and
Integrity. We started from the principle of distributing OTP for
authentication, which alleviates the objects and respects their
constraints in terms of performance. We have carefully chosen
secure and lightweight cryptographic algorithms Ascon Cipher
and Blake2, two finalists of the competitions launched by
NIST, to effectively choose lightweight protocols. The informal
and formal security evaluation through AVISPA revealed that
the protocol is secure. The comparison has shown that the
protocol is better optimized than other similar proposals. How-
ever, the costs may seem to be a drawback to the protocol’s
performance which needs more optimization, especially in the
context of smart meters requiring real-time communications.

In addition, the generic architecture of smart metering
systems can be a key for deploying innovative technologies
within the overall architecture to boost performance and secu-
rity more efficiently. Hence, it is worth investigating new and

TABLE II. COSTS PERFORMANCE COMPARISON
(COMPC:COMPUTATIONAL COST; COMC: COMMUNICATION COST)

works CompC ComC Storage (Kb)
Proposition 4Th+4Te+2Tc+7o 4 1.3

[25] 17Th+10Te 7 NA
[26] 10Th+1Te NA 2.6
[27] 96Th+10Te+1To NA 4
[28] 8Th+8Te+2To 2 3.7
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powerful technologies such as AI and blockchains, which have
advantages in terms of time, efficiency, security, and lightning
of constrained resources.
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