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Abstract—Security is a major issue in the IT world, and its
aim is to maintain user confidence and the coherence of the
entire information system. Various international and European
research projects, as well as IT manufacturers, have proposed
new solutions and mechanisms to solve the problem of security in
the 10T environment. Software-Defined Networking (SDN) and
Blockchain are advanced technologies utilized globally for
establishing secure network communication and constructing
resilient network infrastructures. They serve as a robust and
dependable foundation for addressing various challenges,
including security, privacy, scalability, and access control.
Indeed, SDN and Blockchain technologies have demonstrated
their ability to efficiently manage resource utilization and
facilitate secure network communication within the Internet of
Things (10T) ecosystem. Nonetheless, there exists a research gap
concerning the creation of a comprehensive framework that can
fulfill the unique requirements of the 10T environment.
Consequently, this paper presents a recent investigation into the
integration of SDN and Blockchain with 10T. The objective is to
analyze their primary contributions and identify the challenges
involved. Subsequently, we offer relevant recommendations to
address these challenges and enhance the security and privacy of
the 10T landscape.
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. INTRODUCTION

The Internet of Things (1oT) paradigm is shaping the future
of computing, rapidly integrating into our daily lives to
enhance our quality of life by connecting various smart
devices, technologies, services, and applications [1].
Nonetheless, managing 10T networks poses several challenges
that demand innovative solutions. These challenges primarily
revolve around the inherent vulnerabilities of IoT devices,
including susceptibility to outages, failures under heavy traffic
loads, security vulnerabilities, limited energy efficiency, and
scalability issues. Given the heterogeneity and resource
constraints of 10T devices, they require specialized network
behaviors and services, such as security protocols, efficient
power management, and load balancing modules.

Software-Defined Networking (SDN), with its novel
network management approaches and recent advancements in
the 10T domain, offers promising solutions. It grants global
visibility into network status and enables logically centralized
resource control, which can be physically distributed as needed
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via programmable APIs from a central point [2]. Consequently,
SDN facilitates the implementation of innovative network
management techniques. Consequently, considerable research
efforts are dedicated to developing SDN-based IoT
management frameworks [3]. While SDN lays the groundwork
for robust management solutions, the integration of intelligent
decision-making in uncertain scenarios is still lacking,
necessitating the incorporation of Al-based approaches
alongside SDN.

Blockchain and 10T are both innovations that can bring
significant advantages to 10T networks, such as improved
security, transparency, immutability, privacy, and automated
business processes. However, when combined within an SDN
framework for loT network management, the potential benefits
of these technologies are further amplified. Looking ahead, we
envision the introduction of adaptive resource management
frameworks for 10T networks with the assistance of Al, which
will also incorporate blockchain-based SDN frameworks.
Furthermore, as loT is expected to undergo large-scale
deployment in the future, practical challenges that go beyond
controlled laboratory settings or theoretical assessments will
emerge. The current state of research in this field suggests that
the dynamic capabilities offered by SDN can be leveraged to
reconfigure, update, and enhance 10T networks in real-time to
address emerging challenges.

Despite the many advantages mentioned above, the
integration of new emerging technologies into the security of
information and communication systems can give rise to a
number of problems. Critical situations, in particular, raise
further questions. Since the integration of Blockchain and SDN
into the Internet of Things (loT) is a dynamic process
influenced by several interdependent factors, the addition of
Blockchain to the 10T ecosystem intensifies technological and
organizational requirements. As such, this paper aims to
present an in-depth study of the challenges associated with 10T
integration. Consequently, attention is specifically focused on
the following research questions:

RQ1: What current challenges hinder the integration of
Blockchain and SDN technologies into the 10T?

RQ2: What guidance does the literature provide to
surmount these challenges?
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This paper offers several significant contributions. Firstly,
despite the use of Blockchain in recent years, there is a lack of
in-depth research into the challenges of the Internet of Things
(10T). This study proposes a comparative study of 10T security
solutions, based on existing literature relating to its integration.
The paper explores the current problems of decentralizing the
10T with Blockchain, as well as future challenges in this field.

The paper's structure is outlined as follows: In Section II,
we delve into related work that is pertinent to our paper.
Following that, in Section Ill, we present a comprehensive
comparative analysis of technological solutions aimed at
enhancing loT security. Section IV is dedicated to the
discussion of our findings and the presentation of results.
Ultimately, the paper wraps up with a conclusion in Section V.

Il. RELATED WORK

A. Internet of Things with SDN

The authors in [4] examined the Manufacturer's Use
Description (MUD) model, which encompasses network access
control, data privacy, as well as policies for channel and
authorization protection. They employed an SDN platform to
efficiently access device data and resources and utilized
Blockchain technology, specifically Hyperledger, for sharing
data among loT devices. Additionally, Molina and colleagues
in [5] introduced a security framework for the continuous, on-
demand management of virtual authentication, authorization,
and accounting (AAA) in SDN-enabled 10T networks. Their
work achieved scalable bootstrapping of 10T devices and fine-
grained management of network access control.

Moreover, the authors in [6] introduced a novel
combination of cloud computing, 10T, and SDN, resulting in
the CENSOR framework. This framework was designed to
establish a secure gateway within the IoT environment,
featuring a reliable and secure 10T network architecture
powered by cloud computing and based on SDN technology.
The authors also highlighted several challenges and potential
threats that need to be addressed, including advanced security
measures to counter Distributed Denial of Ser-vice (DDoS)
attacks, appropriate routing algorithms, and network
scalability.

The authors in [7] proposed the use of a distributed
controller cluster to address is-sues related to reliability,
scalability, fault tolerance, and interoperability in an SDN
network. Their method was found to maintain reasonable CPU
utilization, thus optimizing controller performance, with a
particular focus on enhancing the security of 10T applications.

Lastly, the authors in [8] introduced Middlebox-Guard (M-
G), an SDN-based model for enhancing data transfer security
in response to various attacks and to improve network stability.
They first addressed the placement of middleboxes, which are
associated with predefined security policies, using a placement
selection algorithm. Subsequently, two SDN resource control
algorithms were employed to fulfill coverage requirements
within switching volume constraints. Simulation results
demonstrated that the M-G model they designed could
effectively enhance the security and stability of 10T networks.
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B. Internet of Things with Blockchain

Cryptocurrency and financial transactions initially
introduced blockchain technology, wherein all nodes within the
blockchain execute and store all transactions. Blockchain, with
its versatility, finds application in various domains, one of the
most prominent being the Internet of Things (1oT) [9]. The loT
consists of networks of intelligent devices like Raspberry Pi,
ESP, etc., which interconnect seamlessly to form a network
used for sensing, processing, and communication. These smart
10T devices operate autonomously, consuming minimal energy
and possessing lightweight characteristics. According to
Statista Com [10], the estimated number of loT devices in 2020
stood at 31 hillion globally, and this number is projected to
reach 75 billion devices by the end of 2025 [11].

In the 10T context, smart devices are primarily dedicated to
energy-intensive tasks related to vital applications, making the
implementation of privacy and security measures challenging.
Malicious attacks can disrupt 10T services and pose threats to
user privacy, data security, and overall network confidentiality
[12]. These attacks in loT-based systems fall into four main
categories: physical attack, network attack, soft-ware attack,
and data attack [13].

Physical Attack: In this category, attackers are physically
close to the network and attempt to carry out malicious
activities through various means, such as manipulating loT
devices, blocking RF signals, injecting malicious code, and
conducting side-channel attacks. One countermeasure involves
the use of physical non-clonable functions (PUF) to
authenticate 10T devices, as it prevents physical attacks [14].
PUFs have a unique feature that makes it impossible to
replicate the precise microstructure of an 10T device.

Network Attack: Attackers in this category seek to
manipulate the loT network through methods like RFID
spoofing, man-in-the-middle attacks, traffic analysis, and Sybil
attacks.  Preventative measures include authentication
techniques and secure hash functions [15].

Software Attack: Attackers exploit vulnerabilities in the
current software of 10T systems.

Data Attack: This category involves unauthorized data
access and data inconsistency. To thwart such attacks,
blockchain technology can be used to provide effective
privacy-preserving mechanisms [16].

Furthermore, several studies have proposed solutions to
enhance 0T security:

In study [17], an algorithm secures the externalizations of
bilinear pairings of 10T devices, significantly improving
performance compared to standard bilinear matching.

The authors in [18] presents a framework based on a hybrid
blockchain approach to secure multinational-level Industrial
Internet of Things (lloT) deployments across multiple
countries.

In research [19], a patient-centric blockchain framework
addresses data protection, authentication, and immutability
concerns, built on the Hyperledger platform.
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In study [20] proposes an Ethereum-based smart contract
platform for a blockchain-driven healthcare infrastructure,
offering potential efficiency improvements in hospital set-
tings.

Lastly, in study [21] introduces an approach utilizing an
open-source blockchain (Ethereum) to secure the outsourcing
of bilinear pairs in loT systems, addressing limitations of
centralization and validating its effectiveness in securing loT
applications.

C. Blockchain and SDN for the Internet of Things

This section addresses the two research questions (RQL:
What current challenges hinder the integration of Blockchain
and SDN technologies into the 10T? RQ2: What guidance does
the literature provide to surmount these challenges?) We
consulted the relevant literature for answers to the research
questions. The search strategy encompassed the use of all well-
known databases, including ACM digital library, Elsevier,
IEEE and MDPI.

In their study [22], the authors introduced an innovative
10T architecture that effectively merges cutting-edge SDN and
Blockchain technologies. The primary objective of this
architecture is to integrate SDN controllers into 10T networks,
utilizing a clustered structure along with a novel routing
protocol to tackle various network challenges including
security, privacy, access control, and availability. Their
particular focus lies in devising energy-efficient mechanisms
for data transfer among loT devices within the SDN
framework. This architecture harnesses both public and private
blockchains to facilitate peer-to-peer communication between
10T devices and SDN controllers, incorporating a distributed
trust authentication method.

Similarly, Chaudhary and colleagues [23] harnessed
blockchain and SDN technologies to enhance the quality of
service in an intelligent transportation system. They designed
BEST, a blockchain-based secure energy exchange system for
electric vehicles. BEST employs blockchain for decentralized
validation of vehicle requests, thus eliminating single points of
failure. Simulation results demonstrated the successful integra-
tion of blockchain into the SDN architecture, resulting in
improved network QoS and more efficient energy usage,
although it did not consider various energy sources.

The authors in [24] introduced Cochain-SC, a blockchain-
based architecture that enables secure collaboration and
decentralized attack information transfer among multiple SDN
domains. This architecture combines intra-domain and inter-
domain DDoS mitigation. The authors evaluated Cochain-SC's
performance in terms of efficiency, security, cost-effectiveness,
and the accuracy of detecting illegitimate flows.

Ferrag et al. [25] provided an extensive overview of
Blockchain technology applications across various loT
domains, such as the Internet of Vehicles, the Internet of
Energy, virtual web, cloud computing, and edge computing.
Their study also addressed the five most common attacks in
IoT networks, namely identity-based, cryptanalysis-based,
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reputation-based, manipulation-based, and service-based
attacks. They established taxonomy of recent methods for
achieving secure, privacy-preserving Blockchain technologies,
comparing them based on specific models, security objectives,
performance, computational complexity, limitations, and
communication costs.

In study [26], the authors introduced the "DistBlockNet"
framework, designed for a secure distributed SDN architecture
for 1oT through the use of Blockchain technology. They
presented a scheme for updating and validating rule tables
using Blockchain, with experimental evaluation demonstrating
the effectiveness of DistBlockNet in terms of accuracy,
scalability, defense capabilities, and performance overhead.

Blockchain technology, despite relying on a group of nodes
that may not all be fully trustworthy, offers a dependable data
structure thanks to its appropriate consensus algorithm. This
makes it a valuable solution to address security challenges in
10T and SDN. In [27], decentralized security architecture based
on SDN and block-chain for the 10T ecosystem was proposed,
aiming to enhance attack detection and mitigation. Blockchain
was employed for dynamic attack detection model updates and
Fog node rewards based on proof-of-work.

Additionally, the authors in [28] introduced a blockchain-
based controller designed to combat the injection of fake flow
rules, primarily focusing on SDN controller authentication. The
authors in [29] presented a novel blockchain-based
authentication handover for an SDN-based 5G network, aiming
to eliminate unnecessary reauthentication during repeated
handovers between heterogeneous cells in 5G net-works.

Lastly, Qiu et al. [30] explored the Industrial Internet of
Things scenario involving multiple SDN controllers. They
proposed a blockchain-based consensus protocol for collecting
and synchronizing network-wide views between different SDN
controllers, employing the Q-learning method to optimize view
switching, access selection, and computational resources.

In summary, various studies have proposed diverse
solutions to integrate block-chain within an SDN-based loT
ecosystem. However, comprehensive scenarios that encompass
all aspects of these works are yet to be fully developed.

I1l.  COMPARATIVE STUDY OF IOT SECURITY TECHNOLOGY
SOLUTIONS

The significance of combining blockchain and SDN with
10T has found application across a diverse range of domains.
Table 1 highlights prevalent areas and recent research
endeavors where the integration of blockchain and SDN with
loT applications plays a pivotal role. The majority of these
studies are dedicated to enhancing security and privacy within
the 10T landscape through the utilization of these two
technologies. Notably, Table | reveals that these articles
contend with specific challenges, notably in the realms of
privacy and scalability.
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TABLE I. RECENT STUDIES ON INTEGRATING BLOCKCHAIN AND SDN INTO THE 10T APPLICATIONS
Recent Survey Article Years Domain 10T security 10T privacy Scalability | SDN-loT Blockchain
Oualha et al. [31] 2016 10T device v R
Mao et al. [32] 2016 10T device v
Tonyali et al. [33] 2016 Smart Grid v
Hardjono et al. [34] 2016 10T device \ \ v
Hashemi et al. [35] 2016 IoT environment \ \ v
Kokoris-K et al. [36] 2016 10T device R N
Kamanashis et al. [37] 2016 Smart Cities v R N
Bull et al. [38] 2016 10T device v \
Vandana et al. [39] 2016 IoT environment \ \ \
Gonzalez et al. [40] 2016 IoT environment \ \ \
Huh et al. [41] 2017 10T device \ v
Zhang and Wen [42] 2017 10T E-business N
Atlam et al. [43] 2020 10T device N
Khan and Salah [44] 2018 IoT System v R N
Badr et al. [45] 2018 E-HEALTH v x/ v
Uddin et al. [46] 2021 Cloud & Fog loT N
Dorri et al. [47] 2016 10T System v v v
Salman et al. [48] 2019 Cloud Computing v Y N
Dai et al. [49] 2019 Smart Industry v N
Zhang et al. [50] 2019 10T System v
Lao et al. [51] 2021 10T application v
Patil et al. [52] 2018 Smart green house v \/ \/
Polyzos and Fotiou [53] 2017 10T device v N
Zhu and Badr [54] 2018 10T environment v Y
Mishra and Tyagi [55] 2019 E-HEALTH v N
Banerjee et al. [56] 2018 10T SYSTEM v N
Wang et al. [57] 2019 loT application v N
Sengupta et al. [58] 2020 Industrial 10T v N
Jesus et al. [59] 2018 10T device v v N
Dwivedi et al. [60] 2021 Industrial loT N
Kamilaris et al. [61] 2019 Smart Agriculture N
Ferrag et al. [62] 2019 10T Environment v
Zheng et al. [63] 2017 APPLICATION N
Thakore et al. [64] 2019 loT SYSTEM v
Hassan et al. [65] 2019 loT Application v
Lin et al. [66] 2018 Smart Agriculture N
Dogo et al. [67] 2019 Smart Agriculture v N
Kadam and John [68] 2020 10T device v R N
Maroufi et al. [69] 2019 10T device v
Alamri et al. [70] 2019 APPLICATION v v v
Atlam and Wills [71] 2019 10T device v v
Saad et al. [72] 2019 loT SYSTEM y
Atlam et al. [73] 2019 10T Environment \ y
Tandon [74] 2019 APPLICATION \ v y
Karthikeyan et al. [75] 2019 APPLICATION v v
Fotiou et al. [76] 2018 Smart device v v
Hang and Kim [77] 2019 10T System v v v
Mahmood et al. [78] 2021 10T device v
R. Alcarria et al. [79] 2018 Smart Communities \ \ V
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Recent Survey Article Years Domain 10T security 10T privacy Scalability | SDN-loT Blockchain

Oualha et al. [31] 2016 10T device v RN

A. G. Ghandour [80] 2019 Smart City \ \ v
A. Rahman [81] 2020 Smart Building v R N
[Péz?' Sharma and J. H. Park | 5q)g Smart City N N N N
Y. Gu, D. Hou [83] 2018 Cloud Computing \ \ v
A. Yazdinejad [84] 2020 loT Network v R R \ N
P. Singh [85] 2020 Smart City v N
P. K. Sharma [86] 2019 iri"t;“ Industry & Smart | N N N
D. Sinh [87] 2018 Smart Network v \

M. J. Islam [88] 2019 Smart City v \

I. Abdulgadder [89] 2018 Cloud Environment \

R. Chaudhary [90] 2019 Smart Grid \ \ v
P. K. Sharma [91] 2017 IoT Network \ \ v
B. K. Mukherjee [92] 2020 Smart City \ \

A. Rahman [93] 2020 Smart Industry v Y S N
A. Rahman [94] 2019 Smart City v Y S N
Ali et al. [95] 2018 IoT Network v Y Y S N
Alladi et al. [96] 2019 Smart Industry v v v N
Xie et al. [97] 2019 Smart City v v N
Yang et al. [98] 2019 Edge Computing v \/ \/ v
Ahmed et al. [99] 2020 Smart City v Y N
Ferrag et al. [100] 2020 Smart Green agriculture | Y N
Wang et al. [101] 2020 Industrial loT v Y N
Bhushan et al. [102] 2021 10T Network v v N
Majeed et al. [103] 2021 Smart City v v v N
Da Xu et al. [104] 2021 Edge Computing v v
Yagoob et al. [105] 2021 E-health v Y N
Abdelmaboud et al. [106] 2022 10T Application v \ N
Kumar et al. [107] 2022 Smart Industry v \ N
Yu et al. [108] 2022 Smart City v N
Pennino et al. [109] 2022 IoT Economy v v
Alkhateeb et al. [110] 2022 Hypride BC for loT v

IV. DISCUSSION

After examining 80 articles, it became evident that 80% of
them were centered on enhancing the security of the Internet of
Things (1oT). Additionally, 37% of these articles concentrated
on matters pertaining to 10T privacy, while 30% delved into the
evolution of loT security. Consequently, blockchain has
emerged as a potent and actively utilized tool for delivering the
proposed security services for 10T applications.

Our initial approach involved categorizing diverse loT
applications by identifying their specific security requirements
and the challenges they inherently face. Subsequently, we
explored 10T solutions that addressed aspects of
confidentiality, privacy, and availability, drawing upon
conventional methods. Furthermore, we introduced emerging
technologies such as Software Defined Networking (SDN) and
Blockchain, both recognized for their effectiveness in
mitigating scalability issues within the 10T ecosystem.

Moreover, we dedicated attention to security solutions that
take into account the contextual aspects inherent to loT
applications, as delineated in Table Il. We also considered the
varying impacts of security concerns on system safety,
alongside the corresponding countermeasures. Throughout our
exploration, we provided an extensive comparative analysis of
the different approaches, grounded in specific criteria. We also
conducted an examination of techniques suitable for different
types of 10T applications.

Despite ongoing efforts to confront the myriad challenges
confronting the Internet of Things, numerous issues remain
unresolved, notably those related to scalability and dynamism.
This is particularly pertinent as the loT continues its evolution
into an "Internet of Everything," where humans, data,
processes, and objects coalesce within a highly dynamic and
intricately interconnected system.
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TABLE Il NUMBER OF RELATED ARTICLES RANKED BY SCOPE OF
CONTRIBUTION
Scope of the literature Number of articles

loT security 62
loT privacy 29
Scalability 24
SDN-loT 16
Blockchain 63
10T security with Blockchain 48
loT privacy with Blockchain 25
10T security with SDN and Blockchain 9

V. CONCLUSION

The Internet of Things (10T) confronts an array of security
issues that surpass the complexities encountered in other
domains, primarily owing to its intricate ecosystem and the
inherent limitations of resource-constrained loT devices. In
recent years, an extensive body of research has been dedicated
to addressing the diverse security challenges intimately linked
with the 10T landscape. These challenges encompass intricate
aspects such as authentication, confidentiality, integrity, access
control, and policy enforcement, among a multitude of others.

Predominantly, prior works in the literature have strived to
adapt security solutions initially devised for wireless and
Internet sensor networks to suit the specific demands of the 10T
framework. Nonetheless, it is imperative to underscore that 10T
challenges present a novel dimension that proves considerably
arduous to surmount using conventional remedies.
Furthermore, it is crucial to emphasize that a significant
proportion of prevailing security methodologies are rooted in
centralized architectures, rendering their application within the
10T context notably more intricate due to the sheer abundance
of interconnected entities. Consequently, a shift towards
distributed approaches is imperative to effectively address the
multifaceted security challenges that the 1oT inherently
presents.
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