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Abstract—This paper discusses the development of a new
chaotic function (proposed chaotic map) as a keystream
generator to be used to encrypt and decrypt the image. The
proposed chaotic function is obtained through the composition
process of two chaotic functions MS map and Tent map, with the
aim of increasing data resistances to attacks. The randomness
properties of the keystream generated by this function have been
tested using Bifurcation diagrams, Lyapunov exponent, and
NIST randomness analysis. All the analysis results indicate that
the keystream passed the randomness tests and safe to be used
for image encryption. The performance of the proposed chaotic
function was measured by way of analysis of its initial value
sensitivity, key space, and correlation coefficient of the encrypted
image. This function can further increase the resilience against
brute force attacks, minimizing the possibility of brute attacks,
and has key combinations or key space of 1.05 x 10%° that is
much greater than the key space generated by MS Map + Tent
Map of 5.832 x 10%8, Finaly, quantitative measurements of
encrypted image quality show an MSE value of 0 and a PSNR
value of «. These values mean that the encrypted image data is
the same as its original and both are also visually identical.
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I. INTRODUCTION

It is always easy for internet users to obtain various data
and information from anywhere and at any time. The
development of information technology in the form of text,
images, audio and video (multimedia data) and
communication is very rapid. Therefore, information security
is an absolute matter that must be seriously considered by all
users concerned. Information is a very valuable asset for an
organization because it serves a strategic resource in
increasing value. The information security here concerns
policies, procedures, processes and activities to protect
information from various types of threats against it that can
cause harm to the survival of the organization. Based on this
purpose, cryptography is implemented related to information
security such as confidentiality, data integrity, entity
authentication, and data origin authentication.

In general, cryptography is divided into two parts, namely
classical and modern cryptography. Modern cryptography is
the development of algorithms from classical cryptography
which prioritizes bit mode operations, in contrast to classical
cryptography which operates on characters. In one study, there
was an encryption system which combined Logistic Map and
Henon Map to produce an average PSNR value of less than 10
dB which indicated that the encrypted image had very high

noise and an MSE value of more than 400, this means that
there are still many signal errors from the original image and
cipher image. The length of the process required carrying out
the encryption and decryption process was greatly influenced
by the size of the dimensions and the number of pixels in a
digital image. The encryption system using a combination of
Logistic Map and Henon Map took more than 15 seconds to
encrypt images that had dimensions of 512x512; however
image encryption results were not influenced by the
dimensions of the encrypted image [1].

The chaos function has been developed for data encryption
in the last decade because of its nature described in [2]. The
nature of the chaos function, which is sensitive to the initial
conditions, results in a significant difference in the image
encryption results. Some of the chaotic functions used in
image encryption are Logistic Maps and MS maps. The
Logistic Map function has a key space of 103° [3-4], the MS
Map function has a key space of up to 3.24 x 10%34[5].

There is an algorithm technique that composes a sequential
Logistic Map and Chebyshev Map [6], both of which are used
to encrypt medical images. In the initial stage, the medical
image is encrypted with a Logistics Map, then an encrypted
image is formed, and the image is re-encrypted with a
Chebyshev map. Besides that, there is also the Gauss-Circle
Map algorithm which is a combination of Gauss Map and
Circle Map by combining the two [7] by applying a
composition function [8], then proposed a new image
encryption algorithm by jointly exploiting overlapping random
block partitioning, scanning, double spiral, Henon's chaotic
map, and L U' s chaotic map. Another study proposed a
cryptosystem based on 4D Lorenz-type hyper-chaos and
deoxyribonucleic acid (DNA) [9].

The MS Map and Tent Map algorithms are two well-
known chaotic function algorithms that exhibit chaotic
properties, which both have a high potential to generate
random keys. Therefore, this paper proposes a new chaotic
function which is a composition of the two chaotic functions
of MS Map and Tent Map. The proposed function is also
chaotic, so it can be used as a random number generator
function. This chaotic system is useful for generating random
numbers for chaos that has no period. This random number
generator is created by compiling a Bifurcation Diagram,
Lyapunov Exponent, and the NIST Randomness Test. The
chaos system is used as the basis for secure cryptographic
algorithms for communication because of the very close
relationship between chaos and cryptography [10].
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After generating random numbers by composing the MS
Map and Tent Map functions, the algorithm performance
analysis was carried out based on initial value sensitivity level
analysis, key space size analysis, correlation coefficient
analysis, and image quality testing (PSNR).

Il. RESEARCH METHOD

Two chaotic functions that are often used for data
encryption and decryption are MS Map and Tent Map. Both
will be used to build a new chaotic function. MS Map is a
modification of the Logistic map function as shown by Eq.
(1), where (x mod 1) = x — |x| according to the definition.
This equation can be expressed recursively as shown in Eq.
(2), with initial value x, € (0,1) and n = 1,2,3, ... [5].

@) = (a5 (mod 1) M
X1 = (o) (mod 1) @

The modulo operation is applied as a congruent function.
In a set of integers, congruence is a method or way of
explaining the divisibility of an integer. Modulo arithmetic is
used in cryptography because the modulo b arithmetic value is
in a finite rounded set, namely 0 to b — 1. Calculations in the
cryptographic process are not outside the set of integers,
meaning that the decryption process will not produce a value
that is different from the value of the original message. Thus,
there is no need to worry about losing information because the
rounding occurs as in real number operations.

In mathematics, the Tent map is an iteration chaotic
function, which forms a dynamic system based on discrete
time. It takes x,, points on a real line and then maps those
points to other points [11]. This function can be expressed as
in Eq. (3).

Uxy forx, <%
Xnp1 = g(x) = (3)
u(l—x,) forx, =%

Now suppose g is a function from set A to set B and f is a
function from set B to set C. The composition between two
functions f and g, denoted by (f < g), is a function from A to C
which is defined as (f o g)(a) = f(g(a)). Furthermore, if f
represents the MS map function in Eq. (2) and g acts as the
Tent map function in Eqg. (3), so the proposed new chaotic
function resulting from the composition of both is expressed
in two domain partitions as shown in Eg. (4) and Eq. (5).

T
(f e 9)() = ((m) (mod 1)) forx<w (4
Map function was generated from the composition of

rix

(fe () = u(1- (55255) mod 1) for x = (9)
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Thus, based on Eq. (4) and Eq. (5), the proposed chaotic
function can be expressed as in Eg. (6).

rix
y( ﬁ (modl)) fOT'x<1/2
(fog)() = =

2
U (1 - (ﬁ) (mod 1))forx =Y
Furthermore, this equation is called the MS Tent map

chaotic function and can be represented in recursive form as
shown in Eq. (7), for=0,1,2,3, ....

Axn
u ((ﬁ) (mod 1)) forx, <%
(xn+1) =
Axn
u (1 - (ﬁ) (mod 1))fOT' Xn =Y

I1l.  RESULT AND ANALYSIS

(6)

U]

The chaotic behavior of the proposed MS Tent map can be
evaluated using three types of analysis. First is bifurcation
diagram analysis for density sensitivity test. Second is
Lyapunov exponent diagram analysis for transitive test and the
last one is NIST Randomness tests using 16 statistical tests.
These three tests are carried out on the number sequence or
keystream generated by the MS Tent map. Algorithm 1 shows
how to generate a keystream using the MS Tent map.

After testing the chaotic properties has been completed,
the next stage is to develop encryption and decryption
algorithms as shown by Algorithms 2 and 3. To analyze the
results of the encrypted image and decrypted image, the
keystream generated by MS Tent map is used with the initial
value of the variable x, = 0.9 and the parameters A = 30, u =
1.5, and r =3.7. All algorithms Kkeystream generator,
keystream testing, image encryption and decryption are
implemented using Python programming language and runed
on a computer with the specification Intel(R) Core (TM) i5-
4200M CPU @ 2.50GHz and 10.00 GB of Memory (RAM).

Performance analysis of the proposed chaotic function is
carried out on encrypted and decrypted images using 30 test
images: 15 color images and 15 grayscale images. To test the
resistance of an encrypted image to brute force attacks, several
indicators are used:

1) Sensitivity analysis.

2) Key space measurement analysis.
3) Correlation analysis.

4) Image quality test.

Algorithm 1: Keystream Generator Algorithm

Input: xo, 4, &, 1, t

Output: Keystream K;

1. Fori=1 to tdo

2. calculate x; using Eq. (7)
3.  K; € |x; x 10%]mod 256
4. End For
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Algorithm 2: Image encryption algorithm

Input:x,, 4, WY, r, t, original image (P;: m X n)
Output: encrypted image (C;: m X n)
N=mxn;i=1
If i <N, do Step-3 to step-6

Calculate x;,; using Eq. (7)

Kive € 1xi4e X 108 mod 256

Ci=P ®Kiit

i =i+ 1; Back to Step-2
Else to step-8
Show matrix C; in encrypted image display

N~ WNE

Algorithm 3: Image decryption algorithm

Input: xo,7,4,1, i, t, encrypted image (C;: m X n)
Output: decrypted image (D;: m X n)
1. N=mxn;i=1
If i < N, do Step-3 to step-6
Calculate x;, using Eq. (7)
Ki+t & [xH,t X 106J mod 256
D;=C; ®Kiye

Else to step-8
Show matrix D; in decrypted image display

2
3
4
5
6. i =i+ 1; Back to Step-2
7
8
A

Bifurcation Diagram

A Dbifurcation diagram is a diagram that shows the
asymptotically approximate values of a system as the function
of the parameters. By looking at the bifurcation diagram, we
can determine the chaotic nature of a function. If the periodic
points on the bifurcation diagram are dense, then the function
is chaotic [2].

Algorithm 4. Plotting Bifurcation Diagram

Input: xo, 4, W, 1, t

Output: plotting x;
l.Fori=1ton

2. Calculate x; using Eq. (7)
3. Plotting x;

3. end for

10

00

-4 -2 ] 2 4

Fig. 1. MS Tent map bifurcation diagram, for x, = 0.9, 4 = 30, p = 1.5,
r=3.7.
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Based on Algorithm 4, with variable values of x, = 0.9,
A =30, p= 1.5, r = 3.7, a diagram is obtained as seen in
Fig. 1. The result of the bifurcation diagram is dense for every
value of r except for r = 0. Thus, the MS Tent map has
chaotic properties except for r = 0.

B. Lyapunov Exponent Diagram

According to Eq. (8), the Lyapunov exponent can measure
the sensitivity of a chaotic system to initial conditions. The
Lyapunov exponent is defined as the exponential difference in
the divergence or convergence of two vectors in a plane
starting from the area around the plane.

Definition: Let X be a set. The map f : X — X is chaotic
on X, if f is sensitive on the initial value, f is topologically
transitive, and the periodic points are dense on X [10].

A function f is said to be chaotic if its Lyapunov exponent
is positive. The Lyapunov exponent equation is defined
according to Eq. (8) and its implementation uses Algorithm 5.
Fig. 2 is a plot result of the Lyapunov exponent diagram,
which shows that the MS Tent map has positive Lyapunov
exponents at x, = 0.9, A =30, and for every value of r
except for r = 0. This proves that the MS Tent map has
chaotic properties.

p=lim 151l (o)l ®)

Algorithm 5. Lyapunov Exponent Diagram

Input: xqo, A, u, T
Output: plotting the value of u
.fori=1ton
Calculate u using Eq. (8)
plotting u
end for

el N =

o I T e

—-15
—-20

-25

Lyapunov exponent

=7 = 5 : :
Lambda

Fig. 2. Lyapunov exponent diagram of the MS Tent Map.

C. Key Stream Randomness Test

After conducting a chaotic test on the MS Tent map
function using a bifurcation diagram and Lyapunov exponent,
then a randomness test is carried out on the keystream or
number sequence generated from this function. The keystream
randomness test used is the NIST test suite which aims to
evaluate the chaotic level of MS Tent map function [12]. The
NIST test suite is a statistical package consisting of 16 tests
[13] and their results are shown in the Table 1. Based on these
16 statistical tests results, it can be concluded that the
keystream generated by MS Tent map is random. This is
because the statistical test process shows that the P-value is
greater than the significance level (by default it is 0.01).
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TABLE I. NIST RANDOMNESS TEST RESULTS OF THE MS TENT MAP
Type of Test P-Value Conclusion
Frequency (Monobit) 0.031555 Successful
Frequency within a Block 0.748768 Successful
Run Test 0.394557 Successful
Longest Run of Ones in a Block 0.229904 Successful
Binary Matrix Rank 0.168577 Successful
Discrete Fourier Transform (Spectral) 0.755036 Successful
Non-Overlapping Template Matching 0.425093 Successful
Overlapping Template Matching 0.904727 Successful
Maurer’s Universal Statistical 0.803366 Successful
Linear Complexity 0.141618 Successful
. 0.356311 Successful
Serial Test
0.490805 Successful
Approximate Entropy 0.083009 Successful
Cumulative Sums (Forward) 0.060013 Successful
Cumulative Sums (Reserve) 0.025765 Successful
Test Random Excursions 0.431326 Successful
Test Random Excursions Varian 0.641948 Successful

D. Sensitivity Analysis

Sensitivity analysis aims to find out how big the difference
is between the key parameter values used in the encryption
process and the key parameter values applied in the decryption
process, so that they can be considered the same or different.
Fig. 3 is two examples of color and grayscale face images
used for sensitivity testing. In the image encryption process
the parameters values employed are: x, = 0.9, A =30, p=
1.5, r = 3.7, and iteration t = 100.

The sensitivity test results are displayed in Table Il. The
tests are performed by varying the value of each parameter, as
shown in the first and second columns. The third column
displays the decrypted image results according to the
parameter values used in the first and second columns. The
last column represents the histogram pattern of each decrypted
image in the third column.

The key variable xo has a sensitivity value of 10", This is
proven because for xo value with a difference of up to 107 the
decrypted image has not returned to the original image and
their histogram appears to have a uniform (flat) distribution.
Visually from this histogram, one cannot predict what
information is contained in the original image. The decrypted
image will only return to the original if the difference between
Xo value in the encryption and decryption processes is 108,
The sensitivity levels of the other parameters are: » = 1077, A
=107'%, and pu = 107"". Based on the sensitivity test results, it
can be concluded that the encrypted image is safe against
brute force attacks at the sensitivity level of each parameter:
X, =10"Y, r=107",A=10"",and u = 107",

E. Key Space Measurement Analysis

Brute force attacks usually always try all possible keys to
decrypt to get the actual facial image. To reduce the chance of
a successful brute force attack, the algorithm must also have a
large key space. The key space represents the number of
different keys that can Dbe used to perform
encryption/decryption [14]. In Python, the maximum value of
floating-point numbers is 1.7976931348623157x10%% =~
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1.8x10%%, The natural numbers lie in the interval (0, 1), the
precession rate reached 2% = 10 and the integer data had a
possible value of 2% = 1,8x10°. The encryption and
decryption algorithms based on MS Tent map chaotic function
have five parameters: x, r, i, A, and iteration t with domains
Xn € (0, 1), A, u, r, € R, and t € Z. Overall, these five
parameters can produce a key space size of 1.8x10%% x
1.8x10%%8 x 1.8x10%% x 10%° x 1.8x10'° = 1.05x10%°, This key
space is very large, so the encrypted image can be resistant to
the brute force attacks.

Fig. 3. (a) Color face image. (b) Grayscale face image.

TABLE Il.  SENSITIVITY TEST RESULTS FOR DIFFERENCES IN PARAMETER
VALUES x¢, p, 7, 4
L Face Image .
Sensitivity Test Results Decryption Histogram
X, =09+10°
Initial value
difference x, _ 17
withr = 3.7,p = | Y =09+10
1.5,and 1 = 30
Xo =09 +107% i
r=37+10° =
Parameter value =
difference r r=3.7+1076 :
with x, =0.9, u = e :
1.5,and A=30 :
r=37+10" i
1=30+10° :
Parameter value '
difference 1 _ s B
with x, =09, 7= | #=30+10 3 .
3.7,and p=15 : -
A=30+107'6 : '
|J ) 1‘5 + 1076 A-
Parameter Value :‘ ——
difference n _ 16 3
with x, =09, r= | M=12*10 :
3.7,and A=30 o
u=15+10" g '
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TABLE Ill.  KEY SPACE COMPARISON OF CHAOTIC FUNCTIONS

Function Parameters Key Space
Tent Map [11] x€(0,1),ueR, andt €Z 1.8 x 10%%
MS Map [15] ’t“"eez(o' DA res, 3.24 x 10°%
Tent + MS Map I (0% (ms) € O ATESE ] 535 w100
MS Tent Map %€ (0,1),4, p,rER, andt €Z | 1.05x 10%°
MS Circle Map [16] | x,€ (0,1), 4, 7,0, K € Rt € Z 1.889 x 10%%67

Table 1l displays the key space of chaotic functions,
where the first and second rows represent the key space of the
Tent map and MS map which are 1.8x10%%% and 3.24x108
respectively. The third row is a key space of 5.832x10%8
which is produced when the encryption process is carried out
twice serially by the Tent map and MS map. In the fourth row
is a key space of 1.05x10%¢, if the proposed MS Tent map is
applied for the data encryption process. This shows that data
encryption based on MS Tent Map is more secure against
brute force attacks than when using MS Map, Tent Map and a
serial combination of MS Map and Tent Map.

F. Correlation Analysis Test

Correlation analysis is a method used to determine the
direction and strength of the relationship between two
variables [17] or between pixels in an image. The correlation
coefficient is usually a value without units which is located
between 1 and -1. High correlation (close to 1) indicates a
strong relationship between neighboring pixel values, so that it
can describe the information contained therein. On the other
hand, low correlation (close to 0) means that the relationship
between neighboring pixels is weak, so that no information
can be depicted by these pixels.

Table IV shows the results of the correlation coefficient
test from color and grayscale images in Fig. 3. The correlation
coefficient is calculated referring to the correlation between
neighboring pixels vertically, horizontally, and diagonally. In
the second, third and fourth columns, all correlation
coefficient values are close to 1 for the original images. These
values show a close correlation between pixels in the images,
so that all information can be read visually. On the other hand,
all the correlation coefficient values of the encrypted images
in the fifth, sixth and seventh columns are close to 0. This
indicates that there is no correlation between pixels in the
encrypted images, so that no information can be read visually
from these images. Likewise, this correlation coefficient
results show that the encrypted images are secure against
statistical attacks.
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G. Encrypted Image Quality Test

Functional analysis of encryption and decryption
algorithms based on the proposed MS Tent map aims to
determine their success in securing data: from the original
images to the cipher images (encrypted images) and then
returned to the original images (decrypted images), as
demonstrated in the Fig. 4. In column (a) are the original
images, in column (b) are the results of the encryption
algorithm, and the results of the decryption algorithm can be
found in column (c). In this functional analysis, it will be
determined whether the decrypted images, as the results of the
decryption process of the encrypted images, are the same as
the original images.

B

@ (b)
(a) Original images. (b) Encrypted images. (c) Decrypted images.

Fig. 4.

Mean Square Error (MSE) in Eq. (9) and Peak Signal to
Noise Ratio (PSNR) in Eq. (10) are employed to measure the
quality of the decrypted image compared to the original
image. Quality analysis was carried out using thirty test
images consisting of fifteen color images and fifteen grayscale
images. These images have various colors, shapes, and
textures features, as well as different sizes. The images in Fig.
4 are two of thirty test images.

2552
PSNR(x,y) = 10log MSE(x,y) ©)
1 N 2
MSE(x,y) =~ XL (xi = v:) (10)

Table V shows the MSE and PSNR values calculated
between the original image and the decrypted image on thirty
test images. MSE has a value of 0 and PSNR equals to o, for
all decrypted color images (test image 1 to 15) and decrypted
grayscale images (test image 16 to 30). These MSE and PSNR
values prove that there are no errors in the decrypted images,
or it can be said that the decrypted images are the same as the
original images.

TABLE IV.  CORRELATION COEFFICIENT TEST RESULTS OF COLOR AND GRAYSCALE IMAGES IN FIG. 3 AND THEIR ENCRYPTION
TestD Original Image Correlation Coefficient Encrypted Image Correlation Coefficient
est Data
Horizontal Vertical Diagonal Horizontal Vertical Diagonal
Color faceimage 0.9885 0.9933 0.9827 0.00065 0.00019 0.0014
Grayscale face image 0.9525 0.9631 0.9246 0.0067 0.0017 0.0036
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TABLE V. MSE AND PSNR VALUE BETWEEN THE ORIGINAL AND
DECRYPTED IMAGES
Test Image MSE | PSNR Test Image MSE | PSNR
1 0 £ 16 0 0
2 0 £ 17 0 0
3 0 £ 18 0 0
4 0 o 19 0 0
5 0 £ 20 0 0
6 0 £ 21 0 0
7 0 £ 22 0 0
8 0 £ 23 0 0
9 0 £ 24 0 0
10 0 o 25 0 0
11 0 £ 26 0 0
12 0 o 27 0 )
13 0 o 28 0 )
14 0 o 29 0 )
15 0 o 30 0 )

IV. CONCLUSION

MS Tent map is a proposed chaotic function which is
developed through the composition process of the two chaotic
functions MS Map and Tent Map. Through sensitivity,
transitivity, and randomness tests on the keystream generated
by MS Tent map, it is proven that this function has chaotic
properties. MS Tent map has four key parameters that can
produce a key space of 1.05x10%° This shows that data
encryption based on MS Tent map is more secure against
brute force attacks than when using MS map or Tent map or a
serial combination of MS map and Tent map, which have key
spaces of 1.8x10%%, 3.24x105%, and 5.832x10%8, respectively.
Likewise, based on the results of the correlation coefficient
analysis, it shows that encrypted images are also secure
against statistical attacks.
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