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Abstract—IoT is growing in prominence as a result of its
various applications across many industries. They gather
information from the real world and send it over networks. The
number of small computing devices, such as RFID tags, wireless
sensors, embedded devices, and 10T devices, has increased
significantly in the last few years. They are anticipated to
produce enormous amounts of sensitive data for the purpose of
controlling and monitoring. The security of those devices is
crucial because they handle precious private data. An encryption
algorithm is required to safeguard these delicate devices. The
performance of devices is hampered by traditional encryption
ciphers like RSA or AES, which are costly and easy to crack. In
the realm of 10T security, lightweight image encryption is crucial.
For image encryption, the majority of currently used lightweight
techniques use separate pixel values and position modifications.
These kinds of schemes are limited by their high vulnerability to
cracking. This paper introduces a Lightweight cryptography
(LWC) algorithm for medical 10T devices using Combined
Transformation and Expansion (CTE) and Dynamic Chaos
System. The suggested system is evaluated in terms of cross-
entropy, UACI, and NPCR. As demonstrated by the
experimental results, the suggested system is ideal for medical
loT systems and has very high encryption and decryption
efficiency. The proposed system is characterized by its low
memory usage and simplicity.

Keywords—Internet of Things (1oT); data transmission; data
security; medical 1oT devices; lightweight cryptography;
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. INTRODUCTION

IoT is a network of integrated, sensing, and identifying
devices that are accessible over the network and can
communicate with each other. One of the new sensing
application areas provided by loT is smart environment
monitoring systems. Other examples include smart homes,
smart buildings, and smart transportation systems. The 10T is
expected to grow rapidly by 2030, when 125 million smart
devices will be merged to the Internet [1]. Smart things that can
organize, configure, and reconfigure themselves constitute the
10T network. On the other hand, the implementation of these
smart objects faces some difficulties [2].

With the advent of sensors, smart networking, RFID, and
10T, the world has become more networked in the last ten years
in order to accomplish a wide range of tasks [3]. IoT is a
modern technology used in smart objects. Tangible gadgets
like laptops, refrigerators, phones, and cars are referred to as
"smart objects.” loT refers to a network of smart objects that

other networked devices can recognize, control, and access.
They can compute and make decisions as well. 10T is a global
network that uses common communication systems and has
dynamic capabilities. It can work with both real and virtual
objects. It can be used with intelligent platforms that are easily
integrated into communication technologies [4].

The idea behind 10T is the integration of intelligent
manufacturing equipment, advanced analytics, and automation
driven by Al. It will make human life more economical and
manageable. 10T may be a rapidly expanding field at the
moment, bringing with it a variety of new problems such as
short battery life, low memory, short device connection range,
etc. [5]. Furthermore, it is evident that the current IoT is
vulnerable in terms of energy and security, and its growth
prevents it from concentrating on the security framework.

loT provides an accurate and genuine picture of the
challenges and solutions in the 10T framework today through
the breakdown of existing devices with different spaces and
advancements. Patients and specialists could only collaborate
through in-person meetings and text and phone conversations
before 10T. Devices enabled by 10T have made it possible to
observe patients remotely in the medical field. The more
comfortable and effective doctor-patient interactions have also
led to a rise in patient engagement and satisfaction. In addition,
the patient's condition has been tracked from a distance, which
shortens the time spent in the clinic and avoids reaffirmations.

Instead of just creating stand-alone wearables, it is critical
to design an entire ecosystem equipped with sensors and
devices that will merge data to cloud services via the loT
framework [6-8]. The three primary layers of the design
include the following components: the cloud, Internet-
connected gateways, and edge devices; sensor-equipped body
space networks; and the essential big data support layer.
Security is always the primary concern when a new technology
is introduced. It is extremely valid in the context of 10T, where
devices are used to collect a lot of personal data. Desktop
computers are giving way to resource-constrained, small-sized
computing devices. The replacement of large amounts of data
resulting from the interconnection of these small devices
through the Internet and multiple networks poses an
unprecedented challenge for the users in terms of data security
[9], [10]. 10T devices interact quickly with the outside world to
collect private information or control tangible environmental
factors. Because of this, they become a desirable target for
attackers [12] and are easily accessible, making them open to
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different types of security breaches [11]. Cybersecurity is a
major concern for 10T devices due to demands for secrecy,
integrity of data, authorization and authentication, availability,
privacy, and regulatory requirements, as well as frequent
system upgrades [13]. In this situation, one of the best methods
to ensure the data's secrecy, integrity, authentication, and
authorization while it travels between loT devices might be
through cryptography. Data stored or transmitted over a
network may be protected with the use of cryptography.

Conventional encryption algorithms provide high security,
but they also consume a significant amount of memory,
processing, and energy. Due to their limited resources, small
devices are not an appropriate choice for traditional encryption.
The advent of LWC is a new type of encryption that was made
possible by advancements in processors, power consumption,
and memory costs in traditional encryption. This encryption
lowers memory costs and power consumption, making it
appropriate for devices with constrained resources. The newest
trend in encryption for devices with low resources is called
LWC. This can be attributed to the utilization of basic
mathematical operations, reduced memory expenses, and
decreased power usage. LWC aims to reduce the overall costs
associated with implementing traditional encryption by
concentrating on a number of variables, including code size,
memory cost, execution time, and energy consumption.

A safe and effective LWC algorithm for small 10T medical
devices is suggested in this paper. The major contribution of
the proposed work includes:

e Design and development of LWC algorithms applicable
for loT healthcare devices.

e Design and development of novel LWC algorithms
based on Chaos theory to provide encryption with less
computational complexity and more efficiency.

o Performance assessment of suggested LWC algorithms
in terms of NPCR, UACI and Cross Entropy.

The remainder of the paper is organized as follows: A
literature review is offered in Section I, highlighting areas
necessitating further research. Section Ill elucidates the
methodology in detail. Section IV delves into a comprehensive
discussion of the outcomes resulting from the proposed
approach. Lastly, in Section V, the paper concludes by
summarizing the findings.

Il.  LITERATURE REVIEW

Fursan Thabit, Sharaf Alhomdy, Abdulrazzag H.A. Al-
Ahdal and Sudhir Jagtap [14] introduced a LWC algorithm for
improving the data security. A 16-byte block cipher algorithm
must be used to encrypt the data utilizing a 16-byte key. The
complexity of the encryption is increased by drawing
inspiration from Feistel and SP architectural techniques.
According to the simulation results, the suggested algorithm
has revealed a strong security level and a discernible
enhancement in encryption and decryption, offering low
computation costs and high security.

Mohammad Kamrul Hasan, Muhammad Shafig, Shayla
Islam, Bishwajeet Pandey, Yousef A. Baker EI-Ebiary,
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Nazmus Shaker Nafi, R. Ciro Rodriguez and Doris Esenarro
Vargas [15] carried out an investigation of cryptographic
algorithms. It provides a thorough assessment of the timing
complexity, size, encryption, and decryption performances of
different algorithms. It has been tested to mitigate the assuming
attack in complex real-time DL loT applications. Using the
simulation approach, an evaluation was carried out to test the
encryption and decryption speeds of the preferred encryption
algorithms. According to the simulation results, Blowfish
performs better than the other widely used encryption
algorithms.

An empirical investigation of the performance of 32 LWC
algorithms that were deployed on three embedded platforms
serving as loT nodes was conducted by Fotovvat, A., Rahman,
G. M., Vedaei, S. S.,, & Wahid, K. A [16]. The platforms
selected for this work can be applied to different layers of the
loT ecosystem. Authenticated encryption algorithms such as
AES-GCM, AES-CCM, and AES-OCB were compared with a
range of test scenarios. The experiment results showed that
other timing requirements are much more important than the
encryption time of LWC algorithms.

A performance assessment of ten LWC algorithms was
conducted by Panahi, P., Bayilmis, C., Cavusoglu, U., &
Kacar, S. [17]. These algorithms evaluate crucial aspects such
as consumption of energy, throughput, memory usage, and
execution time during cloud transmission. The most popular
10T devices used in the simulations are the Arduino Mega 2560
and Raspberry Pi 3.

Jadaun, A., Alaria, S. K., & Saini, Y [18] suggested the
establishment of a symmetric key LWC algorithm for secure
data transmission of text and images utilizing a reversible data
hiding system and an image encryption system. A graphical
user interface was utilized in the design of the suggested
symmetric cryptographic key. A secure data transmission
system was also intended to be used with the reversible data-
hiding system. The simulation results revealed that the
suggested algorithm yields the best results in terms of MSE
and PSNR.

Toprak, S., Akbulut, A., Aydin, M. A., & Zaim, A. H. [19]
introduced an energy-efficient LWC algorithm for 1oT medical
devices. A lightweight block cipher algorithm is proposed in
order to have an encryption algorithm that is both secure
enough to withstand primal cryptanalysis attacks and
lightweight enough for constrained or limited hardware
environments. Both the length of the key and the length of the
blocks that need to be encrypted are 64 bits. It is intended for
body sensor area devices and loT systems with low-end
microcontrollers. The well-known algorithms are employed for
assessing the security and performance aspects of LWE. It was
discovered that LWE can transmit raw data with a minimal
amount of security without seriously taxing the network
infrastructure. It can be claimed that the outcome is adequate
and even outperforms other algorithms.

A novel ultra-LWC algorithm named SLIM was proposed
by Aboushosha, B., Ramadan, R. A., Dwivedi, A. D., El-
Sayed, A., & Dessouky, M. M [20] for RFID systems. The
most popular type of cryptography, block ciphers, offer
extremely strong security for loT devices. SLIM is a 32-bit
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block cipher that is built on the Feistel framework. Designing a
lightweight block cipher that balances security, cost, and
performance is a major challenge. The suggested algorithm is
characterized by an appropriate cost/security for RFID
framework, a small implementation area, excellent
performance in both software and hardware platforms, and
energy-efficient behaviour.

Kakali Chatterjee and Ravi Raushan Kumar Chaudhary
[21] provided a lightweight block cipher method with a flexible
structure. This aids in the creation of a flexible cryptosystem
that can be implemented on a variety of 10T devices' hardware.
The primary purpose of this framework is to support health
monitoring systems, which are a component of electronic
health care. The user can access the recorded data in this
monitoring system only after completing the necessary
authentication procedures. The data is encrypted using LWC.
In addition, the system's performance is evaluated, and formal
verification for high-level security is completed. The primary
keys used in the LWC ciphering technique ranged from 128 to
256 bits. When compared to another current scheme, the
computational cost of the suggested framework is low. So, it is
appropriate for low-power and memory-intensive 10T devices.

Al-Husainy, M. A. F., Al-Shargabi, B., & Aljawarneh, S.
[22] developed a lightweight, adaptable encryption system that
includes transposition operations and strong, straightforward
substitution in order to encrypt and decrypt data that is
compatible with the limited processing power of 10T devices.
By using a variable block size, the suggested framework was
made more versatile so that it could be used on various loT
devices with different amounts of memory. Additionally,
random encryption keys that are difficult for thieves to
decipher are generated using the deoxyribonucleic acid
sequence. When compared to well-known cryptographic
systems, the experimental results of the suggested lightweight
encryption system showed excellent outcomes for any loT
device in terms of memory size and encryption time.

Jabeen, T., Ashraf, H., Khatoon, A., Band, S. S., & Mosavi,
A. [23] suggested a genetic-based encryption approach to
secure the data in an unintelligible format. Security and
confidentiality are additionally guaranteed by a lightweight
telemetry transport protocol for encrypted data transmission
across the network. The major aim of the suggested approach is
to provide a bandwidth-efficient protocol with low battery
power consumption. The suggested approach is evaluated in
the MATLAB platform. The suggested encryption scheme is
evaluated for efficacy in the WBAN sensor environment using
a genetic-based encryption algorithm.

Atiewi, S., Al-Rahayfeh, A., Almiani, M., Yussof, S.,
Alfandi, O., Abugabah, A., & Jararweh, Y [24] proposed an
10T environment that is cloud-enabled and encouraged by
multifactor authentication and LWC encryption techniques to
secure big data systems. The goal of the suggested hybrid
cloud platform is to offer extremely secure data protection for
businesses. Private and public clouds are combined to create a
hybrid cloud environment. Data from sensitive devices is split
into two halves and encrypted with the Fiestel and RC6
algorithms. Through the use of a gateway device, these data are
kept in a private cloud with maximum security. On the other
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hand, gateway devices are used to store non-sensitive device
data in a public cloud after it has been encrypted using AES.
The efficiency of the recommended strategy was evaluated.
According to the simulation outcomes, the suggested approach
outperforms existing encryption algorithms.

A safe, lightweight algorithmic encryption technique was
presented by Hasan, M. K., Islam, S., Sulaiman, R., Khan, S.,
Hashim, A. H. A, Habib, S., & Hassan, M. A [25] to safeguard
the privacy of patient medical images. Two permutation
techniques are used in the suggested lightweight encryption
method to protect medical images. The security and execution
time of the suggested method are compared to those of
conventionally encrypted methods after they have been
examined and assessed. The effectiveness of the suggested
algorithm was analyzed on a large number of test images.
Extensive experiments revealed that the suggested algorithm
for image cryptosystems provides higher efficiency compared
to conventional techniques.

A lightweight, efficient healthcare monitoring system
utilizing Radio Frequency ldentification (RFID) tags and the
10T was proposed by Naresh, V. S., Reddi, S., & Murthy, N. V
[26]. This work used a dual-band RFID protocol, wherein 2.45
GHz microwave bands are employed to monitor corporal
information and 13.56 MHz high-frequency RFID is useful for
identifying individuals. An RFID tag is utilized to identify the
patient, and sensors are utilized to track and gather
physiological data about them. According to the simulation
results, the suggested protocol is more efficient than other
currently used techniques.

An improved LWC algorithm was proposed by Jebri, S.,
Ben Amor, A., Abid, M., & Bouallegue, A. [27] to secure data
transmission in loT framework. The suggested solution ensures
that most security flaws are addressed with regard to trust
registration and anonymous mutual authentication. A
lightweight, secure loT system was ensured by employing
elliptic curve cryptography, identity-based encryption, and
pseudonym-based cryptography approaches. As per the
evaluation results of the system with Raspberry cards and the
MIRACL library, the system's execution time is adequate for
the restricted number of 10T devices.

Chatterjee, K., Chaudhary, R. R. K., & Singh, A. [28]
introduced an algorithm for LWC to assure the security of the
electronic health care system. The addition substitution and
XOR (LWARX) are the foundation of the suggested
lightweight scheme. For secure communication within the
healthcare system, an efficient authentication approach based
on the LWARX approach is also suggested. The effectiveness
of the suggested approach is evaluated using a variety of
metrics, including throughput, latency, gate equivalent etc. The
comparison outcomes show that the suggested ciphering
technique has excellent performance, low power and energy
consumption, and high throughput. The comparison of selected
LWC algorithms is tabulated in Table I.

loT-based smart environments are susceptible to privacy
and data breaches. LWC solutions are crucial since loT
applications are implemented on devices with limited
resources. The majority of these modern, LWC solutions rely
on hashing techniques like message digests (MD5) or SHA
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hash function variants. The device needs more resources to
perform the intricate rotational and XOR operations of these
current functions. Elliptic curve cryptography (ECC) is the
foundation of many lightweight schemes. These ECC schemes
generate signatures using single and static elliptic curve
parameters. The embedded devices that store these elliptic
curve parameters are susceptible to attacks involving node
compromise. The publicly accessible Internet infrastructure on
the Internet of Things allows devices to communicate with the
server or with each other. It becomes a laborious task to issue
certificates for every device on the Internet when thousands of
devices are added and removed from the network on a regular
basis. The key distribution center (KDC) must regularly
distribute security keys for this kind of communication.
Therefore, using standard KDC, or key management servers, is
becoming more difficult as the number of IoT applications
rises. Many cryptographic solutions based on ECDSA and
ECIES use single or static elliptic curve parameters. Node
compromise attacks can arise from ingesting cryptographic
parameters or secret keys on the device. So, in order to
overcome the above-mentioned limitations, a secure and
effective LWC algorithm for small computing loT healthcare
devices was introduced in this work.

Key

l

Medical Data Combined

TABLE I. COMPARISON OF SELECTED LWC ALGORITHMS
Name Blo(cbkigize Key Size (bit) Structure
AES 128 128 SPN
PRESENT 64 128 SPN
MESA 128 256 Feistel
LEA 128 128 GFN
XTEA 64 128 Feistel
SIMON 64 128 Feistel
PRINCE 64 128 SPN
RECTANGLE 64 128 SPN

I1l.  MATERIALS AND METHODS

In the field of 10T security, lightweight image encryption is
crucial. Most existing Lightweight image encryption
approaches adopt shuffling of pixel positions and modification
of pixel values separately. So, in this paper, an LWC algorithm
for medical 10T devices is developed using Combined
Transformation and Expansion (CTE) and Dynamic Chaos
System. The detailed block schematic of the suggested
approach is visualized in Fig. 1.

Key

|

Combined

Channel

Acquisition (ECG, ——— > Transformation and —— > Transformationand ——>

EEG, MRI, X-Ray)
\ |

A

Dynamic Chaotic
Sequence Generation

Fig. 1.

A. Input Medical Images

The medical images were utilized as the input in the
proposed work. The input medical images include ECG, EEG,
MRI and X-Ray images. Fig. 2 displays the sample medical
images.

B. Dynamic Chaotic System

Chaos is defined as "a state of disorder." Systems with
dynamic behavior that are extremely sensitive to primary
criterion are studied by chaos theory. A reaction that is
occasionally indicated to as the "butterfly effect". For such
dynamical systems, slight variations in the starting conditions
result in widely divergent outcomes, making long-term

Expansion Encryption Encrypted |Expansion Encryption

Decrypted

Image Image

A

Dynamic Chaotic
Sequence Generation

Block diagram of proposed methodology.

prediction generally infeasible. This happens in spite of the fact
that these systems are deterministic, implies that their future
behavior is totally influenced by their primary criterion and
that they do not contain any random elements.

Initially, a sequence is generated by means of a 4D
dynamic chaos-based system with two positive Lyapunov
exponents. The average exponential divergence rate of
neighboring trajectories in phase space is represented
numerically by the Lyapunov exponent. It is one of the
characteristics that helps distinguish between various chaotic
motion numerical values. It can be formulated as

. 1 _ af (xp,u)
2= lim =3 In |02 @

708 |Page

www.ijacsa.thesai.org




(IJACSA) International Journal of Advanced Computer Science and Applications,

\\\\\\\

j;||1|In||||

AP A ANANNPANN NAAA Pl frmaing »

Vol. 15, No. 4, 2024

: ”':w{ ,,,HI'“!W
x&’f/ »;;55:' é‘ .?I/W)M.m}#‘f!r
IS

Wﬁrz »ﬁ’»{«ﬁ o
'NWW (éf Mﬂlllﬂ ;n.

: \"«m‘r.;‘ .*:.‘;m.,“’ fimi
~»«* m.w«. mmx, ,w i

- Wmf”&'ﬁzf iy

EEG

X-Ray

Fig. 2. Sample input medical image.

Fig. 3 depicts the dynamic chaotic system. The dynamic
chaos system is initialized with the parameters of the medical
image, in order to enhance security. The pixels in images are
expanded and transformed using the dynamic chaos sequence.
More precisely, the first index matrix establishes which pixels
are going to be enlarged and altered. The expansion of the
pixels is decided by the second mask matrix. The dynamic
chaos sequence is responsible for producing these matrices. In

x-y—=z 3D plane

this work, chaotic sequences for encryption were generated
using a novel dynamic chaotic system. It can be formulated as

x=aly—x)+w
y=bx—xz+w
Z=Xy—Z—W

w= —c(x+y) 2

y-z—w 3D plane

Fig. 3. Dynamic chaotic system.
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where the state variables are X, y, z, and w, and the positive
constants are a, b, and c. Divide the input image K into 32
blocks in order to generate the initial values for the dynamic
chaotic system, which can be expressed as K=
{ki, ko, ks, ..., ks, }. The four intermediate parameters d;, d,,
ds and d, can be calculated as

d =b1+ﬁ(k1®k2® D k)

dy = by + — (ko D kyo @ ... D kyg)

ds = by + — (kyy ® kyg D .. ® kyy)

256

by + — (kys @ kog @D oo D ki) ©)

256

L d, =

where, b, ,b,, b; and b, are user-defined parameters that
can be addressed as security keys.

The initial values x,, vo, z5, and w,, of the 4D dynamic
chaotic system can be obtained from d,, d,, d; and d,, which
can be expressed as,

__ mod((dq+dz+d3)x108, 256)
- 255

Xo

mod((dy+d3+d,)x108, 256)
255

Yo =

__ mod((dy+da+d3+d4)x108, 256)
0 255

Vol. 15, No. 4, 2024

The 4D dynamic chaotic system uses the initial values (x,,
Yo, Zo and wy) to iterate to produce sequences long enough
for the subsequent encryption operations. In the j¢* iteration, it
can obtain four state values described as,

SJ = {Xj,yj,Zj,Wj} (5)

After the iteration terminates, a dynamic chaotic sequence
S can be obtained as

— (el o2 3 Ny —
S ={s,5%,5" ...} = {x1, V1,21, Wy, er o XNy Yo Zns Wi

= {S1,52, 53, Sy ere vr+» SaN-3, SaN-25 San—1, San } (6)

C. Combined Transformation and Expansion (CTE)

Two types of auxiliary matrices are needed in the suggested
approach. The schematic diagram of CTE is illustrated in Fig.
4. One matrix is used for expansion, and the other is used to
identify which pixels need to be processed. Considering an
image with dimensions h x w, where h and w stand for height
and width, respectively. Two index matrices, | and T, are
created for the first matrix using the four random sequences,
11,715,153 and r,, that we adopted from S. Fig. 5 and Fig. 6 show
the visualization of the generation of various matrices,
respectively.

1(i,j) = siy(mod(i + si,(j) —1,w) +1)
T(i,j) = sis(mod(i + si,(j) —1,w)+1) @)
The mask matrix (M) for expansion is calculated using the

Wy = mod(mean(d1+d22-is-¢si3+d4)><108, 256) ) below equation
M = reshape(mod((rs — Irs]) % 232),256),[h,w]) (8)
Dynamic I

e— mami ' . iph
Input Image—> D)Pamc itk Encryption — Cale
Chaotic System Sequence ——— Image

 Generation ($) - '

M
\J \J
Decrypted Image

Fig. 4. Block diagram of combined transformation and expansion.

710|Page

www.ijacsa.thesai.org



(IJACSA) International Journal of Advanced Computer Science and Applications,

Dynamic chaotic sequence

o)u}‘cms|

N Sh
i2 /
rz S ] & 1 1
1 3 2 &
[E] Sl3
1 2 4 3
0.4207| 0.2587 | 0.3171 3 2
. 3 1 2 4
rs Sla

Vol. 15, No. 4, 2024

T
4 3 1 2
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Fig. 5. Visualization of generation of 1 and T.
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Fig. 6. Visualization of Generation of M.

The method of converting a plain image into a cipher image
is known as encryption, and the method of converting a cipher
image back into a plain image is known as decryption. Fig. 7
shows the encryption and decryption of the simple image. Data
encryption and decryption using cryptographic algorithms
typically require a set of characters known as a key. It is simple
to encrypt or decrypt plain text into cipher text and back again
with the use of a key or algorithm. The proposed CTE
algorithm for image encryption and decryption is visualized in
Fig. 8.

Considering the user-defined key F, the mask matrix M, the
index matrices | and T, and a plain image with one channel P,
the encrypted image or Cipher Image (C) can be described as

Cli,j,f =

Encryption

0

( mod (Mi‘j @ PTJ.JU‘,LJ. + PIh,w‘W)’F)’ ifi=1j=1
mod (Mi,j @ PT]"Iij'IiJ' + CIi—l,wrW)’F)’ lfl * 1’] =1 (9)
| mod (M, @ Py stis T Cojrt) F) if j#1

It is possible to obtain the decrypted image D from I, T, M,
F,and C

Dy, .=
Tjr, ].,I iLj

(mod (My; @ Cy,, ; + Crypw) F), ifi=1j=1
mod (My; @ Cy,, ; + Ciy ) F), if 1% 1Lj=1 (10)

L mod (My; @iy j +Ciyypjmr) Py i % 1

Decryption
)

g1

— —

Plain Image

Fig. 7.

Cipher Image

Plain Image

General block diagram of image encryption and decryption.
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from each other. The input medical image and the encrypted
medical image differ from one another, as indicated by the high

P
1
I
4 2 1 3 1 2 3 4
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256
1 2 4 3 Mod
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N\ A A .
AN D
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w4 344 129 1*?9
Cd.l C
Fig. 8. [Illustration of proposed CTE for encryption and decryption.
IV. RESULTS AND DISCUSSION
Number of Pixel Changing Rate (NPCR), Unified

Averaged Changed Intensity (UACI), and Cross Entropy were
used to assess the performance of the suggested LWC
algorithm. The strength of image encryption algorithms and
ciphers is assessed using NPCR. Its purpose is to count the
number of pixels that change between the real and encrypted
images. NPCR can be mathematically expressed as,

0,if C*(i, ) = C*(i,))
1,if CX(i,j) # C?(i,))
CICIRN 100%

DG = |
NPCR:N(c',¢*) =Y ;

(11)

The effectiveness of image encryption algorithms and
ciphers is assessed using UACI. It calculates the average
number of intensity changes between the original and
encrypted images. It can be mathematically expressed as,

|c1()—-Cc2 ()
F.T

UACI:u(Cl,CZ) = Zi,j X 100% (12)

The cross-entropy between two images predicts the
probability of divergence of encrypted pixels from the original
image. Cross entropy is also considered as a loss function. The

cross entropy can be expressed as
H(CYc?) = =%, C'(x)log C*(x) (13)

The performance analysis of original image and encrypted
image in terms of NPCR, UACI and cross entropy can be
tabulated in Table II.

From Table Il, it can be demonstrated that the NPCR and
UACI value are high. The high NPCR value indicates that the
input medical image and the encrypted medical image differ

UACI value. Cross-entropy has a finite value. This shows that
the input medical image and the encrypted medical image have
different structures. Table Il tabulates the performance
analysis of the original and decrypted images.

TABLE II. ORIGINAL VS ENCRYPTED IMAGE
Cross
Input Image NPCR UACI Entropy

ECG 99.62 47.16 0.1389
EEG 99.62 44.32 0.1103
MRI 99.61 39.67 0.1336
X-Ray 99.61 31.22 0.1318

TABLE IlIl.  ORIGINAL VS DECRYPTED IMAGE

Input Image NPCR UACI Cross Entropy

ECG 0 0 0
EEG 0 0 0
MRI 0 0 0
X-Ray 0 0 0

The value of NPCR, UACI and cross entropy are zero for
all medical images. This shows that the decrypted image and
the input medical image are identical. Fig. 9, 10, and 11 show
the histograms for the MRI image channels, encrypted image
channels, and decrypted image channels. Fig. 9, 10, and 11
depict histograms representing the distribution of pixel
intensities within the MRI image channels, encrypted image
channels, and decrypted image channels, respectively. The
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MRI image channels histogram provides insight into the
original image's intensity distribution, serving as a baseline.
The encrypted image channels histogram illustrates the
distribution after encryption, indicating potential alterations
due to the encryption process. Finally, the decrypted image
channels histogram reveals the distribution following
decryption, ideally resembling the original MRI image

Input Image Red Channel

Vol. 15, No. 4, 2024

channels histogram, affirming the fidelity of the decryption
process in preserving the original intensity distribution. These
histograms offer a visual comparison of intensity distributions
across various stages of image processing, crucial for
evaluating the efficacy and fidelity of encryption and
decryption techniques applied to MRI images.

Blue Channel

Fig. 9. Histogram of MRI image channels.

Red Channel

Encrypted Image

Blue Channel

Green Channel

Fig. 10. Histogram of encrypted image channels.
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Red Channel

Decrypted Image

Red Channel

Vol. 15, No. 4, 2024

Blue Channel

Green Channel

Groen Channel Biue Channel

Fig. 11. Histogram of decrypted image channels.

V. CONCLUSION

The loT is advancing every industry in our rapidly
changing world. It facilitates communication between the real
and virtual worlds, which will revolutionize operations very
rapidly. Due to their limitations, data encryption algorithms
must be included in 10T devices in order to increase security.
10T is a network of real, physical objects that have been
equipped with RFID, sensors, smart networking, and other
methodologies that support them to interchange data with other
devices and systems. One important security tool that
represents data security is cryptography. The advent of highly
sophisticated technologies, coupled with the limitations of
mathematical operations and practical applications in
traditional cryptography—which also requires a significant
amount of processing power and memory guided to the
advancement of LWC, a novel approach to cryptography. In
this paper, a lightweight cryptography algorithm utilizing the
Dynamic Chaos System and Combined Transformation and
Expansion (CTE) was proposed for medical 10T devices. The
suggested system is assessed in terms of cross-entropy, UACI,
and NPCR. The outcomes showed that the suggested method is
very effective at both encryption and decryption. The system is
less complex, and the memory usage is very low. This system
is optimal for medical 10T systems
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