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Abstract—When fuzzy searchable encrypted cloud storage
resources are available, keywords are allowed to have a certain
range of changes. Even if there are slight differences in the
spelling, word order, or spacing between words, the correct data
can be matched. Therefore, it does not have the effect of fine-
grained access control (FGAC). Consequently, to satisfy the
security demands of cloud storage assets and the ease of resource
retrieval through fuzzy searchable encryption, CP-ABE employs
attribute and policy definitions to introduce a novel, effective
security access authorization approach for cloud storage assets
utilizing fuzzy searchable encryption technology. Encrypt cloud
storage resources after keyword preprocessing through
initialization, file encryption and decryption, index generation
encryption, search, and other steps; use the wildcard-based
method to generate indexes; and use the Bloom filter to generate
security traps to achieve Pail lier-based asymmetric fuzzy
searchable encryption of resources. In combination with the CP-
ABE-based access control method, authorized users are assigned
private keys in the authorization center to ensure that
unauthorized users cannot obtain cloud storage resources and
complete the fuzzy searchable encryption access authorization of
cloud storage resources. The experiment shows that the search
index generation of this strategy greatly reduces the resource
utilization rate and effectively improves the fuzzy search speed.
Moreover, the combination of fuzzy searchable encryption and
CP-ABE can better ensure full cloud storage resources.

Keywords—Fuzzy search encryption; cloud storage; security
access; CP-ABE (Ciphertext-Policy Attribute-Based Encryption);
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. INTRODUCTION

With the rapid development of information technology and
the wide application of cloud computing, cloud storage has
become an important choice to satisfy the data storage needs of
enterprises and individuals due to its convenient, dynamic, easy-
to-scale, and on-demand low-cost characteristics [1]. However,
data security issues in cloud storage are becoming more and
more prominent, including the risks of privacy leakage, data
tampering, and illegal access [2], [3]. To secure data in cloud
storage, a common practice is to encrypt the data locally before
uploading. However, this approach may lead to a loss of the
ability to access the data [4]. Therefore, researchers have
proposed methods of searchable encryption and setting secure
access control policies to protect user privacy while ensuring
that only authorized users can access the information allowed by
the authorization, thus balancing the security and accessibility
of data [5], [6]. In cloud storage environments, data searching

using traditional single encryption techniques can face huge
time complexity challenges due to the massive nature and high
dimensionality of resources. To solve this problem, researchers
have started to explore more efficient and flexible encrypted
search methods.

Sivas elvan N. and others proposed a security-unified
authentication strategy based on the ability of the Internet of
Things [7]. In this policy, it is a token that can authorize the
entity's access rights. This token is used to ensure authorization
and control access to the limited resources on the Internet of
Things. In this method, lightweight elliptic curve symmetric key
encryption and decryption, message authentication code, and
encryption hash primitives are used to complete the access
protection of data. This method uses tokens or keys to achieve
access control over data. However, if an attacker can obtain or
forge these tokens or keys, it is possible to bypass the
authentication and authorization mechanisms and gain
unauthorized access rights. The privacy protection key
aggregation proposed by Padhya M. et al. can search for
encryption and access control policies [8]. First, an attacker can
intercept the aggregation key or query the trap gate from an
insecure communication channel involving the ECS and
impersonate an authorized user of the server to access data.
Secondly, fine-grained multi-delegation is allowed; that is, if the
delegated attributes meet the hidden access policy (defined by
the data holder), the delegated can delegate the permissions it
receives to another user without compromising data privacy.
This method involves ECS, but if the communication channel is
not secure, an attacker may be able to intercept the
communication and obtain the aggregation key or query
information. This may lead to an attacker using the identity of
an authorized user to access data. Huso | and others proposed a
privacy protection data propagation scheme based on searchable
encryption, a publish-subscribe model, and edge computing [9].
The customized edge server is deployed at the edge of the
network. It completes searchable encryption of data through four
steps: (1) collects subscription requests encoded by a searchable
encryption trapdoor; (2) receives data publishing; (3) encrypts
through an attribute-based searchable encryption scheme; (3)
implements keyword search on encrypted data; and (4) only
provides encrypted data to authorized requesters. This method
uses searchable encryption technology, which may expose
sensitive information related to data when decrypting and
searching data. This may lead to the disclosure of data privacy.
Chaudhari, P., and others proposed a scheme called Key Sea,
which is a keyword-based search for attribute-based encrypted
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data when the receiver is anonymous [10]. When searching for
documents related to target keywords, keeping the anonymity of
recipients and ensuring data privacy are important functions of
applications such as healthcare, bureaucracy, and social
engineering. The Key Sea scheme uses hidden access policies
for attribute-based searchable encryption. However, in practical
applications, this method may have the risk of cross-anonymous
data association when dealing with large-scale data sets, which
will lead to threats to data privacy. Based on the analysis of
existing research, it is known that current research faces multiple
challenges in 10T security and cloud service access control,
including the security of tokens or keys, the security of
communication channels, data privacy leakage, the balance
between anonymity and data privacy, the complexity of fine-
grained access control, and performance and efficiency issues in
practical applications.

Pail lier-based asymmetric fuzzy searchable encryption has
strong data confidentiality and privacy protection, ensures the
safe storage and transmission of data in the cloud, supports
asymmetric encryption, improves data security and encryption
efficiency, enables fuzzy keyword search, and facilitates users
to quickly find the required data. CP-ABE-based access control
can provide FGAC [11], reduce key management costs,
facilitate large-scale system deployment, enhance data security
and privacy protection, and prevent unauthorized access and
data disclosure. According to the above advantages, this paper
proposes an efficient and secure access authorization strategy for
cloud storage resources based on fuzzy searchable encryption
technology, which can quickly and effectively encrypt cloud
storage resources and achieve efficient access control to ensure
the security of cloud storage resources. The implementation
process is summarized as follows: Firstly, the cloud storage
resources are encrypted using fuzzy searchable encryption
technology to ensure accurate matching of data even in cases of
slight differences in keywords, reducing the exposure of
sensitive information and thus reducing the risk of data privacy
leakage. Next, a wildcard-based method is used to generate
indexes, and a Bloom filter is used to generate security trapdoors
to prevent attackers from intercepting communication and
obtaining aggregation keys or query information, thereby
protecting the identity of authorized users from being
impersonated. Implement asymmetric fuzzy searchable
encryption based on Paillier. In order to solve the access control
problem, combined with the CP-ABE (Attribute Based Access
Control) access control method, the authorization center
allocates private keys to authorized users, ensuring that
unauthorized users cannot access cloud storage resources. At the
same time, through the definition of attributes and policies in
this process, it ensures that even if an attacker obtains or forges
a token or key, they cannot bypass authentication and
authorization mechanisms, because access permissions depend
on the user's attributes rather than simple tokens or keys,
avoiding the risk of cross anonymous data association in large-
scale dataset processing, and protecting data privacy from
threats.
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Il. EFFICIENT AND SECURE ACCESS AUTHORIZATION
PoLIcY FOR CLOUD STORAGE RESOURCES

A. Secure Access Authorization Policy Based on Fuzzy
Searchable Encryption

Data stored in cloud storage may contain sensitive
information, and data privacy and security need to be ensured.
In cloud storage environments, there are usually requirements
for multiple users and different permission levels. Efficient and
secure access authorization needs to be able to flexibly manage
the permissions of different users, including read, write, edit,
delete, and other operations. Therefore, efficient and secure
access authorization to data can be achieved in the cloud storage
environment to ensure the privacy and security of data while
maintaining flexibility and efficiency to meet the needs of large-
scale data storage. This paper combines the CP-ABE algorithm
[12] based on fuzzy searchable encryption to achieve the
purpose of fuzzy searchable cloud storage resources and secure
access authorization. The overall structure of this strategy is
shown in Fig. 1.

As can be seen from Fig. 1, the overall strategy of this paper
is composed of four parts, namely, the authorized institution,
ECS, data holder, and authorized user. The working process of
this method is to generate the master key and public key for the
authorized authority and distribute the private key to each user.
The data holder generates a security index for local storage
resources and uploads the ciphertext and security index to the
ECS. Generate authorization credentials for each resource and
upload them to the authorization authority. The authorized users
generate security traps based on the keywords to be searched and
upload them to the ECS with their search tokens. The ECS first
matches the security index with the security trap door to obtain
a highly relevant resource ID and then requests the authorization
authority to audit the access rights of the resource. After the
audit is passed, the ciphertext and key are returned to the user.
The user obtains the key through calculation and decrypts the
ciphertext to obtain the plaintext data. In the overall structure,
fuzzy searchable encryption technology uses the proposed
method to realize the search and encryption of ciphertext [13],
and access authorization uses the control based on CP-ABE
scope [14].

The implementation of the whole policy can also be divided
into four main parts, which are the system management part,
resource processing part, ciphertext search part, and access right
authentication part.

The system management part is mainly done by the
authorization authority, which realizes the overall management
operation of the system. As a trusted third party, the
authorization authority is the only fully reliable part, i.e., the
authorization center in Fig. 1.

The resource processing part is responsible for the
encryption and decryption of resources, and the ciphertext
search part realizes the fuzzy search of multiple keywords on the
ciphertext, which is mainly realized by the fuzzy searchable
encryption technology.
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Fig. 1. Owverall structure.

Access authority authentication is the core part of
authorization search, which is implemented by CP-ABE-based
access control.

B. Design of Asymmetric Fuzzy Searchable Encryption
Scheme Based on Pail Lier

The access demand for data in cloud storage may change
dynamically, and efficient and secure access authorization needs
to support dynamic access control policy adjustments to adapt
to the change in business requirements. In this context, to
safeguard the security and privacy of cloud storage resources
and at the same time provide efficient data access control and
search functions to adapt to the needs of multi-user, multi-
privilege, and dynamic access control, to ensure the security and
availability of the system, this paper proposes a secure access
authorization strategy based on fuzzy, searchable encryption.
The strategy is designed to consider several aspects, including
initialization, file encryption and decryption, index generation
encryption, and search steps. The key factors in fuzzy searchable
encryption are edit distance, fuzzy keyword letting, and
keyword trapdoor.

1) Edit distance: Edit distance is used to quantitatively
measure the similarity of strings. For a given two keywords,
thew, and w,, the editorial distanceed (w,, w,) between them
means the minimum number of operations required to change
fromw, tow,. The three basic operations are: (1) Replacement:
replacing one letter in a word with another. (2) Delete: delete a
letter in the word. (3) Insert: insert a letter into a word. Given a
specifi~ keywordw, collectionS,, srepresents each word in the
set W that all satisfied the edit distance ed(w,w' <
d)betweenw'andw. Heredis a given integer.

2) Fuzzy keyword letting: On the basis of editing distance,
fuzzy keyword searching is defined as the following process:
Given the collection C ={F,,F,,-,Fy} containing
encrypted documents stored on the cloud server, a collection of
mutually exclusive keywords W = {wy,w,, -+, w,} , a
predetermined edit distanced, and the search input(w, k)of the
coded distancesk(k < d). The execution result of the fuzzy
keyword returns an ID set of all documents that may contain the
keyword w iSFID,,: if w =w; € W, return FID,,; ifw; ¢ W,
return{FID,,}, hereed(w,w;) < k.

3) Keyword traps: Using bloom filters and locally sensitive
hash functions with P-stable distributions to construct index
vectors and search trap vectors, keyword traps act as pseudo-
random functions, allowing fuzzy keyword-letting schemes to
achieve search request privacy and index privacy.

a) Keyword pre-processing: This paper uses a Pail lier-
based encryption method to complete fuzzy searchable
encryption of cloud storage resources [15]. To Pail lier encrypt
the keywords of cloud storage resources, first convert the
keywords to an integer. Specific steps: first convert each
character in the cloud storage resource keyword to ASC Il code,
then convert the hexadecimal ASC Il code to the decimal
integer, and finally accumulate these integers to get a large
integer, as shown in Fig. 2.

Pail lier fuzzy searchable encryption also has four parts,
namely initialization, file encryption and decryption, index
generation encryption, and search. Index generation encryption
and search are the core of fuzzy searchable encryption. Different
steps will be designed as follows.
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Fig. 2. Keyword conversion process.

b) Fuzzy searchable encryption initialization: For fuzzy
searchable encryption, the initialization can be divided into two
phases: key initialization and resource initialization [16].

e Key initialization phase: The data holder sets the cloud
storage data encryption fuzzy value acc, which is taken
by default acc =1 (i.e., the resource edit distance
between the two keywords is 1); the data holder enters
the security parameter that a outputs a string of length
with a, i.e., the keyK, used for AES encryption and

decryption; the data holder inputs security parameters A
, and output a pair of public and private keys pkand
skfor Paillier encryption, the steps are as follows:

o Randomly select two large prime numbers0 < p <
2*and0 < q < 2%, calculaten = p X q.

o b. Calculate u = e *modn, the least common
multiple * of pand g, which is e, isexpressed as e =
lem(p—1,q — 1).

o c. To generate the public key pkfor (n), private key
sk is (e, u).
e Document initialization phase:

o a. Extract several keywords from each document in
the document collection FS to form a keyword
dictionary w'.

o b. Remove the repeated keywords in the keyword
dictionary w', and get the dictionary wcontaining
n keywords.

c¢) Fuzzy searchable encryption: This section contains
two tasks: the resource encryption phase and the resource
decryption phase.

Vol. 15, No. 7, 2024

e Resource encryption phase.

o a The data holder encrypts each resource F;by
AESusing the key K, to obtain ciphertext resources
CF;, and generate a ciphertext resource set CFS.

o b. For each resource CF;in the ciphertext resource
set CFS, setting a unique identifier ID;.

o ¢. Upload the ciphertext resource set CCFS and the
corresponding ID;to a cloud server.

e Resource decryption phase: after the authorized user
obtains the key Kthrough the authorization of the data
holder, the CFS of the ciphertext resource returned from
the search is decrypted by AES to obtain the plaintext
resource F;.

d) Index generation encryption

This section contains two tasks: index generation and index
encryption.

¢ In this paper, a wildcard-based fuzzy set construction is
chosen for the index of fuzzy search, which is to say, a
keyword fuzzy set. Let the edit distance be d, keywords
w based on a wildcard fuzzy set can be expressed
asSw.a = {Si.0:Si1, =+ Swr S} Here Sy, -denotes
a keyword w’ have number of t = (wildcard). For
example, for the keyword CASTLE, edit the distance
d = 1, which has a wildcard-based fuzzy set of:

SCASTLE,l (1)
= {CASTLE * CASTLE,

* ASTLE, C = ASTLE, C = STLE, -+, CASTLE = {}}

All the keywords in the set are 13 + 1liinstead of 13 x 26 +
1. Generally, for the keyword w; of length [, the set
Sw;,1constructed by this method has a size of 21 + 1 + 1, the full
keyword of the traditional direct construction method is
(2l +1)*26+ 1. For the direct construction method, the
storage capacity will be reduced from 30GB to about 40MB by
using the fuzzy set construction based on wildcards.

e Index encryption: Using a public key pk perform

bitwise encryption to Swa =
{S\:v,o' W St Sv’v,d} to get
Clwi{[wi]pk” [Wil]pk' [WiZ]pk; Ty [Wid]pk} which

ultimately generates a collection of ciphertext indexes
cis{ct,,,Cl,,,-+,Cl,,} . The ciphertext index
collection is then sent to the cloud server.

e) Search schemes for fuzzy keywords: Indexed list-
based search is a fuzzy keyword search scheme [17], the
specific steps of this scheme are as follows:

Step 1: Indexing. In this stage, the data holder encrypts the
resources to be stored in the cloud and generates the index of the
fuzzy set of keywords, and then uploads both of them to the
cloud server, the specific process is as follows: for each keyword
w; € W, the data holder with the key sk computes its gate value
forallw’ € S,,, 4; the data holder then computes the encrypted
address of the corresponding keyword resource store, the
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TEnc{sk, FID,, |lw;}, and finally the encrypted resource sets
and the list of indexes

{{TW;} , ,Enc(sk,FID,, ||wl-)}sent together to the cloud
4 WiESWi'd t
server.

Step 2: Request a search. The user wants to search for
keywords containing w resources, first at a predefined search
distance k under which keyword fuzzy sets S,, ,are generated,;
then for each element w' € S, 4in the fuzzy set, calculate its
trapdoor value and send it to the server.

Step 3: Document search. After the cloud server receives the
user's letting request, it performs letting on the index list and
returns the corresponding encrypted resource address to the user
as the search result. The user decrypts the resource address to
obtain the corresponding ciphertext resource, downloads it to the
local area for decryption, and ultimately obtains the plaintext
resource.

f)Keyword trapdoor: Keywords for querying must be
submitted when making a query, and the server cannot obtain
this keyword information through the query itself. Authorized
users need to generate local security trapdoors for the Chinese
keywords to be queried and submit them to the cloud server for
querying. The specific steps are as follows:

e Convert keywords into pinyin strings and construct
binary vectors. A Bloom filter is constructed, and the
LSH function is used to map the binary vector
corresponding to each pinyin string to the Bloom filter to
obtain the query vector as shown in Fig. 3.
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Fig. 3. Example of bloom filter.

e The invertible matrix encrypts the query vector to obtain
a secure trapdoor.

Bloom filter: Bloom filter is an efficient data structure that
can quickly determine whether an element belongs to the set. It

is an array containing m -bits, and initialize each bit to 0,
Usually, Bloom filters are used that I' individual hash functions
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h:{0,1}* - [1,n], of which, t € [1,r], and each hash function
is mapped to a bit in the array. As shown in Fig. 3, map the words
cloud and computing to the Bloom filter, were, m = 20,r = 4.
The cloud mapped to four positions of P = {3,7,12,19}by a
hash function, computing mapped to 4 positions of P =
{4,7,15,17}by a hash function. So set the value of 7 positions of
the Bloom Filter P = {3,4,7,13,15,17,19} to 1. When a user
submits a search request, the keyword is also hashed. When the
value of all hash maps is 1, true is returned. Otherwise, false is
returned. The Bloom filter has high time and space efficiency,
and when using the Bloom filter as an index to search
documents, the required documents will not be missed, which
can provide search integrity verification for the system.

C. Access Control of Cloud Storage Resources Based on CP-
ABE

The above asymmetric fuzzy searchable encryption scheme
based on Pail lier is a form of imprecise keyword searchable
encryption, which solves the problem of inconsistent keyword
word order and word spacing and improves the fault tolerance
and robustness of retrieval conditions. However, it allows
keywords to have a certain range of changes. Even if there are
slight differences in the spelling, word order, or spacing of
keywords, the correct data can be matched. This process tends
to reduce the security of cloud storage resource access control.
To ensure that only legitimate users can access the
corresponding data and ensure the operating efficiency of the
system. The CP-ABE algorithm is used to formulate complex
access policies, conduct FGAC on data, meet the access needs
of different users to data, and ensure the security of data.

The data holder uses the CP-ABE algorithm to connect the
cloud storage resources with the access control structure [18], to
attain FGAC over the resources saved in CSP, prevent the ECS
and unauthorized users from obtaining access rights to cloud
storage resources, help manage access rights, and not disclose
information about keys or cloud storage resources. In addition,
the scheme also meets the following safety requirements:

e Fine-grained access control (FGAC): Authorized users
can only access their authorized resources.

e Obfuscation resistance: Authorized users cannot access
unauthorized cloud storage resources by sharing keys.

e Privacy protection: The cloud server does not save the
user's private information.

CP-ABE algorithm is based on bilinear mapping structure
[19], set G;and G,be two multiplicative cycle groups of the
order of prime p the gis the generating element of G, the eis a
bilinear mapping, thee: G; X G; = G, the bilinear mapping e
can be described as below:

e Bilinear: Vu,v € Gy,a,b€Z, , makes e(u®,v’) =
e(u, v)*?;

e Non-degradation: e(g, g) # 1;

e Computability: for any y,z € G,, there exist given
polynomial time algorithms to compute e(y, z) € G,.

CP-ABE data is described by an attribute set [20], which is
used to build an access control tree and will then be allocated to
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cloud storage resources. Authorized users have attribute sets
(this task has been assigned by the data holder) and special 1Ds
that describe their access rights. A novel key is allocated to every
account associated with a user. If the attribute set held by the
authorized user meets the access control tree of the
corresponding cloud storage resource, the authorized user can
decrypt the cloud storage resource. The scheme is divided into
four steps: parameter initialization, encryption operation,
generating key, and decrypting operation. In the parameter
initialization phase, select the attributes used according to the
holder and generate system parameters for each attribute. In the
encryption operation phase, the data holder selects an attribute
set, utilizes the information to construct a framework for
threshold access control, and then uses this structure to encrypt
cloud storage resource files. Each authorized user is assigned an
attribute set according to the holder. After the authorization
center generates the authorized user's private key, the authorized
user's public key is used to encrypt the private key, and the
encryption result is sent to the ECS. In the decryption operation,
authorized users use their private keys to obtain cloud storage
resources through the decryption algorithm.

Algorithm for each step:

1) Parameter initialization: The data holder chooses the
prime number that P, cyclic groups G,, G,, e:G; X G; —
G, denotes the bilinear mapping, the H represents a hash
function. Map the ID of an authorized user asG,elements, the
data holder determines the array of attributes i as a secondary
consideration, for every attribute i € i, the data proprietor
produces a pair of arbitrary values a;, 8; € Z,, then the user's
private and public keys are:

Sky = Scastieafai, B i € Y} 2

Pk, = SCASTLE,l{e(gl' 91)“i’gﬁ:i € 1/’} 3)

2) Encrypted links: In encrypted messages M, the data
holder selects the attribute i € i, based on a collection of
attributes ¢ to define the access structure P . Choosing
polynomials that Q, and P,, and Q,(0) =s, P.(0) =0,
accessing each leaf node of the access control structure X
corresponding to a random number 7, then calculate:

Dy, = (91, 91)%© - e(gy, g) ™™ (4)
Yx
Dy, =0g; ©
0
nyg — gfxyx . gfx
The ciphertext is encrypted as follows:

M, = Encj{L)x(M) (5)

Finally, upload the encrypted cloud storage resource to F
Cloud Servers:

D = {Vx,Dy1,Dy 3, Dy 3, P, M,} (6)

3) Key generation: The data holder receives the authorized
user ID, from the cloud server and selects the attribute
collection I,,to allocate the authorized user, the data holder
calculates the authorized user key as follows:

Vol. 15, No. 7, 2024

Skp = {g4'H(ID,),i € I} ©)

The encrypted with the authorized public key of the user
Skpis produced to the authorized user through the server of the
cloud, and the authorized users are the ones who possess the
private key and can decrypt Skp,.

4) Decryption session: The Authorized users download
encrypted cloud storage resources F, H(ID,), of which D =
{Vx,Dy 1, Dy 2, Dy 3, P, M,}, calculate after the authorized user
selects the attributes meeting the access structure P:

1—[ (Dm - e(HD), Dx,3)>“ ®)
y e(Skp, Dy5)
©)

1—[ <Dx_1 -e(H(ID), Dy 3)

e(Skp, Dy5)

Finally, the user restores the encrypted cloud storage
resource to M:

Ax
) =e(91,91)°

M= Decj{;;)s (M,) (10)

So far, the efficient and secure access authorization of cloud
storage resources that integrates Pail lier-based asymmetric
fuzzy searchable encryption and CP-ABE-based access control
methods has been completed.

1. EXPERIMENTAL ANALYSIS

To validate the method of this paper, a laboratory computer
was chosen to conduct experiments. The parameters of the
laboratory computer and the cloud server are shown in Tables |
and Il, respectively.

Under the above experimental configuration, set up the
experimental environment as shown in Fig. 4. The database size
is set to 1000 pieces of data, the false alarm rate of the Bloom
filter is 0.01, the capacity is 10000 elements, and the average file
size is 100KB.

TABLE I. COMPUTER PARAMETERS
Attribute Parameter
CPU i5-12400
Internal memory 32GB
Hard disk 1B
Graphics card RTX3070
System windows10
Network bandwidth 10Gbps
TABLE II. CLOUD SERVER PARAMETERS
Attribute Parameter
Number of CPU cores 32
Memory capacity 10TB
Memory capacity 256GB
Network bandwidth 10Gbps
Storage protocol NFS, FTP, CIFS Etc.
Data backup Remote backup to another data center
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Fig. 4. Experimental environment.

The size of the fuzzy sets constructed based on the wildcard
method in the fuzzy search process using the method of this
paper at different edit distances is shown in Fig. 5.
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Fig. 5. Fuzzy set size.

By observing Fig. 5, when using this method to build a fuzzy
set, the size of the fuzzy set will increase with the increase in
editing distance. However, even if the editing distance is 2, the
fuzzy set size of 2500 keywords is only 1.5 MB. This shows that
the fuzzy set constructed by the method in this paper has the
advantages of small data volume, high efficiency, and small
space occupation. Compared with the traditional methods, this
method has significant advantages in the construction of fuzzy
sets. Traditional methods usually need more time and space
resources to complete the same task, but this method can
generate smaller fuzzy sets in a shorter time, which improves the
processing efficiency. This method is efficient and practical in
the construction of fuzzy sets and can provide more convenient
and fast support for fuzzy search.

Vol. 15, No. 7, 2024

The proposed method used in this paper to build the index as
well as the time to build the keywords is shown in Fig. 6.
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Fig. 6. Index and keyword build time.

By observing Fig. 6, the time overhead increases linearly
with the increase in the number of files. This is because the
traditional index generation method is less efficient when
dealing with a large number of files, and it takes more time to
complete the index generation task. In contrast, the index
generation method proposed in this paper adopts more efficient
algorithms and data structures, which greatly improves index
generation speed. In addition, the construction of the keyword
verification set and the verification of search integrity operations
are executed on the private cloud server. Since these operations
need to be performed only once, the time spent is very small.
This further proves the efficiency and practicality of the method
in this paper. In conclusion, the index generation method
proposed in this paper has an obvious time advantage when
dealing with a large number of files and can accomplish the
index generation task more quickly. This provides strong
support for the efficient index generation of private cloud
storage systems and helps to improve the overall performance
and user experience of private cloud storage systems.

For the fuzzy searchable encryption technique used in this
paper, the search time at different numbers of trapdoors is shown
in Fig. 7.

By observing Fig. 7, the fuzzy search time will increase as
the number of trapdoors increases. This is because the increase
in the number of trapdoors will lead to an increase in the amount
of data to be searched, thus increasing the search time. However,
compared with traditional methods, the search method in this
paper has significant advantages in terms of time efficiency.
Even if the number of trapdoors reaches 8, with 1000 keywords,
the method in this paper can still complete the search in about
35 ms. This advantage in time efficiency benefits from the
efficient algorithm and data structure used in this method. By
optimizing the search process and reducing redundant
operations, this method can locate the target results faster, thus
reducing the search time. The search method in this paper has
high time efficiency when dealing with large-scale data and can
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meet the needs of practical applications. Compared with the
traditional methods, the advantages of this method in terms of
time efficiency make it more suitable for large-scale data fuzzy
search scenarios.
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Fig. 7. Fuzzy searchable encryption search time.

In access control, the main reason that affects the access
control time is the generation time of the authorization
credentials and the generation time of the key, the method of this
paper, and the two consumption times as shown in Fig. 8.
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Fig. 8. Influencing factors of access control time.

By observing Fig. 8, among the main factors that affect the
access control time, the generation time of authorization
credentials accounts for a considerable proportion. This is
mainly because the generation of authorization credentials needs
to consider the user's attributes, permission levels, and other
related factors and verify and calculate them according to the
preset access control policies. This process requires a series of
computationally intensive operations, such as encryption
algorithms and hash functions, which all take a certain amount
of time. In addition, with the increase in user attributes, the
generation time of authorization credentials will increase
accordingly. This is because more attributes mean more
calculation and verification steps are required, thus increasing
the generation time. When the attribute is 100, it takes 450 ms
to generate the authorization certificate.

Vol. 15, No. 7, 2024

The file encryption and decryption times of the single CP-
ABE access control method and the method in this paper for data
encryption security access authorization are shown in Fig. 9.
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(a)The encryption process takes time.
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Fig. 9. The encryption/decryption process takes time.

By observing Fig. 9, the method presented in this article
demonstrates significant advantages over a single CP-ABE
method in terms of encryption/decryption time for cloud storage
resources. By combining fuzzy searchable encryption
technology, this method can quickly and accurately complete
encryption and decryption operations when dealing with slight
changes in keywords, thereby greatly improving the efficiency
of the encryption/decryption process. This efficiency
improvement not only reduces the waiting time of users but also
provides the possibility for large-scale data processing,
especially in high concurrency and large data volume cloud
storage environments, where our method can maintain stable
performance. In addition, the innovation of this method lies in
its implementation of fine-grained access control and integration
of fuzzy search functions, which is difficult to achieve in
traditional CP-ABE methods. By adopting a dual encryption
mechanism of CP-ABE encryption and fuzzy searchable
encryption, this method has reached new heights in data security
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and privacy protection. This dual protection mechanism
provides a solid protection barrier for data, ensuring that even in
complex network environments, data can be protected from
unauthorized access and malicious attacks.

Using study [8] method, study [9] method, and study [10]
method as comparison methods for our method, we conducted
comparative analysis with access delay and throughput as
indicators. Among them, access delay is the average time from
the user initiating the query to receiving the result, and
throughput is the number of queries processed by the server per
unit time. The experimental results are shown in Table IlI.

Vol. 15, No. 7, 2024

better meet the security and query convenience requirements of
cloud storage resources.

In order to further verify the universality and applicability of
the proposed method, comparative experiments were conducted
on different datasets with safety as the indicator. The
experimental dataset consists of three different sizes: small
(1000 files), medium (5000 files), and large (10000 files), each
with a size of 1MB. The experimental results of the methods in
this article, study [8], study [9], and study [10] are shown in
Table IV.

TABLE IV.  EXTENSIVE EXPERIMENTAL RESULTS
TABLE Il EXPERIMENTAL RESULTS OF ACCESS LATENCY AND Data Ieakage Access Control
THROUGHPUT Method Dataset size risk (%) Effectiveness (%)
Number Dataset Access Throughput small-scale 5 95
Method - .
of users size latency (ms) (queries/sec) - -
100 1000 150 20 Reference [8] | medium-sized 7 93
200 2000 180 18 large 10 %0
Fstiference 300 3000 210 16 small-scale 4 96
400 4000 240 14 Reference [9] | medium-sized 6 94
500 5000 270 12 large o o
100 1000 120 25 small-scale 3 97
Reference medium-sized 5 95
200 2000 140 23 [10]
l[Qgriference 300 3000 160 21 large 8 92
400 4000 180 19 small-scale 2 98
Method  of medium-sized 4 96
500 5000 200 17 this paper
100 1000 100 30 large ! %
200 2000 120 28 From Table 1V, it can be seen that in small datasets, the data
Reference [ 3000 140 26 leakage risk of all methods is relatively low. However, the data
[10] leakage risk of our method is the lowest, only 2%, and the access
400 4000 160 24 control effectiveness is the highest, reaching 98%. This indicates
500 5000 180 22 that CP-ABE can provide higher security and more effective
100 1000 80 35 access control in small datasets. In medium-sized datasets, as the
size of the dataset increases, the data leakage risk of each method
Method  of 200 2000 9 33 increases. However, the growth rate of data leakage risk in our
ethod of 44, 3000 100 31 method is relatively small, at 4%, while the effectiveness of
this paper ? . LT
400 4000 110 29 access control remains at a high level, at 96%. This indicates that
CP-ABE can still provide good security and access control on
500 5000 120 2 medium-sized datasets. Under large datasets, the risk of data

As shown in Table I1l, the access latency of our method is
lower than that of other methods in all combinations of user
numbers and dataset sizes. As the number of users and dataset
size increase, the growth rate of access latency is also relatively
small, indicating that CP-ABE can still maintain low latency
when processing large-scale data. The throughput of this method
is higher than other methods in all cases. As the number of users
and dataset size increase, the decrease in throughput is also
relatively small, indicating that CP-ABE can still maintain high
throughput when handling high loads. Overall, it can be seen that
the method proposed in this article outperforms other
comparison methods in terms of access latency and throughput,
especially when dealing with large-scale user and high load
datasets. This indicates that CP-ABE has higher efficiency and
better performance in fuzzy searchable encrypted access
authorization for cloud storage resources. Through fine-grained
access control and efficient encryption technology, CP-ABE can

leakage in various methods further increases. The data leakage
risk of this method is 7%, while the effectiveness of access
control is 93%, which is still better than other methods. This
indicates that even in large datasets, CP-ABE can maintain a
lower risk of data leakage and higher effectiveness of access
control. Overall, it can be seen that the method proposed in this
article exhibits superior security on datasets of different sizes,
especially when dealing with large datasets. Through fine-
grained access control and efficient encryption technology, CP-
ABE can better protect cloud storage resources from the threat
of data leakage and ensure the effectiveness of access control.
This makes CP-ABE an ideal choice for secure access
authorization of cloud storage resources.

In summary, the method in this paper further improves the
security and privacy protection of data through double
encryption and fuzzy search functions on the basis of realizing
access control and providing a more convenient cloud storage
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service for users. This design idea and method can provide a
more secure and efficient solution for the cloud storage system
in practical applications.

V. RESULTS AND DISCUSSION

This study proposes a method that combines fuzzy
searchable encryption and attribute based encryption based on
ciphertext strategy (CP-ABE) to improve the security and search
efficiency of data in cloud storage environments. Through a
series of experiments and analysis, the following main results
and discussions have been obtained.

Firstly, in terms of constructing fuzzy sets, it is observed that
as the editing distance increases, the size of the fuzzy set also
increases accordingly. However, even with an editing distance
of 2, the fuzzy set size of 2500 keywords is only 1.5MB,
indicating that the method can effectively support fuzzy search
of keywords while maintaining small storage overhead. This
result is attributed to the efficient algorithms and data structures
used, which greatly improve the speed and efficiency of index
generation.

Secondly, in terms of fuzzy search performance, although
the search time increases with the number of trapdoors, the
search method proposed in this paper has significant advantages
in time efficiency compared to traditional methods. Even when
the number of trapdoors reaches 8 and the number of keywords
reaches 1000, our method can still complete the search in about
35ms. This efficiency is mainly attributed to the optimization
algorithms and data structures used, which can quickly locate
matching data items.

In terms of access control, it is noted that the generation time
of authorization credentials accounts for the main part of the
access control time. This is mainly because the generation of
authorization credentials involves complex encryption
algorithms and computationally intensive operations such as
hash functions. However, by optimizing algorithms and
reducing unnecessary computational steps, the generation time
of authorization credentials can be further reduced. In addition,
as user attributes increase, the generation time of authorization
credentials will also increase accordingly, but the method can
still be completed within a reasonable time.

In terms of encryption/decryption performance, the method
proposed in this paper demonstrates significant advantages
compared to a single CP-ABE method. By combining fuzzy
searchable encryption technology, the method can quickly and
accurately complete encryption and decryption operations when
dealing with slight changes in keywords, greatly improving the
efficiency of the encryption/decryption process. This advantage
is particularly important in cloud storage environments as it
ensures the security of data during transmission and storage.

In terms of access latency and throughput, our method
performs excellently in all combinations of user humbers and
dataset sizes. As the number of users and dataset size increase,
the increase in access latency is relatively small, while the
decrease in throughput is also relatively small. This indicates
that CP-ABE can still maintain low latency and high throughput

Vol. 15, No. 7, 2024

when processing large-scale data, thereby ensuring the
availability and performance of cloud storage services.

Finally, in terms of data leakage risk and access control
effectiveness, our method exhibits lower data leakage risk and
higher access control effectiveness across all dataset sizes. Even
on large datasets, the data leakage risk of our method is only 7%,
while the effectiveness of access control reaches 93%, which is
still better than other methods. This result fully demonstrates the
advantages of CP-ABE in providing high security and effective
access control.

In summary, the method proposed in this article that
combines fuzzy searchable encryption and CP-ABE has
demonstrated excellent security and performance in cloud
storage environments. By optimizing algorithms and data
structures, the speed of index generation and search efficiency
can be improved, while reducing the generation time of
authorization credentials and the risk of data leakage. In
addition, CP-ABE can still maintain low latency and high
throughput when processing large-scale data, ensuring the
availability and performance of cloud storage services.

V. CONCLUSION

This paper proposes an efficient and secure access
authorization strategy for cloud storage resources based on
fuzzy searchable encryption technology. Combining fuzzy
searchable encryption and CP-ABE access control, it ensures
that data is not accessed illegally and provides flexible and
efficient search functions. Fuzzy searchable encryption
technology can realize efficient data encryption and retrieval on
edge devices, providing a safe and efficient data protection
scheme for the development of the Internet of Things and edge
computing. In addition, with the wide application of artificial
intelligence and machine learning technology, higher
requirements are put forward for data privacy protection and
secure retrieval. Fuzzy searchable encryption technology can
provide a safe and efficient data protection scheme for the
training and use of machine learning models and promote the
healthy development of artificial intelligence and machine
learning. In conclusion, the prospect of an efficient and secure
access authorization strategy for cloud storage resources based
on fuzzy searchable encryption technology is broad. It will play
an important role in big data, the Internet of Things, edge
computing, artificial intelligence, and other fields, providing a
more secure, efficient, and flexible solution for data security and
privacy protection. At the same time, with the continuous
development and improvement of technology, this strategy will
continue to be optimized and improved to adapt to the changing
application needs and market environment.

Although fuzzy searchable encryption technology allows
keywords to have a certain range of variation, balancing search
flexibility and user privacy protection remains a challenge in
practical applications. Therefore, in the future, privacy
protection technologies such as differential privacy will be
introduced in the process of fuzzy searchable encryption. By
adding a certain amount of random noise to the query results, the
privacy of users will be protected. Even if attackers obtain the
query results, it is difficult to infer specific sensitive
information.
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