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Abstract—The potential of Internet-of-Things (loT) in
healthcare is evident in its ability to connect medical equipment,
sensors, and healthcare personnel to provide high-quality medical
expertise in remote locations. The constraints faced by these
devices such as limited storage, power, and energy resources
necessitate the need for a lightweight authentication mechanism
that is both efficient and secure. This study contributes by
exploring challenges and lightweight authentication advancement,
focusing on their efficiency on the Internet-of-Medical-Things
(1IoMT). A review of recent literature reveals ongoing issues such
as the high complexity of cryptographic operations, scalability
challenges, and security vulnerabilities in the proposed
authentication systems. These findings lead to the need for multi-
factor authentication with a simplified cryptographic process and
more efficient aggregated management practices tailored to the
constraints of loMT environments. This study also introduces an
extended taxonomy, namely, Lightweight Aggregated
Authentication Solutions (LAAS), a lightweight efficiency
approach that includes a streamlined authentication process and
aggregated authentication, providing an understanding of
lightweight authentication approaches. By identifying critical
research gaps and future research directions, this study aims to
provide a secure authentication protocol for IloMT and similar
resource-constraint domains.

Keywords—Lightweight authentication; Aggregated
Authentication’ Multi-Factor Authentication (MFA); Internet-of-
Medical Things (IoMT)

l. INTRODUCTION

In the age of the Internet of Things (10T), the integration of
devices and networks has spread to the healthcare industry,
resulting in the Internet of Medical Things (IoMT). These
networks comprise interconnected medical equipment, sensors,
and systems that allow for real-time observation, data
collection, and analysis, improving patient care and healthcare
delivery efficiency [1]. However, the use of lIoT devices in
medical settings raises concerns about security and privacy.
Unauthorized access to these networks can result in data
breaches, and exposing sensitive patient information
necessitates robust security measures, particularly in the realm
of authentication. It is critical to safeguard against unauthorized
access and other cyber threats to ensure a secure and
trustworthy authentication mechanism in loMT environments.

Authentication as described by NIST, is the legitimacy of
one's identity and an authenticator [2]. In general,
authentication is the process of verifying the identity of a user,
entity, or device attempting to access a network or system.
Authentication is essential to all facets of private access,
including access control to data and resources that are only
available to specific entities. These processes include verifying
credentials like passwords, digital certificates, or biometric
information against a known set of registered identities in an
authentication server or directory.

Authentication in loMT is a multifaceted challenge due to
the diverse range of devices, communication protocols, and the
stringent requirements for data integrity and privacy.
Traditional authentication methods, such as password-based
schemes, are often inadequate in this context due to their
susceptibility to various attacks, including replay attacks, man-
in-the-middle (MITM) attacks, and impersonation attacks.
Consequently, there has been a significant shift towards
adopting more sophisticated authentication mechanisms, such
as token-based, biometric, and multi-factor authentication
(MFA) protocols. Despite these advancements, existing
authentication protocols in IoMT still face several limitations.
Many protocols are either too complex, resulting in increased
computational overhead which is unfit for resource-constraint
devices, or weak cryptographic techniques that are
insufficiently secure against emerging threats. Thus, the
development of lightweight authentication schemes, especially
for IoMT, has been the subject of several studies to cater to
resource limitations while providing secure communication and
data exchange within the medical network.

This study aims to look further into lightweight approaches
using various authentication credentials and their efficiency.
Thus, this review attempts to evaluate the lightweightness
approaches used and the limitation of existing authentication
mechanisms in Io0MT to give healthcare providers insight into
best practices for securing these networks. This study also
presents the background study of authentication solutions using
a lightweight approach. Furthermore, current literature that
employed a lightweight approach for 1oMT is reviewed to
obtain a better understanding of the requirements for healthcare
settings. Thus, this study presented two contributions which are
an extended authentication taxonomy, emphasizing lightweight
approaches and multi-factor authentication solutions based on
the existing work by Alsaeed and Nadeem [3], and a review of
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recent existing works on authentication mechanisms using a
lightweight approach that is particularly suited for IoMT
environments. By categorizing and analyzing these protocols,
this study seeks to highlight existing gaps and suggest potential
areas for further research and development.

The remainder of this study is organized as follows. Section Il
illustrates the background study of the multi-factor
authentication mechanism focusing on lightweight approaches.
The extended authentication taxonomy is introduced in
Section 11l with two lightweight authentication efficiency
approaches: streamlined authentication process and aggregated
authentications. Section IV presents a review of recent (2020-
2024) related works on existing authentication mechanisms in
IoMT. A discussion of the review is presented in Section V with
identified research gaps and future works. Finally, the
conclusion is included in Section V1.

II. BACKGROUND STUDY

The healthcare industry has undergone a significant
transformation with the advent of the Internet of Medical
Things (IoMT). IoMT refers to the interconnected system of
medical devices and applications that communicate through
networking technologies to collect, analyze, and transmit health
data [4]. This interconnected network allows for continuous,
real-time monitoring of patients, leading to improved
healthcare delivery, personalized treatment plans, and enhanced
patient outcomes [5]. The integration of lIoMT in healthcare has
revolutionized traditional practices, making remote monitoring,
telemedicine, and mobile health (mHealth) increasingly viable
and effective.

With the increasing deployment of loMT devices, ensuring
the security and privacy of sensitive medical data has become a
paramount concern [6]. Authentication is the first security layer
and a critical security mechanism that verifies the identity of
users and devices, ensuring that only authorized entities can
access the system to protect from malicious security threats and
data breaches [7]. Given the sensitive nature of medical data,
any compromise can have severe implications, including
incorrect diagnosis, treatment errors, and potential harm to
patients.

As depicted in Fig. 1, a typical access system within an
Io0MT environment to ensure secure and efficient access control
and data integrity across interconnected medical devices
adopted from Anca et al. [8]. Access control has two important
counterparts: the authentication and authorization processes, to
enforce permissions for legitimate users or devices. Various
factors such as passwords, biometrics, tokens, and multi-factor
authentication are used when a user or a device wishes to
attempt the system and the authentication mechanism will
verify these credentials against stored data or through real-time
verification. The author incorporates a lightweight mechanism
into the authentication process model to ensure that the
authentication process is efficient and uses minimal
computational resources. On the other hand, the authorization
database plays an important role in storing relevant credentials
and permissions, in which the system administrator manages to
maintain system integrity. Putting all together, this highlights
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the importance of integrating lightweight solutions to handle
the difficulties presented by the heterogeneous and resource-
constraint in loMT ecosystem without sacrificing scalability or
performance.
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Fig. 1. Typical access system integrating lightweight mechanism in the
authentication process (adopted from Anca et al. [8]).

Additionally, the diversity of devices and communication
protocols used in IoMT environments necessitates adaptable
and interoperable authentication solutions. As of March 2020,
IEEE has published a new architectural standard for 10T, in
response to the numerous unstandardized frameworks of loT
that have been proposed by researchers and industry. The goal
of this standard is clear, to facilitate heterogeneous interaction,
system interoperability, and the industry's continued
development and scalability. According to one of the two
standards, the P2413.1 RASC - Standard for a Reference
Architecture for Smart City, defines a Reference Architecture
with a four-layer architecture: device layer, communication
network layer, 10T platform layer, and application layer [9].
Fig. 2 is the potential design used to develop loMT
authentication-role-specific architecture with reference to the
P2413.1 RASC architecture.

In Fig. 2, the architecture of IoMT typically involves
multiple layers: the device layer, communication layer, loT
platform layer, and application layer. Each layer faces unique
security threats, and robust authentication mechanisms are
essential to safeguard the entire IoOMT ecosystem. The device
layer comprises numerous wearable devices and medical
sensors that collect medical information [10, 52]. This layer
initiates the authentication process with basic verification of
devices and initial user authentication, ensuring that data
collected from legitimate sources is securely transmitted. Next
is the network layer, which uses technologies such as Wi-Fi,
Bluetooth, and cellular networks for secure data transmission
and network authentication to healthcare providers and cloud
services to prevent unauthorized access [11]. Moving up, at the
10T platform layer, intermediate authentication mechanisms are
implemented to verify the integrity of data and devices before
further processing or transmission to the cloud. Finally, the
application layer encompasses comprehensive authentication
and authorization processes, ensuring that only verified users
and devices can access sensitive medical data and analytics
services.
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Fig. 2.

Further discussion on authentication is not complete
without a reference to the four levels of security assurance.
According to NIST, there are four levels of security assurance
for authentication processes [12]. This structured framework
provides specific requirements for identity proofing,
authentication methods, and threat resistance vary depending
on the level as depicted in Fig. 3.

There are several authentication levels and processes
involved in authentication for loMT. A typical usually involves
1) device registration, 2) user registration-this process verifies
the identity of the users accessing the loMT system, and 3) data
access control, which ensures that only authorized users can
access sensitive medical data. Each stage requires a robust
authentication mechanism (in Fig. 2) to ensure the integrity and
confidentiality of the transmitted health information At Level
1, device registration. In this stage, medical devices are
registered with the healthcare network, often involving the
generation and exchange of cryptographic keys. Basic
verification using a simple authentication mechanism might be
used at the device layer, suitable for initial health data
collection. Moving up to Level 2, a more robust identity
verification and single-factor authentication would be applied
at the communication layer, to resist security attacks such as
replay and eavesdropping for secure data preprocessing and
transmission. Level 3 and Level 4 are essential in the cloud
layer, where multi-factor authentication and strong encryption
methods are used to safeguard information during data analysis
and long-term storage. This setup offers protection against
cyber-attacks like MITM attacks ensuring that only authorized
users and devices can access important medical data. This
hierarchical application of assurance levels provides as a basis
across the 1oMT architecture to ensure a thorough security
approach is established, tailored to the needs and capabilities of
each layer.

However, the unique characteristics and distributed nature
of IoMT devices present several challenges for a robust
authentication mechanism making it challenging to implement
complex and computationally intensive authentication
protocols. Moreover, limited processing power and memory in
many resource constraints loMT devices pose challenges for
deploying strong authentication mechanisms like multi-factor

IoMT authentication-role-specific architecture.

authentication (MFA) or cryptographic techniques. These
constraints necessitate the development of lightweight, yet
secure authentication solutions tailored to the capabilities of
IoMT devices. Thus, it is imperative to have an authentication
mechanism that can minimize computational and
communication overhead as well as energy consumption while
maintaining robust security measures. There are a few possible
existing authentication approaches in the IoOMT system which
include approaches like lightweight cryptography, lightweight
multi-factor authentication, and lightweight hybrid anomaly
detection [5]. For instance, lightweight cryptographic
algorithms such as elliptic curve cryptography (ECC) and
physically unclonable functions (PUFs), offer strong security
with reduced resource requirements [13], [14], [15], [16]. In
general, the characteristics of any lightweight algorithms can be
defined as follows:

1) Low computational complexity: Algorithms that require
fewer computational cycles to execute [17].

2) Minimal memory usage: Less memory is used for both
code and authentication data [18].

3) Energy efficiency: Optimized for low power
consumption, crucial for battery-operated devices [19].

4) Small key sizes: Use of smaller cryptographic keys to
reduce processing overhead while maintaining security [20].

A

Very Strong cryptographic authentication

High

authentication

‘ Multi-factor remote network
‘ Single-factor remote network

authentication.

Low

No identity proofing; simple
authentication mechanisms

Fig. 3. Four security assurance levels by NIST.

Researchers focusing on developing authentication
solutions strive to find a balance between security and resource
efficiency to address security risks in 1oMT environments.
Efforts in lightweight authentication research often concentrate
on creating solutions to meet this need. Many studies have
investigated aspects of lightweight cryptography and
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authentication schemes in the wider 10T context, but a focused
look within the specific loMT realmis lacking. Research efforts
have mostly focused on cryptographic techniques, with varying
attention to the details of data transmission and authentication
within IoMT. The works of Sallam and Beheshti [21] have
added a lot to understanding the applicability of lightweight
cryptography and studies ongoing developments in the realm of
IoT, but there's a gap in having a thorough streamlined
authentication approach specific to loMT is still lacking. As the
number of connected medical devices and the complexity of
IoMT environments grow, ensuring efficient authentication at
scale becomes increasingly crucial to meet the healthcare
industry's demands. Moreover, while some studies have talked
about potential attacks on lightweight cryptography, there's not
much literature systematically analyzing the aggregated
authentication mechanism necessary in loMT. The authors aim
to fill these gaps by putting together and critically looking at the
existing knowledge, and finding areas where more investigation
is needed. Through this, the authors hope to offer an updated
and consolidated understanding of lightweight cryptography
and authentication in loMT, pushing forward improvements in
the security of healthcare 10T systems. Nonetheless, despite
these limitations and challenges, continued research and
development in lightweight authentication mechanisms are
necessary to enhance security efficiency, particularly in
healthcare settings.

Ill.  EXTENDED AUTHENTICATION TAXONOMY

A well-defined taxonomy for authentication on the Internet
of Medical Things (IoMT) is essential to enhance the
understanding of this complex topic and address the
interrelationships among various elements within loMT
systems. In recent years, numerous security solutions have been
created and put forth. However, it remains considerably
challenging to produce a competent solution for authentication
in a resource-constrained network. One of the main challenges
is to provide a lightweight authentication solution, tamper-
proof to security threats for 10T applications specifically in the
field of medical 10T. The extended taxonomy is built upon an
existing authentication taxonomy by Alsaeed and Nadeem [3].
There are seven main perspectives in Alsaeed and Nadeem's
taxonomy. The taxonomy is further categorized by the authors
according to the following axes:

e Authentication Factors comprised of Type of
Credentials, Authentication Levels, and Authentication
Procedure. This study will focus on the type of
credentials used in the authentication processes in recent
literature as different types of credentials have varied
impacts on the lightweightness of an authentication
process. Authentication Procedures consist of One-way
authentication verifies one entity to another, two-way
(mutual) authentication verifies both entities to each
other, and three-way authentication involves a third
trusted entity in the process. The selection of credentials
should align with the specific limitations and needs of the
IoMT environment, ensuring a balance between
lightweightness and security.

e Authentication Schemes which refer to authentication
architectures and authentication categories.
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Authentication architectures include both centralized and
decentralized architectures, which are further divided
into flat and multi-level approaches. Authentication
categories differentiate between static and continuous
authentication.

e Authentication attacks, address various authentication
attacks and the measures taken to prevent them, such as
resistance to guessing, impersonation, man-in-the-
middle attacks, etc.

e The fourth axe is on the authentication solutions which
include basic authentication methods, key-agreement
used in authentication, cryptography-based and
certificate-based schemes. And finally, the extended
taxonomy on lightweight authentication mechanisms.
The lightweight mechanism includes streamlined
authentication processes and aggregated authentication
which include approaches designed to optimize
performance by reducing computational and
communication overhead, resource usage, and response
time, which are key attributes of efficiency in
authentication protocols.

Furthermore, several key aspects must also be considered
when designing a lightweight authentication mechanism for
IoMT to ensure that the system is secure, efficient, and
compatible with resource-constrained devices such as medical
devices. These aspects can be categorized into four aspects:
Security robustness, Lightweight Efficiency approach,
Compatibility approach, and Usability approach. This study
explores two areas in terms of multi-criteria authentication
taxonomy based on the work of Alsaeed and Nadeem [3] and
Agrawal and Ahlawat [22].

1) Security robustness: Firstly, the security mechanism
must be robust. The security approach primarily focuses on the
authentication strength such as using strong cryptographic
methods and multi-factor authentication[23], [24], [25], [26].
One of the challenges is that implementing robust encryption
without significantly impacting device performance can be
difficult.

2) Lightweight efficiency approach: The efficiency for
authentication should cover the key design considerations such
as the low computational overhead that can adapt to loMT
devices with limited processing power by employing
lightweight cryptographic algorithms [27], [28]. Recent
advancements in lightweight cryptographic algorithms have
shown significant potential in improving the efficiency of loMT
authentication processes. Using lightweight cryptographic
primitives such as Elliptic Curve Cryptography (ECC) and hash
functions provides strong security with minimal computational
resources [15], [29]. Thus, selecting the right cryptographic
primitives in the authentication process is crucial. For instance,
the work of Chatterjee et al. [29] demonstrated the effectiveness
of ECC and hash-based schemes in 10T security, highlighting
their suitability for resource-constrained devices. Furthermore,
the integration of aggregated authentication techniques such as
batch processing and shared key generation, streamlines the
authentication process, reduces communication overhead, and
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improves scalability, making them suitable for dynamic loMT
environments where devices frequently join and leave the
network.

3) Compatibility approach: Some of the well-known
standard protocols such as OAuth 2.0 or FIDO are required to
ensure the authentication mechanism is interoperable with a
wide range of IoMT devices and platforms. Scalability remains
the biggest hurdle within the 1oMT ecosystem due to the
growing number of devices and diverse platforms.

4) Usability approach: The usability approach centers
around the authentication process that should never be
overlooked. The authentication factors should be user-friendly
employing methods such as biometric authentication for ease of
use [30]. Challenges include designing authentication
mechanisms that are both user-friendly and secure can be
conflicting goals.

This study will further investigate lightweight efficiency
approaches to fulfill the study goal. To identify the best
authentication  efficiency approaches for lightweight
mechanisms were studied through existing recent literature. In
a survey by El-hajj et al. [31], the author provides a
comprehensive review of lightweight authenticated encryption
for 10T devices, using a multi-criteria classification approach.
The authors evaluate various aspects of authentication methods
to assess their strengths and weaknesses, including security
robustness, computational efficiency, scalability, simplicity of
implementation, resilience to attacks, compatibility with
existing systems, and usability. By considering these evaluation
parameters, the authors compare the efficiency of different
authentication techniques in 10T applications. The assessment
of lightweight design, multi-factor authentication, and
encryption technique usage provides insights into the efficiency
and effectiveness of authentication methods in securing loT
devices while optimizing resource utilization.

In another survey done by Agrawal and Ahlawat [22], they
review the authentication schemes based on three different
parameters which are lightweight, multi-factor authentication,
efficient, and encryption technique usage. According to the

Knowledge Factors
Type of

Authentication in loMT

-
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authors, these three classifications based on their reviews are
important considerations in determining authentication
efficiency. They also compared the efficiency of different
authentication techniques in loT applications and assessed
whether any of the criteria used are preferred to ensure efficient
operation in resource-constraint 1o0MT environments. The
authentication protocols can be designed according to various
factors. Two-factor authentication consists of utilizing user
identification and biometric data to grant access to the loMT
system [32]. On the other hand, multi-factor authentication is
the combining different elements such as user possession,
inheritance and knowledge credentials to increase security [33],
[34]. Many authentication approaches rely on multi-factors to
enhance security and provide more resilient authentication
solutions to protect from any adversary breach [26]. Thus, the
presence of multi-factor authentication needs to be considered
in the comparison to determine the efficiency of the
authentication method [19].

On the other hand, the authors Samal et al. [35], classified
authentication protocols into five different domains which are
mutual authentication, one-time password, public key
cryptography, zero-knowledge proof, and digital signature.
They further classified three different categories for
cryptographic algorithms such as 1) Encryption algorithms,
2) Signature algorithms, and 3) Hashing algorithms. These
cryptographic techniques should be implemented efficiently to
avoid the excessive computational burden of IoMT devices
[35].

Thus, taking into account the analysis from the previous
section, this study provides the extended version (Lightweight
Aggregated  Authentication  Solutions, LAAS) of the
authentication solutions taxonomy by Alsaeed and Nadeem [3]
by adding in another authentication solution, namely under the
lightweight approach, with its two methods; streamlined
authentication process and aggregated authentication, as shown
in Fig. 4 (illustrated in dashed rectangle box) to be well-suited
for a resource-constraint environment such as IoMT. The
details of these two methods are discussed in the next
subsections.
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Fig. 4. Extended taxonomy for authentication in IoMT.
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B. Lightweight Efficiency Approaches

1) Streamlined authentication process: It has been observed
in recent years that lightweight authentication schemes were
being proposed by numerous researchers at different times to
increase system efficiency. According to Alsaeed and Nadeem
[3], the number of exchanged messages during authentication
processes will immediately affect the authentication scheme
performance. Reducing the number of messages in an
authentication protocol can be a strategy to make the algorithm
lightweight, but it is not the sole criterion. As depicted in Fig.
4, the authors used an extended term to refer to this lightweight
approach in authentication which is a streamlined
authentication process that refers to the reduction in the
complexity and number of steps involved in the authentication
process. These lightweight authentication algorithms typically
involve based on the usage of multiple factors such as
1) Symmetric key lightweight protocols, a lightweight
algorithm that is being used during the pre-shared key
exchanges, secure and shorter key sizes for encryption and
decryption operations. 2) Hardware-assisted lightweight
solutions such as PUF-based authentication 3) Biometric-based
authentication like fingerprint recognition or 4) Simplified
cryptography primitives, such as XOR, concatenation, and hash
operations to support processing capabilities of 10T devices.
Current literature agrees that streamlined authentication
processes in authentication are the key essential in any
lightweight solutions to enhance security while minimizing
resource scarcity and computational complexity [3], [13], [36],
[37]. Often, simpler cryptographic operations are used such as
using only hashing and XOR to minimize the overhead
complexity so that it is lightweight enough for a resource-
constraint environment [38], [39], [40], [41]. Therefore, all the
above factors are vital aspects of streamlined authentication,
enhancing the practicality and performance of security
mechanisms in real-time, high-frequency authentication
scenarios in IoMT and similar applications. However, the
challenge is to streamline the authentication process and keep a
high level of security. In the context of the loMT environment,
this is crucial as we are dealing with time-sensitive healthcare
applications, thus a high level of security is the utmost priority.

2) Aggregated authentication: Implementing a robust
authentication mechanism in loMT poses several challenges.
As pointed out in the previous section, resource constraints in
IoMT devices are the main challenge as these devices often
have limited computational and energy resources, and the
possible authentication solution is to make them lightweight.
Apart from these main challenges, scalability issues are nothing
new in IoMT environments. Handling the growing number of
connected devices and users with one-to-one communication is
inefficient for the massive communication required by today’s
Io0MT-based applications.

Aggregated authentication in IoMT refers to combining
authentication processes into a single operation, enhancing
efficiency and reducing communication overhead [42]. Several
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techniques are involved such as aggregating multiple
authentication requests into a single process (batch processing)
[43] and hierarchical aggregation which typically involves
multi-level aggregation where data is aggregated at local/edge
nodes before being sent to central servers [44]. These
approaches are tailored to address the unique constraints of
IoMT environments, ensuring that authentication processes are
both secure and efficient.

This approach is particularly beneficial in environments
where numerous small transactions occur frequently, as it can
significantly reduce overhead, improve processing efficiency,
and enhance overall system performance. In the context of
lightweight authentication, aggregated authentication can be
leveraged to streamline authentication processes, especially in
systems like the loMT where multiple authentication requests
might occur simultaneously from various medical devices and
sensors. By bundling these requests, the system can handle
them more efficiently, minimizing computational load and
reducing latency. This method aligns well with the principles of
lightweight authentication, which aim to provide secure,
efficient, and low-overhead authentication mechanisms
suitable for resource-constrained environments. Therefore,
incorporating aggregated authentication into lightweight
authentication schemes can further enhance their efficiency and
effectiveness, making them an attractive solution for real-time,
high-frequency authentication scenarios in 1oMT and other
similar applications.

IV. RELATED WORKS

To address the need for lightweight multifactor
authentication schemes, several research works have been
conducted in recent years. In [45], they proposed a lightweight
multifactor authentication [51] scheme for cellular networks,
exclusively 5G, and a trust-based blockchain architecture for
VANET to mitigate major communication attacks using
blockchain technology. In a subsequent paper, they extended
this work to propose a lightweight multifactor authentication
security scheme for a multi-hop scenario using timestamping,
one-way hash function, Blind-Fold Challenge scheme with
public key infrastructure with reduced authentication overhead,
computation cost, and communication cost [23]. They also
contributed to this area by proposing a lightweight multifactor
authentication protocol for multi-gateway WSNs using hash
functions and XOR operations. Additionally, Xue et al. [41]
used lightweight cryptographic primitives to propose a
lightweight three-factor anonymous authentication approach in
multi-gateway WSNs using hash functions and XOR
operations. These works collectively demonstrate the ongoing
efforts to develop efficient and secure lightweight multifactor
authentication schemes for various network scenarios,
including cellular networks, WSNs, and healthcare
applications.

In another research effort, Atiewi et al. [46] introduced a
lightweight multifactor secured smart card-based user
authentication for cloud-loT applications, emphasizing the
importance of scalability and security in big data 10T systems.
To tackle the resource-constraint issues in the 1oMT, it is
significant to use lightweight multi-factor cryptographic
algorithms, such as block ciphers and hash functions to enhance
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data confidentiality, integrity, and secure authentication [28].
Hash functions and block ciphers are a few examples of
lightweight cryptographic algorithms that can be applied in loT
devices to achieve strong protection against unauthorized
access and data breaches. These cryptographic primitives,
which offer effective encryption, safe authentication methods,
and data integrity verification are necessary to guarantee the
security of the system.

On the other hand, Gumis et al. [24], proposed a biometric
blockchain-based multifactor privacy-preserving
authentication scheme for Vehicular Ad Hoc Networks
(VANETs). The scheme employs Physical Unclonable
Functions (PUF) and one-time dynamic pseudo-identities as
authentication factors, providing lightweight and privacy-
preserving authentication for VANETs. PUFs have gained
widespread use in user authentication protocols, leveraging a
device's distinct physical characteristics for authentication
rather than easily replicable passwords and secret keys [47],
[48].

In a related study, Malik et al. [49] proposed a lightweight
certificate-based authentication scheme for IoT devices and
networks, introducing L-ECQV, a lightweight certificate
profile of ECQV implicit certificates, and suggesting the
inclusion of PUFs for multi-factor authentication. The study
provides insights into certificates and PUFs in lightweight
authentication protocols, contributing to the development of an
enhanced two-factor authentication protocol. Additionally, the
work by Ebrahimabadi et al. [50] addressed the threat of PUF
modeling by employing multifactor authentication, including a
shared cryptographic key alongside the Challenge Response
Pair (CRP), to enhance the resilience of authentication
protocols for 10T devices. This illustrates ongoing efforts to
counter specific security threats through multifactor
authentication, contributing to the advancement of lightweight
authentication mechanisms for 10T environments.

Other related work includes researchers working on the
same authentication area using the blockchain model proposing
various approaches and evaluating their work against various
security threats using formal or informal security analysis on
the Internet of Medical Things. The work of [39], [44], and [45]
proposed that apart from using multifactor authentication and
lightweight cryptography to enhance security and optimize
efficiency, it is essential to integrate blockchain technology
between loT and cloud environments that could provide an
additional layer of security and transparency, ensuring the
integrity of data and transactions. Thus, it is crucial to have a
balance of security and efficiency for resource-constrained
WSN nodes, considering factors such as energy consumption
and computational overhead.

Therefore, the comparison of several recent related works
on authentication is selected and discussed in Table I. These
fourteen related works (2020-2024) on multi-factor
authentication are selected in the domain of Internet-of-
Medical-Things (IloMT) and Blockchain. The reviews are done
based on the authors’ contributions and summarize the findings
reflecting on the extended authentication taxonomy (as
depicted in Fig. 4). The results are shown in Table I.
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V. DIsScussSION

As shown in Table I, there’s a variety of authentication
methods that have been employed in recent works, particularly
within the context of loMT. The first column insights are on the
type of credentials. The most widely used model in the
authentication process is often based on a combination of user
identity, passwords, and biometric information. These multi-
factor authentications are used in more recent studies to
enhance security further. Using only single-factor
authentication schemes, such as device information, pseudo-
identities, and user tokens, is less prevalent compared to multi-
factor authentication solutions. The reviewed articles show
various lightweight authentication approaches suitable for
resource-constrained environments such as in loMT. Many of
the proposed solutions emphasize a lightweight approach which
is critical for resource-constraint loMT devices. Common ones
include the use of lightweight cryptographic algorithms (e.g.,
ECC), physically unclonable functions (PUFs), and lightweight
cryptographic primitives such as XOR and hash functions are
common. Most of the existing works implement a combination
of asymmetric and symmetric cryptography, including Rivest-
Shamir-Adleman (RSA) and secure hash algorithms. Some
authentication solutions avoid the complexity of traditional
certificate management by implementing implicit or soft
certificates. Schemes like group authentication techniques
based on Shamir’s Secret Sharing (SSS) algorithm are
employed to streamline the authentication process by reducing
the number of blockchain transactions. Alsaeed et al. [53]
proposed work, distribute authentication credentials among
multiple entities (e.g., fog nodes), and combine only a sufficient
number as part of streamlining the authentication process to
help reduce computational and communication overhead. It can
be seen that some of the recent works proposed lightweight
authentication schemes, utilizing solutions such as PUFs or
blockchain technology, but they often still encounter significant
increases in their computational overhead and complexity.
Apart from that, not every proposed work addressed scalability
issues, particularly concerning the computational overhead,
resource utilization, and the management of key and
authentication data. This is highlighted in protocols that rely
heavily on blockchain technology or those with complex key
management schemes. The limitations of each reviewed work
are also presented in Table I in the last column.

In addition to reviewing the recent related works on
authentication (as shown in Table 1), a conceptual validation of
the established benchmarks in the field is conducted against the
proposed lightweight authentication approach. This validation
focuses on varying levels of computational efficiency, security
robustness, and scalability comparing them against the
proposed method to illustrate its advantages and identify
potential areas for further improvement. The conceptual
validation table is presented in Table I1.

As depicted in Fig. 4, the Lightweight Efficiency approach
is a crucial authentication solution in IoMT environments,
where resource constraints such as limited processing power are
common. The techniques reviewed in Table Il demonstrate
varying degrees of efficiency, from high efficiency to medium,
and low efficiency. High efficiency depicts those methods that
involve low computational overhead, fast processing times, or
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require minimal resources, making them suitable for resource-
constrained environments. Existing methods that struggle with
low scalability suffer performance degradation as the system
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grows. Medium security is for methods that provide adequate
security but may have vulnerabilities that could be exploited
under certain conditions.

TABLE I. REVIEW OF RECENT RELATED WORKS
zjiuthenttcat Authentication Solutions
ion Factors
Related Works Lightweight Approach Basic ) Limitations
(2020-2024) Type of Streamline A L. Key Cryptograp Certificate-
y Aggoresated uthenticati
Credentials | guthenticatio g8res Agreement hy-based based
Authentication on
n Process
Computationa
Edge . [oMT Pseudo- No, single ] - Asymmetric | Certificate- IOverhead
authentication . - No Single-Factor | Symmetric Potential  to
identity process ECC less
protocol [54] replay
attacks.
The reliance
on device
authenticatio
n can be a
A Lightweight and limitation if
Robust Secure Key Yes, PUF- the device is
. Password . .
Establishment and Device based, No sinele Symmetric Hash stolen, as it
Protocol for Internet . 7| Simplified ’ & Multi-Factor | key . No could
. . . Authenticati process . function .
of Medical Things in N cryptography generation potentially be
COVID-19 Patients | © primitives used to gain
Care [18] unauthorized
access.
Potential to
side-channel
attacks.

A Lightweight and ) Hash

Secure User Symmetric .

L . function .

Authentication Identity, . and Implementati
. . Yes, No, single . . XOR
Scheme for Remote | Biometrics, . . Multi-Factor Asymmetric . No on
Lo lightweight process operation .
Monitoring of | and key . Complexity
. ; . Asymmetric
Patients in IoMT | Password generation
ECC
[34]
Z{ese,eir;:ltp key Group grrllplementatl
A framework er Authenticatio | Asymmetric .
. . .| Yes,non- reduces . Complexity
introduces a group | Authenticati | . . . . n - Shamir's | ECC .
C interactive and | blockchain Single-Factor No Potential
authentication on Token . . Secret Hash o
. efficient transactions. - . vulnerability
technique [53] . . Sharing (SSS) | function . .
Hierarchical . if fog node is
. algorithm. .
aggregation compromised
Design of a novel sgfizgﬁﬂit
lightweight and fast . y
membershi Yes, non- if the
rship interactive and | Yes, group key . Membership
authenticated group . Binary . .
efficient, agreement . . XOR Registration
key agreement | User Tokens . . Single-Factor | symmetric .

Simplified combines . operation Center
scheme for resource- ervpioeranh OCesSeS polynomials (MRC) is
constrained  IoMT TypLography P .

. primitives compromised
devices .
Complexity
[55] .
issues
Development of a | User ID, .

: . Computation
Privacy-Protection Password Hash al overhead
Authentication and No No Multi-Factor | Symmetric . No e

. . function Scalability
Management Biometric concern
Protocol [56] Information )
Proposal of a
lightweight .
anonymous User 1D, Hash High .

. . Soft and | complexity
authentication Password Yes, . Pre-shared, function .. .

. . No Multi-Factor . Implicit High
scheme based on | and lightweight Symmetric XOR . .

. . . . Certificates computationa
consortium Biometric operation 1 cost
blockchain in the cos
IoMT [57]
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Develop a Computation
blockchain-based Yes, ge) cureetﬂecish glczggﬁiad
security system with Biometric lightweight aleorithm Soft and challen ez
light  cryptography ? Biometric- No Multi-Factor 3 Implicit &
Password 256 . The scheme
for user based (SHA-256) Certificates mav be prone
authentication authentication hift ¥ be pron
security [58] Shift-AES to Biometric
Spoofing.
Develop a Elliptic Curve Complexity
framework that L ? in
- Digital . .
utilizes fog node Device Sienature Hash implementati
computing in a . Yes No Multi-Factor enat . - on due to the
: Information Algorithm function . .
Blockchain-based (ECDSA) integration of
IoMT  framework Difﬁe-Hel,man multiple
[59] technologies.
Design a .
blockchain-based High .
secure User . Yes Hash' computationa
authentication identity, ligh,tweight function 1 cost due to
password, ; : . XOR the
system to safeguard Biometric- No Multi-Factor RSA . - .
Electronic ~ Health ar}d . based operatlon' complexity
Record (EHR) data Blometr{c authentication Symmetric of . t.he
transferred over information AES authenticatio
open channels. [60] 1! process
A novel approach to
authf;ntlcatlon using Challenge/ Hash )
mobile agents, . High
clliptic curve | with Public-ke %ﬁm complexity
cryptography, and a th Yes No Multi-Factor y . No Adoption and
a secret cryptography operation . .
challenge/response . . integration
> . commitmen Asymmetric
mechanism in | ECC challenges
IoT-based healthcare ey
systems [61]
A lightweight
authentication
protocol that uses .
Physically Physical b
Unclonable Unclonable | Yes, Implicit No Multi-Factor | Asymmetric Asymmetric | Implicit Ic(oe piexity
Functions (PUFs) to | Function Certificates ym ECC Certificates mai,la ement
establish a | (PUFs) issue sg
connection between
a fog node and a
smart device [62]
High
An improved three- | Smart card, Asymmetric lccér(zpt)utatlona
factor-based  data | password, No (Individual ECC .
o Yes, . . . Hard Scalability
authentication and . . Device Multi-Factor | Asymmetric Hash .
. . lightweight Lo . Certificates concern
scheme biometric Authentication) function Lack of
mformation
(TDTAS) [63] informati XOR
formal
verification
A novel blockchain- iss(;ileasblhty
based authentication | User’s Computation
and key agreement | identity, Soft nd | P rhead
protocol tailored for | password, . . Asymmetric oft @ al overhea
Yes No Multi-Factor | Asymmetric Implicit for  storing
secure health data | and ECC Certificates and
sharing within a | Biometric managin
cooperative hospital | information anagme
network [64] authenticatio
n data
TABLE II. CONCEPTUAL EVALUATION OF THE RECENT RELATED WORKS
Ref Efficiency Security Robustness Scalability Advantages
. . . Efficient ECC-based authentication.
[54] High Medium Medium Privacy-preserving pseudo-identity. Robust against various attacks.
. . . Efficient authentication using lightweight cryptography. Anonymity and privacy preservation.
(18] High Medium Medium Robust against replay, MITM, and impersonation attacks.
[34] High High Medium Lightweight authentication for remote monitoring applications.
[53] Medium Medium High Supports scalability by allowing many devices to be authenticated efficiently.
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. . . Lightweight and efficient with XOR operations.

[53] High Medium High Scalable. Robust against various attacks with forward and backward secrecy.
Strong security with blockchain and Chebyshev chaotic maps.

[56] Medium High Medium Privacy-preserving with user anonymity.
Comprehensive security analysis.

[57] Medium High Medium Lightweight z}nd efﬁcwnt w1th XOR anq hash functions. Scalable with consortium blockchain.
Robust security with anonymity protection.
Lightweight cryptography with Shift-AES.

[58] Medium Medium Medium Achieve security with blockchain integration.
Privacy-preserving hybrid authentication

. . . Comparable efficiency with fog computing. Scalability through decentralized blockchain and

[59] | Medium | High Medium | 1ppg R gbust security with ECDSA
Robust security with blockchain and RSA.

[60] Medium High Medium Comprehensive security analysis.
Privacy-preserving multi-factor authentication.
Robust security with ECC and blockchain.

[61] Medium High Medium Distributed processing with mobile agents.
Anonymity and privacy preservation.

[62] Medium High Medium El?sure user anonymity, cross-fog authentication, and efficiency without the need for a trusted
third party.

[63] Medium Medium Medium Strong security with ECC and multljfactor authentication.
User anonymity and privacy protection

[64] Medium Medium Low Removed the dependency on centralized storage.

From Table II, the work of Soleymani et al. [54] specifically designed for resource-constraint environments

demonstrates high efficiency, and medium scalability with
modest security, making it suitable for moderately sized loMT
deployments where security is paramount, but resource
constraints are a high priority. They prioritize efficiency using
pseudo-identities. However, this approach often involves trade-
offs, such as reduced security robustness in the case of replay
attacks where an attacker captures and reuses valid pseudo-
identity credentials to gain unauthorized access in subsequent
sessions. The proposed method builds on these approaches by
employing streamlined cryptographic  operations that
incorporate nonces or timestamps into the authentication
process to ensure that each session or transaction is unique
minimizing computational overhead while maintaining a robust
security profile, thus offering a more balanced solution for
resource-constrained environments.

For many existing loMT authentication techniques,
scalability continues to be a major concern. The work of [53]
and [55] demonstrates high scalability as both introduce group-
based authentication to reduce the computational load
associated with individual transactions. While these solutions
attempt to streamline the authentication process via blockchain
and group key agreement, they often introduce additional
complexity. The proposed approach, however, addresses these
challenges by aggregating authentication tasks using only
simple cryptographic operations such as XOR or lightweight
block ciphers and consolidating multiple authentication steps
into fewer, more efficient processes. This approach reduces the
complexity typically associated with group authentication and
ensures that the proposed method can effectively scale to meet
the increasing demands of IoMT networks without
compromising performance or security.

Furthermore, the work of Rani and Tripathi [64] in their
“Blockchain-Based Authentication and Key Agreement
Protocol" is evaluated as having medium efficiency and
security with low scalability indicating its limitations in large-
scale, resource-constrained loMT networks. The proposed
method addresses these challenges by enhancing efficiency
through lightweight cryptographic algorithms that are

such as ECC over RSA for key agreement, using batch
processing to authenticate multiple individual transactions, and
minimizing the overall computational and communication
overhead. This comparative evaluation helps to identify which
methods are best suited for specific applications, particularly
where the balance between these critical factors is essential.

In summary, the following research gaps are identified:

e Complexity and scalability of lightweight authentication
algorithms. Despite several efforts made by the
researchers to streamline authentication processes, many
lightweight protocols still exhibit significant complexity.
This complexity results from an authentication scheme
that involves multiple steps, interactions, credentials
(biometric authentication, fuzzy extraction, blockchain),
key management, and integration of advanced
cryptographic algorithms, which could limit the
efficiency and scalability that is needed for a bigger-scale
implementation in the loMT ecosystem.

o |Insufficient focus on Aggregated Authentication.
Although some works streamline the authentication
process by introducing aggregated authentication
approaches such as group key agreements, these
solutions are not widely adopted. Moreover, they
introduce new vulnerabilities, particularly if key
components are compromised. It is important to develop
a robust security mechanism for aggregated
authentication systems.

Thus, based on the identified research gaps in recent related
works, this study intends to make recommendations for future
work that addresses these issues. Consequently, the following
are recommended for this study's future efforts.

e To design simplified cryptographic protocols that are
lightweight and scalable. This involves streamlining
cryptographic operations within the authentication
processes with efficient key management techniques
while maintaining robust security. For instance, further
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exploration of lightweight block ciphers offering lower
computational overhead could be beneficial.

e One of the key challenges in IoMT is minimizing the
communication overhead associated with the
authentication process. Future work should explore
methods for reducing the number of authentication
messages exchanged between entities, thereby creating a
low communication overhead. This could involve
designing protocols that aggregate or combine
authentication messages without compromising security.
Streamlining the communication flow is essential for
ensuring the efficiency and scalability of authentication
protocols in large, distributed IoMT networks.

e To develop adaptive group aggregation authentication
techniques to address scalability issues in large-scale
IoMT setups. Innovations in group key management
might include the use of hierarchical key distribution
schemes or dynamic rekeying methods that can adjust
key distribution processes based on network demands
and usage patterns, thereby enhancing both security and
scalability.

e To identify necessary requirements for designing
authentication algorithms that can mitigate majority
security attacks in communication. This includes
addressing vulnerabilities that arise from multi-factor
authentication, group authentication schemes, and the
use of lightweight cryptographic primitives. Future
efforts should aim to create comprehensive security
frameworks that can pre-emptively address potential
attack vectors, ensuring that authentication protocols
remain secure as they scale.

e To implement the proposed authentication algorithms
and evaluate their performance to ensure robustness.

VI. CONCLUSION

The current research trend in lightweight cryptography and
authentication algorithms is developed to provide a secure,
efficient, and scalable solution tailored to the unique
requirements of the loMT devices and infrastructure. However,
striking a balance between robust security and efficient
authentication performance is a significant challenge. Although
a great deal of research has been done to guarantee high security
in various loT applications, potential adversary attacks are still
valid and exist in our modern days. Hence, the exploration of
lightweight authentication methods, decentralized
authentication models, and advanced cryptographic techniques
is the future research direction in the field of authentication
mechanisms in loMT.

This paper provides a comprehensive analysis of
lightweight authentication methods within the context of loMT.
Therefore, two contributions have been proposed in this
study, and they are:

e The study contributes to a thorough review of existing
works on lightweight efficiency approach, focusing on
streamlined authentication processes and aggregated
authentication ~ protocols  with  other  current
authentication solutions proposed by the authors. This

Vol. 15, No. 8, 2024

review also highlighted the limitations of each approach
and suggested the current state of lightweight multi-
factor authentication approaches that can be used as a
basis or guidance for future efforts to develop a more
robust, secure, and scalable authentication protocol.

e This study also introduces the development of extended
taxonomy (LAAS) for lightweight authentication
protocols, emphasizing streamlining the authentication
process and managing aggregated authentications. This
taxonomy hopes to promote consistency against different
authentication studies and contributes to the knowledge
base for future researchers to develop more secure and
efficient authentication mechanisms for loMT and other
similar environments.

As a conclusion, this study investigates the essential role of
lightweight authentication in loMT (Internet of Medical
Things). Ensuring a secure and efficient authentication
mechanism is vital to any healthcare system from malicious
threats that can compromise sensitive medical data. The study
analyzes recent related works on how lightweight approaches,
particularly in streamlining authentication processes using
various approaches such as multi-factor authentication, and
other authentication solutions to identify its significant research
gaps such as high computational cost, high complexity, and
security vulnerabilities. It suggests that the authentication field
requires further exploration to achieve more lightweight,
secure, and scalable solutions. The proposed work suggests
enhancing these authentication protocols through a streamlined
authentication process using a more simplified cryptographic
operation, multi-factor authentication, adaptive group
management, and a secure encryption technique usage with the
integration of advanced technologies like blockchain or Al. In
a nutshell, this comprehensive review necessitates continuity
for future development and innovations to safeguard the
confidentiality, integrity, and functionality of the loMT system.
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