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Abstract—This paper investigates the increasing concerns
related to the vulnerability of contemporary security solutions in
the face of quantum-based attacks, which pose significant
challenges to existing cryptographic methods. Most current
Quantum Key Distribution (QKD) protocols are designed with a
focus on point-to-point communication, limiting their application
in broader network environments where multiple users need to
exchange information securely. To address this limitation, a
thorough analysis of twin-field-based algorithms is conducted,
emphasizing their distinct characteristics and evaluating their
performance in practical scenarios in Sections Il, 111, and IV. By
synthesizing insights from these analyses, integrating cutting-edge
advancements in Quantum Communication technologies, and
drawing on proven methodologies from established point-to-point
protocols, this study introduces a novel concept for a Hybrid Twin-
Field QKD protocol in Section 1V. This network-oriented
approach is designed to facilitate secure communication in
networks involving multiple users, offering a practical and
scalable solution. The proposed protocol aims to reduce resource
consumption while maintaining high-security standards, thereby
making it a viable option for real-world quantum communication
networks. This work contributes to the development of more
resilient and efficient quantum networks capable of withstanding
future quantum-based threats.
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communication; multi-user networks; network security; quantum-
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. INTRODUCTION

The increasing concern regarding the physical vulnerability
of fiber networks has become a significant issue, as traditional
security mechanisms are increasingly bypassed by sophisticated
attackers. This escalating threat underscores the necessity for the
development of innovative quantum-based security solutions.
Notably, the global metric for the ‘Estimated Cost of
Cybercrime' within the cybersecurity sector is projected to rise
steadily from 2023 to 2028, with an anticipated increase of 5.7
trillion U.S. dollars, representing a 69.94% growth. By 2028,
after eleven consecutive years of growth, this figure is expected
to reach a new high of 13.82 trillion U.S. dollars [1],
emphasizing the urgent need for advanced cybersecurity
measures. Furthermore, the ongoing advancements and strategic
roadmaps of technology leaders, such as IBM [2], suggest rapid
developments in the computational power of quantum

computers, posing significant threats to existing secure
communication protocols like RSA [3] and AES [4]. The
widespread reliance on these algorithms, particularly among
critical businesses essential to the functioning of foundational
societal ecosystems, exacerbates the risk posed by emerging
quantum threats.

Recent years have seen significant progress in the field of
cryptography, with researchers exploring new mathematical
foundations and encryption techniques to enhance security [5]

(6] [71 [8] [9] [10].

To mitigate these risks, the implementation of quantum
cryptography offers a promising solution. Quantum
cryptography provides secure communication channels that are
resilient to both classical and quantum attacks, leveraging two
fundamental principles of quantum mechanics: Quantum
Entanglement, which enables the encoding and sharing of
information across vast distances while monitoring for any
unauthorized interference, and the No-Cloning Theorem, which
ensures protection against potential eavesdroppers attempting to
replicate unique guantum states. One effective method for
achieving such security is through Quantum Key Distribution
(QKD) protocols, which facilitate the secure generation and
distribution of secret keys among communication participants.

However, the majority of existing QKD protocols are limited
to point-to-point applications or are heavily reliant on specific
infrastructures, leaving much of the global network
infrastructure vulnerable. This paper seeks to address this
challenge by proposing a novel concept for a network-oriented
QKD protocol.

e Research problem: Currently available protocols are only
suitable in a point-to-point scenario.

e Research questions: a) Is it possible to construct a
different protocol that would be able to support network
communication? b) Is it possible to make it applicable to
the current network infrastructure?

e Research objectives: a) to review the related literature b)
to find suitable protocols for the optic fiber-based
network communication c¢) explain the proposed
approach mathematically.
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e Research significance and contribution: a novel QKD
network-oriented approach applicable to the current
optic fiber infrastructure.

Il.  LITERATURE REVIEW

A. Historical Origins and the Emergence of First QKDs

The early 1970s began with the initial development of
Quantum Key Distribution (QKD) protocols. By 1984, the
scientific community was introduced to the novel polarization-
based algorithm for key distribution [11] developed by C. H.
Bennett and G. Brassard, marking a significant milestone. In this
work, Bennett and Brassard proposed a key distribution protocol
based on the polarization property of a quantum state as well as
a change of measurement bases. Although its protocol as-is can
be utilized over the current infrastructure, it seriously lacks in
terms of security against such attacks [12] as IRUD attacks,
Beam-Splitting attacks, Denial of Service attacks, Man-In-The-
Middle, IRA attacks, etc. Therefore, making it not a standalone
QKD solution but a potential building block for a bigger picture.

B. Entanglement-based QKDs

This discovery was closely followed by another, in 1992,
with the presentation of the first entanglement-based algorithm
[13] developed by A. K. Ekert. In this work, Ekert utilized the
property of entanglement in order to address the possibility of
an eavesdropping attack. However, this protocol as-is also quite
vulnerable [12] to IRUD attacks, Beam-Splitting attacks, and
Denial of Service attacks. Overall, these innovative algorithms
utilized fundamental concepts of quantum physics such as the
Entanglement Effect, Quantum Teleportation, Polarization, etc.
These foundational algorithms have paved the way for all
subsequent research in the field.

C. Review of Measurement Device Independent QKDs

The next logical step in the development of this branch was
the new protocols that further advanced the complexity of
security-assuring physical phenomena, such as BBM92 [14],
SARGO04 [15] [16], KMBO09 [15], AK15 [16], etc. As well as
continuous testing and improvement of already existing ones.
For instance, since the emergence of E91 as a theoretical
concept, there have been many tests that piece-by-piece proved
the concept [17] [18] [19] [20], yet still failed to prove its
applicability in field test or real-world applications due to poor
unstable key-generation rates, relying on a theoretical piece of
equipment such as quantum repeaters, limited duration of CHSH
violation, or poor handling of noise. The same was done, albeit
more successfully, for BB84 [21][22][23]. Although, BB84 is
still suffers from the weak coherence of quantum states during
transmission, which is limiting its operational range
significantly. It also suffers from a limited key generation rate
as-is, though there is a possibility for improvement. However,
while E91 has hardly ever seen practical field applications,
BB84 has already been tested in real-world applications [24]
[25] and is already commercially available. After that, the next
big step in the development of QKD protocols was
Measurement-Independent QKD (MI-QKD) that are removing
all detector side-channel attacks as well as Device-Independent
QKD (DI-QKD), which security does not rely on trusting that
the quantum devices used are truthful. Ultimately, these two
sub-branches merged into one (MDI-QKD).
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D. Twin-Field-based MDI-QKDs

One representative of this sub-branch is a Twin-Field group
of QKD protocols [26] that provide a much higher key rate and
greater distance compared to previous strategies (such as adding
extra loss or not using any compensation). [27]. Some examples
of Twin-Field QKD Protocols are include but not limited to:
Sending-Not-Sending (SNS) [28], CAL19 [29], or Phase-
Matching Protocol [30], which demonstrates the potential to
overcome the key-rate limit and achieves a quadratic
improvement over phase-encoding MDI-QKD [30]. For
instance, the SNS protocol claimed to reach a distance limit of
up to 800 km without misalignment error, while authors of
CAL19 managed to find a solution to the key-rate drop issue of
the original TF-QKD by Lucamarini et al. [26] and improve the
key-rate by an order of magnitude. All of these protocols not
only provided ways of robust security against common threats
but also addressed some of the crucial issues on the way toward
actually functioning Quantum Network [27].

E. Authentication

While all of these algorithms and approaches can be
effective to various degrees and the question of a central node
becoming trusted is still standing, one has to consider an
approach for another big question that could render previously
mentioned algorithms useless — the authentication phase.
Currently, few quantum authentication algorithms would apply
to this setup. Firstly, one should focus on those algorithms that
do not utilize entanglement or use it in a limited capacity, since
a system that requires necessary equipment for entanglement
would be considerably expensive.

A good example is the work of Kanamori et al. [31]. Instead
of solely relying on entanglement or a trusted center, authors
chose to capitalize on the superposition. One big advantage is
that this particular algorithm can re-use the TFQKD (1 phase)
for the initial authentication. Another advantage is that it can be
utilized even without a classical channel of communication,
which provides additional security due to the dispersed
approach. However, it would be cumbersome to re-use this
algorithm due to the need for the generation of new keys.
Another great example is the work of Zhang et al. [32]. This
approach shares many advantages with the previous one, but it
has one that might tip the scales to its side - it can be re-used
later without the re-generation of the key.

Although the algorithms that require devices related to
entanglement can make the whole system considerably ex-
pensive, it is still required to review those that fit the design of
this setup. For instance, the work of Lin et al. [33] could be
utilized because it does not require a trusted center.
Additionally, a lot of the crucial mechanisms that are necessary
are also pretty straightforward, such as - a combination of CNOT
gates, different measurement bases, etc. This approach also does
not rely on a classical communication channel, which is a plus.

Despite the abundance of available algorithms, further
security analysis is required.

I1l.  SIMILAR WORKS

While the idea of Lucamarini et al. [26] is still -
comparatively - fresh, there are many teams worldwide already
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who share the same excitement and the desire for a more secure,
far- reaching, multi-node QKD protocol. For example, the
workof Cao et al. [34] [35] attempts to improve on the protocol
provided by Lucamarini et al. by providing it with additional
layers of randomization and detection. However, it is still a
standalone protocol that does not cover all of the inherent
security concerns of multi-node communication. One such
example could be the insider attack, both from a compromised
center and/or nodes. As for the work of Metwaly et al. [36],
while it does have an all-encompassing approach to ensure
the security of the network as well as providing a way of scaling
this approach for a network of networks, it is still very
theoretical and lacks concrete examples of how certain stages
can be achieved, if at all. A good example of the same idea
but with better authentication ingrained would be the work
of Sellami et al. [37]. In this work, a fairly straightforward
approach to authentication was described. Still, the question of
a trusted center stands.

IV. METHODS

A. Twin-Field Quantum Key Distribution

Twin-Field Quantum Key Distribution - is a protocol that is
one of many protocols (more specifically MDI-QKD protocols)
that sup- ports the delivery or distribution of secret key
fragments or complete secret keys between certain parties via
the utilizationof laws of quantum mechanics. More specifically,
the classicalversion of this protocol [26] utilizes the notion of
wave-particle interference between two parties Alice and Bob
who utilize a remote measuring device, which is called Charlie
or Eve. Eachof the participants utilizes what is called Weak
Coherent State [38] in the X basis as well as Decoy State [39] in
the Z basis both have assigned randomized phases and
intensities.

Twin-Field Quantum Key Distribution (TF-QKD) is a
protocol within the broader category of Measurement-Device-
Independent Quantum Key Distribution (MDI-QKD) protocols,
designed to facilitate the secure delivery or distribution of secret
key fragments or complete secret keys between parties using the
principles of quantum mechanics. The classical version of this
protocol [26] (General Scheme is shown in Fig. 1.) employs the
concept of wave-particle interference between two parties,
commonly referred to as Alice and Bob, who interact through a
remote measurement device, often termed Charlie or Eve. Each
participant utilizes a Weak Coherent State [38] in the X basis
and a Decoy State [39] in the Z basis, both of which are
characterized by randomized phases and intensities.

—A oA
2 D0 {W
Bk b

Fig. 1. Twin field QKD general scheme [26].

After the randomization of phases and intensities, each
participant transmits respective Weak Coherent States (WCS) to
Eve or Charlie, who performs the measurement and
subsequently announces the acquired result. The announcement
indicates whether the measurement detected photons with
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matching logical values (00 and 11) or differing values (10 and
01). Despite Eve being the entity that conducts the measurement
and reports the results, Eve remains unaware of the actual key
values (whether the bits are 1 and 1 or 0 and 0); Eve only knows
the parity of the results. This particular QKD protocol ensures
the centralized delivery of the "network portion" of the key to
all hosts while providing robust security against external threats
such as eavesdropping and Man-in-the-Middle (MITM) attacks.

B. KMB09

KMBO09 is a protocol that, despite some skepticism, is
considered part of the broader category of Measurement-
Device-Independent Quantum Key Distribution (MI-QKD)
protocols. The protocol relies on the mechanism of encoding a
qubit into at least four different states (for simplicity, N=2 is
considered) for Alice using two bases, E and F, as shown in Fig.
2. In the initial step, Alice randomly selects a basis and an index
for encoding a photon and transmits the encoded photon through
a quantum channel to Bob. Bob then measures the incoming
photons using a randomly chosen basis. For Bob's measurement
to be meaningful, Alice must disclose some information about
the chosen bases publicly through a classical communication
channel, such as fiber-optic. Specifically, Alice needs to reveal
the selected index, either 1 or 2. However, this disclosure does
not allow Eve or any other malicious party to gain knowledge
about the key, as even with knowledge of the index, Eve cannot
determine which basis Alice chose.

A
[02) 10e1) e2 el

[Lf2) |141) 2 [
Fig. 2. KMBO09 bases.

For example, if basis E is used to encode 0 and basis F is
used to encode 1, the outcome of Bob's measurement, in
conjunction with the non-parity of indices chosen by both Alice
and Bob, determines whether the result is 1 or 0. If the indices
match, a "no signal" message is announced to enhance the
security of the transmission. This step ensures that the
transmission remains secure even in the presence of potential
eavesdropping.

As aresult, and in alignment with findings from the original
research article [40] and a recent overview paper [15], this
protocol ensures the secure exchange of user or node-specific
key portions between network participants, effectively
mitigating the risk of intercept-resend attacks and similar types
of security threats.

C. Proposed Method

This section details the functioning of the proposed hybrid
concept within a network infrastructure that accommodates
multiple users. The core objective of this concept is to secure
communication among a verified number of nodes or clients
within a centralized, untrusted network, as illustrated in Fig. 3.
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To accomplish this, the approach combines the strengths of
Measurement-Device-Independent Quantum Key Distribution
(MDI-QKD), Measurement-Independent Quantum  Key
Distribution (MI-QKD), Continuous Variable QKD (CV-QKD),
and Discrete Variable QKD (DV-QKD).

In this configuration, the untrusted center and the primary
measuring device can be represented by entities such as Charlie
or Eve, as the specific identity is inconsequential. The current
iteration of this hybrid protocol is designed for integration with
classical infrastructure. Consequently, the quantum channels
utilized are standard fiber-optic cables.

Node #2

Evel
Measurement Center

MNode #N ,, Node #1

- | -

H = H_

L | [ L
— —

Quantum Channel
(Oplic Fiber)

Node #3

Fig. 3. General setup.

First, it is essential to verify the identities of all nodes within
the network and eliminate any impostors. This can be achieved
by employing a Quantum Digital Signature (QDS) protocol,
such as the one described in study [41]. Once this verification
process is complete, the first phase of the protocol can begin.

In the first phase, the Twin-Field QKD protocol is employed,
wherein Weak Coherent States (WCSs) are transmitted from
each authenticated node to the untrusted central node, Eve. Eve
then measures the combined interference of all the sent states.
The resulting values are not strictly 1 or 0 but rather a fluctuation
between them. These fluctuations can be resolved using the
Sigmoid Function, with the results publicly announced. By
following this process, all nodes within a specific timeframe will
obtain the "network portion" of the key.

In this step, each node transmits its respective randomized
Weak Coherent States to initiate the creation of the "network
portion" of the key at the measuring device, Eve (Fig. 4). This
process should be repeated K times until a sufficient number of
bits is accumulated within the "network portion™ of the key.

In detail, each authenticated node U; generates weak
coherent states |a;), where a; represents the amplitude of the
coherent state. The coherent state |a;)can be expressed by
following Eg. (1):

(—|“H2) at
a=e 2 Tyitln) (1)
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Fig. 4. Simplified stage 1.

where|n) represents the state with n photons. These states
are sent to the central node E (Eve). The central node
E measures the interference of all coherent states |a;) sent by
the different nodes. The total state at the central node can be
described by a superposition of coherent states, refer to the Eq.

-
|$) = Xjla:) @)

where |a;) is the coherent state sent by the node U;. The
measured interference values I will fluctuate between 0 and 1.
To convert these fluctuations into a more convenient format, the
sigmoid function is applied. For the example refere to the Eqg.
3):

1
1+e™* (3)

where x is the measured interference value. The result of
a(1) provides a probabilistic estimate, which is then publicly
announced to all nodes.

o(x) =

Once the measurement results are announced, each node can
utilize this data to generate the "network portion" of the key. Let
the measured values for node U; and the central node E be
denoted as K; and K, respectively. Then, the key fragment for
node U; can be described as the following function (4):

U; = f(o(I), metadata) @)

where f is a function that defines how the measured data is
transformed into key values.

Following the distribution of the "network portion" (NP), the
next phase involves the generation and organization of "pair
portions" (PP). This phase requires the application of the
KMBO9 protocol for individual pairing and key exchange. Each
node or client must initiate a pairing process with every other
node in the network, resulting in a total of n — 1 pairings per
node. Consequently, the total number of unique keys generated
will be (n = (n — 1)) /2. The uniqueness of these pairwise keys
is critical for ensuring security, as it provides protection not only
against external threats but also from potential internal
eavesdroppers.
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Fig. 5. Simplified stage 2.

In this setup (Fig. 5), each node transmits its randomly base-
encoded photons to other nodes via a central untrusted
measuring device, Eve. In this scenario, Eve acts purely as an
intermediary, directing the photons to the appropriate quantum
channels between the nodes intended for pairing. As a result,
Eve does not obtain any information about the pair key, even if
Eve attempts to intercept and resend a photon.

Thus, both the "network portion” and the "pair portion™ have
been successfully established. These keys can now be combined
to generate a pair-uniqgue master key, which facilitates the
initiation of encrypted communication between selected nodes.
To further elucidate the second part of the protocol, a
mathematical analysis will be provided.

Consider a network consisting of n nodes. Each node U;
must establish a secure connection with each of the other nodes
U;j, where i # j. For each node U;, it is necessary to establish

pairwise connections with the remaining n — 1 nodes. As a
result, there will be @ unique pairwise keys. This quantity

is determined by the formula for the number of combinations
provided below (5):

() =" )

The KMBO09 protocol is employed to generate and exchange
pairwise keys between nodes. This protocol is grounded in
guantum mechanics and includes the following steps:

- Initialization: Nodes U; and U; initiate the process by
exchanging quantum states ¢; and ¢;, respectively.

- Measurement: Each node conducts measurements on the
guantum state received from the other node.
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- Key Extraction: Based on the measurements obtained, each
node derives the key information K;; corresponding to the
secure communication between nodes U; and U; .

Let the key generated between nodes U; and U; be denoted
as K;j. Mathematically, this can be expressed as a key generation
function provided below (6):

K =f(l¢:).]9))) (6)

where f is a function that defines the algorithm for deriving
a key based on the exchange of quantum states. After generating
the pairwise keys K;; for each pair of nodes, each node
pOSSesses:

- The network portion of the key K, ctwork» Which was
generated during the first phase.

- The paired portion of the key K;;, which was generated
during the second phase for each node U; .

To generate a unique master key for a pair of nodes U; and
U;, itis necessary to combine their respective key components.
Let Kpaseer,ij denote the master key for nodes U; and U; as in
the example provided below (7):

Kmaster,ij = g(Kmaster: Kij) ()

where g is a function that defines the method for combining
the network portion and the pair portion of the keys.

Typically, this process involves applying an XOR operation
or another concatenation function (8):

Kmaster,ij = Kmaster D Kij (®)
where @ represents the bitwise XOR operation.

To evaluate the scalability of the protocol, a graphical
representation of the network is employed (Fig. 5). In a network
consisting of N nodes, each node can exchange keys with every
other node. This configuration can be visually depicted as a
complete graph, where the nodes are represented as vertices and
the connections between them are illustrated as edges.

V. RESULTS AND DISCUSSION

In this paper, after careful comparison and analysis of
existing methods, algorithms, and protocols a novel approach
was proposed. This Hybrid Twin-Field QKD approach presents
an opportunity to securely generate and share a secret key,
communicate between specific nodes secured from internal
eavesdroppers by the KMBO09 protocol, and communicate
within a network secured from outside interferences and
eavesdroppers by Twin-Field QKD.

While the proposed hybrid QKD protocol is theoretically
feasible, its practical implementation is currently limited, as only
the individual components have been demonstrated to be
achievable in real-world settings. Moreover, although Twin-
Field QKD theoretically supports communication distances of
up to 600 km or even 800 km, the protocol's overall range is
constrained by the shortest distance supported by KMBO09. This
limitation highlights an important objective for future work:
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extending the effective communication range of the hybrid
protocol.

Additionally, there is a need for a more comprehensive
analysis of the internal and external security aspects of the
proposed concept, including metrics such as Quantum Bit Error
Rate (QBER) [42]. Further research is also necessary in related
areas, including Quantum Digital Signature (QDS) protocols,
quantum authentication protocols in general, and improvements
to the performance of KMBO09. These avenues of investigation
are crucial for enhancing the robustness and practicality of the
hybrid QKD protocol.

VI. CONCLUSION

In conclusion, this paper has introduced and thoroughly
analyzed a hybrid Twin-Field Quantum Key Distribution
(QKD) protocol tailored for multi-user quantum networks. The
proposed protocol addresses the increasing need for secure
communication within  untrusted, centralized networks,
leveraging the strengths of both classical and quantum
cryptographic techniques. By combining elements from various
Quantum Key Distribution Protocols (QKDPs), the hybrid
approach enhances the scalability and security of key
distribution among multiple nodes.

The paper has provided a detailed examination of the global
security landscape, highlighting the evolving challenges posed
by quantum computing and the limitations of traditional
cryptographic methods. Through a historical overview of
QKDPs, the research identified key areas for improvement and
integrated these insights into the proposed protocol.

The hybrid Twin-Field QKD protocol offers a robust
solution for secure key distribution in complex network
environments, ensuring protection against both external and
internal threats. As quantum technologies continue to advance,
this protocol represents a significant step toward realizing
secure, scalable quantum communication networks. Future work
may focus on further optimizing the protocol's efficiency and
exploring its practical implementation in real-world quantum
networks.
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