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Abstract—Due to rapid evolution of Internet of things (IOT) in 

terms of hardware, software and communication leads to 

widespread expansion across many domains and sectors . This 

expansion consequently results in sensitive data transfer increase 

for purposes of complex calculations and decision making which 

in turn leads to increase of data attacks and leakage which results 

in data privacy violation.  Although, a lot of current solutions tried 

to fulfill data privacy via lightweight mechanisms but neither 

provided end to end protection nor gave a focus to metadata 

protection which can reveal valuable information about data it 

describes. This paper presents a lightweight complete data privacy 

protocol which manages the lifecycle of data starting from object 

registration till data transfer to cloud. The proposed protocol is a 

trusted third party free (TTP-Free) which adopts anonymization 

techniques, lightweight key agreement protocol, end to end 

encryption and message authentication code to fulfill identity and 
data protection which in turn fulfill complete data privacy. 

Keywords—IOT; data privacy; lightweight protocols; end to end 
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I. INTRODUCTION  

Internet of Things (IOT) is a physical network of resource 
constrained objects (ex. sensors, actuators, wearables, IIOT 
devices) connected together in order to rapidly exchange data 
to fulfill a specific job. IOT has three main visions [1] to focus 
on: 

 Things vision which tends to focus on generic objects 
and integration of them into a framework (ex. RFID, 
NFC). 

 Internet vision which tends to present IOT as a network-
oriented (ex. IPO, communicating things). 

 Semantic vision [2] which tends to view IOT as a 
worldwide network of interconnected things that can be 
uniquely identified (ex. reasoning over data, semantic 
technologies). 

IOT in general aims to facilitate people’s life and enhance 
countries’ economies via introducing smart solutions capable 
of serving required needs which in turn leads to a better world. 
It can connect people, things, objects, and devices regardless of 
time and location with barrier free manner. With, the advances 
in IOT hardware and software started from enhancing 
communications networks, devices and reducing things sizes 
and cost reduction for constructing IOT networks led to 

invasion and domination of IOT in many domains due to 
benefits got from. 

Healthcare [3][4] is one of domains that IOT tried to support 
to enhance people health and saves their life. Medical IOT aims 
to serve patients via presenting a lot of services started from 
monitoring services [5][6] where patients’ health is tracked to 
avoid any health disaster till complex healthcare solutions for 
malignant diseases like cancer [7][8]. Moreover, IOT used to 
fight against pandemic diseases like Covid 19 [9][10]. 

Agriculture is another domain that IOT gave attention to 
enrich and support due to its economic importance to countries. 
IOT developed a special type of network [11] called agriculture 
IOT sensor monitoring networks (ASMN) in order to fully 
monitor farmland in (temperature, humidity, light and soil 
moisture) and take appropriate actions needed. These networks 
[12] aim to continuously monitor crops to protect crops’ health. 

Industry is the third domain that IOT tried to automate and 
support with industrial IOT (IIOT). IIOT [13][14] is a 
specialized network which manufacturers adopt to enhance 
production process started from supplying raw materials till 
customer services. 

The advancement of IOT networks and increasing NO. of 
objects used led to increased exchange of sensitive data which 
in turn lead to a lot of security and privacy problems. Data 
privacy is one of the most important problems to be focused on 
due to sensitivity of data. Data here can be personal, healthcare, 
industrial or even militaria which needs to be protected while 
being transferred. 

A lot of attacks aim to leak data to be abused, attacks can be 
categorized into two types: 

 Active attacks which attacker tries to change the whole 
or part of data while being transferred. 

 Passive attacks which attacker tries to read data only 
without any change. 

In this paper, a lightweight trusted third-party free (TTP-
Free) data privacy protocol is presented to build a secure 
communication channel for Device to cloud (D2C) which aims 
to protect IOT data and metadata as well. Although metadata 
might seem less important, it can reveal valuable information 
about the data it describes which in turn leads to privacy 
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compromise. The protocol depends mainly on four parts to 
fulfill privacy: 

 Anonymization: regularly changing objects’ identities in 
order to avoid tracking and impersonation attacks based 
on objects known IDs. 

 Lightweight Key agreement Protocols: used between 
objects and cloud to construct session key without 
directly exchanging it which will be used later for data 
encryption/decryption. 

 Lightweight End to End Encryption: designed especially 
for constrained devices to encrypt/decrypt data using 
already constructed key between object and cloud to 
make sure that no party can decrypt data transferred 
except cloud. 

 Message Authentication Code: used to authenticate 
message via edge to ensure integrity and authenticity of 
data which in turn resist active attacks. 

The paper is structured as follows:  Section II gives an 
overview of the related work and the main differences between 
proposed work and existing research. Section III provides an 
overview of proposed protocol, all related algorithms and 
techniques used. Section IV discusses security analysis of 
proposed protocol via threat model and its analysis. Section V 
evaluates the proposed protocol against existing one to clarify 
strength and weakness of each one at predefined criterion. 
Section VI provides conclusion and future work. 

II. RELATED WORK 

A lot of researches tried to provide solutions and 
mechanisms to IOT data privacy leakage due to its necessity. 
Many attacks include impersonation, injection, eavesdropping, 
data theft and reprogram attacks aims to track IOT networks for 
data leakage and abuse. 

J. Andrew [15] proposed an anonymization clustering 
schema which aims to fulfill data privacy in medical IOT. This 
schema depends on two parts, client side which is responsible 
for anonymizing data generated by things using clustering K 
anonymity which fulfill privacy via clustering methodology, 
server side which uses cluster combination to reduce 
communication overhead which achieve privacy. This schema 
employs a trusted intermediate aggregation node to anonymize 
data got from client then send it to untrusted server to be sent to 
data collector. Usage of anonymization techniques with trusted 
third-party only fulfills data privacy partially due to a lot of 
attacks that can lead to original data restoring (ex. Re-
identification attacks) besides relying on TTP -aggregation 
node- which can be attacked. 

Xuezhen [16] proposed a framework that aims to fulfill 
security and data privacy via cryptography and behavior pattern 
analysis. The framework is divided into levels according to IOT 
main entities: 

 Objects: which is defined as sensors and actuators each 
of them has a security and privacy requirements. 

 Communication networks: is responsible for 
communication between objects that needs to be 
protected to protect network from abuse. 

 Users: who use the IOT, which is the most sensitive part 
as part of people in this context will be attackers 
themselves so users’ behaviors must be carefully 
analyzed and stored to detect any malicious behavior. 

In order to provide security and privacy to users and data. 
The framework used secured channel to fulfill required security 
but did not mention how to accomplish this. Moreover, the 
framework deals direct with object real identities which makes 
the system vulnerable to impersonation and tracking attacks. 

Uzair Javaid [17] focused on data provenance and integrity 
by using BlockpPo framework which is a combination between 
PUFs which produces a unique response so data provenance is 
established with each IOT device, and blockchain which 
enforces data integrity to fulfill data privacy. Although, 
blockchain tried to fulfill data privacy across IOT networks, but 
still has a lot of challenges [18] which may affect that 
fulfillment starting from choosing blockchain platform (public, 
private) which will affect confidentiality and integrity of data. 
Moreover, the identity will be disclosed due to sharing 
transactions with their owners. 

Othman [19] proposed a privacy preserving schema using 
homomorphic encryption in order to protect healthcare data 
privacy. Its main goal is to provide safe and secure aggregation 
for data with respect to energy consumption. The schema tried 
to protect data from active, passive, internal and external 
attacks. Although the proposed schema depends mainly on 
cryptography using homomorphic encryption which enables 
coordinator to work on without needs to decryption, it does take 
into consideration objects’ identity protection which in turn can 
lead to tracking and impersonation attacks. Moreover, the 
schema does not state the data encryption decryption key 
mechanism used which is considered a very critical part to be 
covered due to diversity of attacks occurred on that part. 

Prem Prakash [20] proposed a technique for data privacy 
preserving via introducing privacy preserving IOT architecture 
based on OpenIOT [21]. This architecture provides end to end 
privacy by giving ability to control access to sensitive IOT data 
via distributing and decomposing data into multiple data stores 
and then aggregated again when needed [22]. The technique 
composed of four communication parts (IOT device and 
gateway, gateway and data store, data store and data access 
finally, data access and user) which assumes that these 
communication channels are secured by applying cryptography 
and key sharing mechanisms only. Although this approach tried 
to fulfill data privacy by focusing on how to hide data that is 
transferred from between communication parties, this approach 
is not adequate to fulfill objective needed. Focusing on data 
only without paying attention to object identities can lead to 
data leakage which in turn leads to data privacy issues. 

Mamun Abu-Tair [21] proposed a new architecture that 
aims to support IOT applications with a specified level of 
security and privacy. The architecture is bundled with new 
algorithm that is responsible for configuration of newly added 
sensors in terms of cryptographic suite to match target 
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applications. The architecture employs cryptography and 
anonymization to fulfill complete privacy but relying on trust 
management schema is considered a weak point. Moreover, key 
management schema is not stated which can lead to critical 
attacks. 

Shancang Li [23] presents a lightweight privacy preserving 
protocol which aims to address privacy issues between objects, 
cloud and users using cryptography – homomorphic 
encryption-. The protocol depends on a key management 
schema which employs users’ keys beside objects’ keys to 
make sure that the data will be delivered to correct user. 
Although the protocol tried to fulfill data privacy but it has a 
major concern to be addressed, the protocol did not state in 
details key sharing mechanism which can be a weak point to the 
whole protocol moreover, the protocol deals with objects with 
their real identity which makes the system vulnerable to 
impersonation and tracking attacks. 

Mohammed Ahmed [24] used remote patient monitoring as 
a case study in healthcare domain to fulfill security and data 
privacy via proposing a new system that provides mutual 
authentication and employed cryptography to protect data while 
being transferred. Although the proposed system tried to fulfill 
privacy via applying cryptography, the system does not pay 
attention to object identities which can be tracked and 
impersonated. Moreover, the registration phase for objects is 
not powerful to forbid injection attacks. 

Xi lou [25] presented a lightweight security protocol which 
aims to fulfill data privacy via cryptography and symmetric key 
mechanism. This protocol tries to maximize symmetric keys 
generated via key delegation which uses chaotic system and 
logistic map to ensure unpredictability and unrepeatability of 
keys generated. The protocol depends mainly on control center 
as a trusted third party to be responsible for key management 
between communication parties which is considered a weak 
point if got controlled by attackers. 

A lot of protocols and systems tried to fulfill data privacy 
by focusing on either protecting objects’ identities or data 
which is considered a partially fulfillment. Some of them is 
trusted third party and others is trusted third party free.  Up to 
our knowledge, all protocols focus mainly on objects’ data as a 
protection level, but no one pay attention to metadata – like 
gateway id, manager id -. This gap is critical to be protected 
since leakage will lead to disclosure of much sensitive 
information (ex. Objects cluster, network location and 
sometimes object itself) will lead to data privacy violation. The 
proposed protocol is a trusted third party free which aims to 
fulfill full data privacy by protecting objects’ identities and 
their data. Moreover, the proposed protocol has put into 
consideration the protection of metadata to avoid any privacy 
violation. 

III. PROPOSED PROTOCOL 

The proposed protocol is considered a communication 
protocol with a set of defined rules that regulate exchange of 
data between parties in a secure manner to fulfill data privacy. 
The protocol focuses mainly on both: 

 Data mainly reads from objects and needs to be 
transferred to the cloud. 

 Metadata, which is data about data like timestamp, 
gateway id, edge id which needs to be protected as well. 

The proposed protocol is trusted third party free that focuses 
on fulfilling data privacy via securing communication channels 
between objects and cloud by using lightweight key agreement 
protocol and end to end encryption to ensure that only cloud can 
decrypt the data issued by objects. In addition, the protocol 
employs anonymization techniques for objects in order to 
prevent tracking and impersonation attacks for objects. 
Therefore, being trusted third party free and providing secure 
communication channel beside objects’ identities 
anonymization will provide full data privacy. 

Notations used are summarized in Table I. 

TABLE I.  NOTATIONS SUMMARY 

Notation Description 

Oi Objecti 

GT Gateway 

Mgr Manager 

IDS Identity Server 

Edg Edge 

Cld Cloud 

Fidi Fake IDi 

Idi IDi 

TS Timestamp 

Y-> Send(X,{Z}) Y Sends parameters Z to X 

Y->Construct(X,Z) Construct Part X With Z and store it in Y. 

H(X) Hashing X 

Key Session key between Object and cloud 

Oi ->Enc(P, Key) Encrypt plain text (P) with Key for Oi 

Oi ->Dec(P, Key) Decrypt cipher text (P) with Key for Oi 

Read Senor Captured Read 

CldPubK Cloud public Key 

CldPrK Cloud private Key 

ChkElg Check Eligibility 

CAT(X,Y) Concatenate X and Y 

The proposed protocol consists of six main components as 
below:  

 Object: is denoted by Oi which is responsible for 
gathering required data and do necessary functionality 
to it. 

 Identity Server generators: is denoted by IDS, 
responsible for satisfying objects’ requests to form fake 
identities. 

 Manager: is denoted by Mgr which is responsible for 
managing objects lifecycle starting from object 
registration till data exchange. Each network cluster has 
its Mgr to do required jobs. 
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 Edge: is responsible for preparing object requests and 
adding necessary meta data. 

 Gateway: is responsible for verifying eligibility for 
objects to send data or not and doing necessary functions 
to send data to cloud. 

 Cloud: is responsible for mapping data to correct object 
identities, storing data and perform required analysis to 
take needed decisions. 

Fig. 1 shows the key components of the proposed protocol. 

 
Fig. 1. Proposed Protocol. 

The protocol consists of four phases according to below: 

1) Registration Phase: Each object (Oi) to be added to IOT 

network must firstly send to it’s Mgr to be registered and 

approved. Once got approval, Oi starts to request its fake 

identity to start communicating with. 

2) Anonymization Phase: It is responsible for changing real 

object identity to fake one to resist any tracking attacks or 

impersonation for any object based on its real identity, as 

below: 

 Oi sends a request with timestamp (T1) for more than one 
IDS (n) where n >1 to form its fake identity if it is 
expired. 

 IDS validate timestamp against timestamp threshold (T) 
via |TIDS - T1| < ΔT to determine if the request will be 
satisfied or rejected. 

 Each server receive request generates part of identity 
uniquely and send it back to Oi with timestamp and 
expiry date. 

 The severs send parts generated to cloud with other 
information required (server id, object id, timestamp). 

 Cld concatenate parts received from servers based on 
received timestamps ascending, validate timestamp 
against timestamp threshold (T) via |Tcld – Ti| < ΔT, hash 
the concatenation output to get fake identity, set expiry 

date for that fake identity based on system configuration 
and then store mapping for fake identity to real one in 
mapping tables. 

 Oi prepares its fake identity as cloud did, validate 
timestamp and send it to cluster mgr to update its list. 

 Cluster mgr updates its list and broadcast it to GT. Table 
II shows construction of fake identities. 

TABLE II.  FAKE IDENTITY GENERATION ALGORITHM 

Algorithm 1: Fake Identity Generation by object Oi 

1:  Oi  -> Send( IDS1, { Idi ,T1 }).   

2:  IDS1 -> Validate Timestamp if( |TIDS1 - T1| > ΔT then rejected 

3:  IDS1 -> Send(Oi  , { Fid1||  Ts1 }) 

4:  IDS1-> Send( Cld , {Fid1 ||  IDS1 ||  idi ||   Ts1}) . 

5:  Oi  -> Send( IDS2, { Idi ,T2 }).   

6:  IDS2 -> Validate Timestamp if ( |TIDS2 – T2| > ΔT) then rejected 

7:  IDS2  -> Send(Oi  , { Fid2||  Ts2 }) 

8:  IDS2 -> Send( Cld, {Fid2 ||  IDS2 ||  Idi ||   Ts2}) . 

9: Oi -> Construct(CAT( Fid1, Fid2 , H( id1,  Ts1,  Ts2)), Tf1) and output Fid 

to be stored 

10:  Cld -> Construct(CAT( Fid1, Fid2 , H( id1,  Ts1,  Ts2),  Tf1))) and output 

Fid to be stored. 

11:  Oi -> Send( Mgri  , { id1  || Fid1}). 

12: Mgri  -> Update  (List, {Fid1}). 

13: Mgri  -> Send  (GT, List). 

3) Session Key Generation Phase: It is the phase 

responsible for constructing session key between object and 

cloud via lightweight key agreement protocol [26]. This 

protocol consists of two stages as below: 

Registration stage: The object register itself on the cloud 
through the following: 

 Oi chooses identity IDi and password PWi then two 

parameters a and b.  

 Oi calculates Mpwi = h(PWi || a || b || IDi), HIDi = h(IDi  

|| b) and               di = a ⊕ b. 

  Oi  sends { HIDi , Mpwi , di , a} to Cld. 

 Cld then calculates vi = h(HIDi || Mpwi) then chooses 

random numbers ci zi. 

 Cld calculates both Bi = h(HIDi || xs ) , Ei = (Bi ⊕ 

Mpwi). 

 Cld will store (zi, HIDi) in its database. 

 Cld will calculate Ai  = Exs (ci || HIDi || d || a) 

 Cld will send { Ai  , Ei , zi , vi , ci , b, a}. 

 Oi will calculate Ti = Ai  ⊕ Mpwi 

 Oi will store [Ti , Ei , zi , vi , ci , b, a] 

 Login and authentication stage: The object successfully 
logged in to authenticate itself and start information 
exchange as below: 

 Oi submit its IDi  and PWi 
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 Oi calculates Mpwi = h(PWi || a || b || IDi), HIDi = h(IDi  

|| b), vi = h(HIDi || Mpwi), Bi = Ei  ⊕ Mpwi. 

 After calculating new vi , it compares it with old one. 

 Oi calculates di = a ⊕ b and cdi = ci ⊕ di. 

 Oi chooses random number ei and selects T1 . 

 Oi then calculates Ai = Ti ⊕ Mpwi , Mi = EBi (T1 || ei` || 

Ai ). 

 Oi sends { cdi , Mi , T1 , HIDi } to Cld. 

 Cld will select T2 then check whether | T2 - T1 | < ΔT. 

 Cld will calculate Bi = H(HIDi  || Xs || zi). 

 Cld will DEC(Mi )Bi = (T1, Ai, ei) and DEC(Ai)Xs = 

(HIDi  , a, ci, di). 

 Cld will then calculate cdi = ci ⊕ di  and then check if 

new cdi equals old one or not and the same for T1  

then chooses random number qi. 

 Cld finally will calculate Qi = H(Ai || Bi), si = qi ⊕ Bi , 

wi = h(cdi || ei), Ni = EAi (si || T2 || wi). 

 Cld will send Ni , T2 back to object. 

 Oi will select T3 and check whether | T3 – T2 | < ΔT. 

 Oi will DEC(Ni)Ai =( si, T2 , wi ). 

 Oi will calculate wi `= H(cdi || ei) and then checks 

whether wi ` = wi  and T2 = T2 . 

 Oi will calculate qi = si ⊕ Bi, Qi = H(Ai || Bi), sk= H(ei || 

Bi  || Qi || qi || zi || si ), M Ni = H(Sk || qi || si || Qi) 

 Oi will send M Ni and T3 to cloud to finalize key 

construction. 

 Cld will select T4 and then checks | T3 – T4 | < ΔT and 

then calculates sk= H(ei || Bi  || Qi || qi || zi || si ) and  M 

Ni `= H(Sk || qi || si || Qi) and then checks whether new 

and old M Ni are equal. 

4) Transferring Data to Cloud Phase: It is the phase 

responsible for transferring data from objects to cloud to be 

processed and stored as below: 

 Oi encrypts current read with lightweight Speck-R 
algorithm [27] using constructed session key on session 
key generation phase. 

 Oi will send encrypted read with newly generated fake 
identity to Edg. 

 Edg will prepare the request by adding needed meta data 
(timestamp, edge id, gateway id) to the request 

 Edg will encrypt the whole data and metadata with cloud 
public key and send it to gateway in conjunction with 
message authentication code [28] to ensure data 
integrity and resist active attacks. 

 GT will verify whether object has right to send data to 
cloud or not, if yes, the GT will forward data to cloud. 

 Cld receives request then decrypts it using its private key 
and then go through verification in terms of timestamp 
and message authentication code [28] attached to ensure 
both data integrity and no reply attack took place. 

 Cld will decrypt the data using previously constructed 
session key with Oi. 

 Cld will get mapping for fake identity and check expiry 
date to validate if it is still used or not to avoid 
impersonation and identity theft attacks. 

 Cld will store data with real identity. 

IV. SECURITY ANALYSIS 

This section provides a complete security analysis for 
proposed protocol by formulating threat model and threat 
model analysis with informal and formal analysis to prove 
correctness of designed protocol in terms of security and attacks 
resistance. 

A. Threat Model 

In IOT environments, integrity and confidentiality are 
considered critical part to be dealt with as stated in Dolev-Yao 
adversary [29]. 

According to proposed protocol, objects, gateways, 
managers, edges and identity servers are communicated to each 
other using internal IOT network. Objects before sending any 
data, must firstly acquire their fake identities to replace their 
real ones - in order to be protected from impersonation and 
identity tracking attacks - while sending data. Moreover, all 
communications to cloud must go through gateway which has 
ability to forward request or drop it due to any violation. 
Manager is responsible for managing authorization of objects 
in terms of sending data even though they got new fake 
identities. Edge is responsible for adding necessary metadata 
and providing a second layer of security to data by encrypting 
whole data by cloud public key to be sent to cloud which in turn 
fulfill data privacy. All parties (Manager, Gateway, Edge, 
identity) are assumed to be dishonest which means they are 
curious about data. 

Attackers aim to reveal as much data as possible by trying 
to gain access to any IOT network party or sniffing 
communication network itself. Data is not only objects 
generated reads but its metadata as well due to its importance. 
Metadata can be used to extract valuable information about data 
itself (ex. object cluster, Location and object itself in many 
cases) to attackers which in turn causes data privacy leakage. 

Our objective is to minimize the amount of information 
attackers can gain to protect data privacy through IOT networks 
via fulfilling confidentiality and integrity of data. 

A lot of Assumptions to be considered: 

 Attacker has ability to intercept any message between 
cloud and IOT network. 
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 Lightweight key agreement protocol [26] for key 
construction between objects and cloud and Speck-R 
[27] algorithm are secured. 

 Cloud and object themselves are secured. 

B. Threat Model Analysis 

Recall that from our threat model, our objective is to 
minimize the amount of information attackers can gain to 
protect data privacy through IOT networks. 

Attacks can be classified in to two main parts: 

 Internal attacks which are carried out inside IOT 
network. 

 External attacks which are carried out outside IOT 
network. 

And each part of them can be classified into: 

 Active attacks which are considered unauthorized 
access aim to alter networks data or injecting data other 
than correct one. 

 Passive attacks are considered unauthorized access to 
gain data without modifying it. 

And according to our threat model assumptions, attacks on 
objects and cloud themselves are out of scope. 

C. Informal Analysis: 

The proposed protocol aims to fulfill the following: 

 Confidentiality: The protocol aims to fulfill 
confidentiality via end-to-end encryption between 
object and cloud. Speck-R is used as a first layer 
encryption to protect data from unauthorized access and 
eavesdrop in conjunction with light key agreement 
protocol. Key agreement protocol is used to form 
encryption key without directly exchanging it which 
provides more security and prohibit key sniffing attacks. 
Therefore, any data to be transferred from objects will 
be in ciphertext form which in turn fulfills 
Confidentiality. 

 Integrity: The protocol aims to fulfill integrity and 
authenticity of data via message authentication code 
which in turn resists active attacks. The edge before 
encrypting metadata will authenticate message by 
adding message tag to ensure that message is not 
tampered or altered through communication. 

 Anonymization: The protocol aims to protect identity of 
objects by changing real identities of objects with other 
ones while sending reads to avoid tracking attacks and 
impersonation attacks which in turn preserve data 
privacy. 

And the protocol has ability to resist the following: 

 Man in the middle attack (MITM): The attacker position 
himself between two communication parties in order to 
intercept exchanged messages and modify the content. 
Even though, the attacker can store the message for a 
while and resend it later. The proposed protocol has 

ability to deal with this attack via fulfilling both 
Confidentiality and integrity by applying both E2E 
encryption and using message authentication code 
which in turn helps on defending against MITM attack. 

 Eavesdropping and Interference: The attacker aims to 
eavesdrop on any part of the network to extract any 
valuable information. The proposed protocol has the 
ability to resist that by applying E2E encryption between 
object and cloud and adding a second layer of 
encryption between edge and cloud for metadata which 
in turn resists any eavesdropping attacks. 

 False Data Injection attack: The attacker tries to inject 
false data instead of correct one which in turn leads to 
wrong decision on cloud. The proposed protocol has 
ability to resist that by firstly apply Anonymization for 
objects to anonymize objects’ identities and register 
these identities on cloud. Secondly, two level encryption 
one with the session key using key agreement protocol 
between cloud and object, other with edge and cloud. 
Even though the attacker tried to inject a node into the 
network with the purpose of injecting false data, the 
gateway will not forward this data to cloud due to being 
unauthorized from network manager which in turn 
makes it difficult for any attacker to inject any false data 
to cloud. 

 Advanced Persistent Threat: The attacker tries with 
many tactics and techniques to infiltrate IOT network 
and be silent and undetected for a long time with aim to 
steal and leak valuable information. The protocol has the 
ability to resist that via achieving Confidentiality and 
integrity. 

 Reply attacks: The attacker tries to intercept network 
and retransmit a message between communication 
parties which in turn will lead to wrong timed message 
received. This wrong message can lead to disasters and 
wrong decisions due to being received correct at the 
wrong time. The proposed protocol has ability to resist 
this type of attack, by taking into consideration 
timestamp which message came with, if the difference 
between receivers’ timestamp and message timestamp 
greater than threshold defined on protocol, the request 
will be rejected. 

D. Formal Analysis 

The proposed protocol had been verified by scyther tool 
[30], used to analyze and verify security protocols in terms of 
vulnerabilities and flaws in their design. According to our 
protocol implementation on scyther, seven roles are 
implemented to cover all protocol aspects. 

The analysis will be for each protocol phase to make sure 
that the data and metadata are still protected while being 
transferred which in turn fulfills protocol goals in terms of data 
privacy. Fig. 2 states proposed protocol analysis results. 

For registration and anonymization phase, the object sends 
to network manager to be added and approved. The manager 
checks eligibility for that object request to be approved or 
rejected. If the request is approved, the object starts to request 
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its fake identity via identity servers, minimum two servers to be 
requested as stated in Algorithm 1. 

 
Fig. 2. Scyther tool results. 

Once fake identity is got, the objects start to send collected 
data to cloud. Fig. 3 shows attack trace for registration and 
anonymization phase, the object is modeled as role Object and 
manager is modeled as role Manager. 

 
Fig. 3. Registeration and anonymization phase analysis . 

For data transfer to cloud phase, this phase provides end to 
end secured channel between objects and cloud to safely 
transfer data from objects to cloud. Objects start 
communication by encrypting needed data by pre-established 
session key and then send encrypted data to edge with fake 
identity constructed. The edge will add needed metadata 
(timestamp, edge id, gateway id) to data received and then 
encrypt data and metadata with cloud public key and add 

message authentication code to the request to be verified in 
order to ensure data integrity. The protocol provides two levels 
of protection to fulfill data privacy: 

 From object to cloud which mainly encrypts data using 
lightweight Speck-R due to nature of objects as being 
constrained devices. This level protects data from 
active/passive attacks. 

 From edge to cloud which mainly encrypts previously 
encrypted data and metadata using public keys for 
cloud. This is considered a wrapper for the first level 
which means after encrypting object’s data with speck-
R, the edge adds necessary metadata and encrypt the 
whole data which already have encrypted read with 
public key for cloud which in turn gives more protection 
level. 

The edge will send the whole request to GT to check 
whether the sent id is on list updated by managers or not. If yes, 
the request will be sent to cloud to be verified and stored.  

V. EVALUATION 

In this section, a comprehensive evaluation of proposed 
protocol is presented by comparing it against xiluo [25] 
protocol. The criteria will be divided into two parts: 

1) Strength of protocols to fulfill the following: 

 Object Registration: The protocol must have the ability 
to make sure that no unauthorized object can be added 
to the network to avoid any injection and impersonation 
attack. 

 Identity Protection: The protocol must have the ability 
to provide way to protect object identities to avoid 
impersonation and tracking attacks. 

 Key Management: The protocol must have the ability to 
provide a way of constructing session keys without 
depending on trusted third parties or physically 
exchange it to make sure that the key will still be secured 
until changing it. 

 Data Protection Level: The protocol must have the 
ability to protect data and metadata exposed from 
objects. 

 Confidentiality: The protocol must have the ability to 
protect transferred data from eavesdropping and 
sniffing. 

 Integrity: The protocol must have the ability to protect 
transferred data from tampering and modification 

 Mutual Authentication: The protocol must have the 
ability to provide a way for communication parties to 
authenticate each other before starting communication. 

Table III demonstrates the comparison in terms of protocol 
strength criteria.
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TABLE III.  COMPARISON BETWEEN XILOU AND PROPOSED PROTOCOL IN TERMS OF STRENGTH OF PROTOCOL 

Criteria XI LUO Protocol [25] Proposed Protocol Comment 

Object 

Registration 

Depends on Control Center which 

already had predefined records for 

objects (ID, Key) then after 

verification, the join request is 

accepted or rejected. 

Depends mainly on cluster manager which 

already has a predefined records for 

objects (ID) then after validation, the join 

request is accepted or rejected 

XI Luo Protocol is more powerful on registration 

phase since the verification is done through 

decryption of message using key that is already 

stored on control center. This operation is done 

once and may cost additional performance but 

fulfill more security against injection attacks 

Identity 

Protection 

Does not provide identity protection, 

in communication, it works directly 

with objects real identity 

Provides identity protection via 

anonymization phase which depends on 

identity servers to change object real 

identity to another one 

The proposed protocol is more powerful on 

identity protection. No communication is done 

unless object changed its real identity to another 

one to prevent identity tracking and impersonation 

attacks. The new identity must be frequently 

changed due to its expiration which in turn provide 

extra layer of security to prevent eavesdropping 

and inference attacks. The new identity is 

communicated to cloud to be able to receive 

information and correctly map it to correct object. 

Key 

Management 

Depends mainly on Control center to 

create the session key between 

communication parties. Therefore, in 

order to create a key between two 

objects, the first one will send a 

request to control center to create 

shared key then control center will 

back to requester and other party with 

needed key to start communication. 

Depends mainly on lightweight key 

agreement protocol which aims to 

establish session key between 

communication parties only without need 

for any third parties. The communication 

parties only have the constructed session 

keys which provides more protection 

against key leakage 

Proposed protocol employs a powerful key 

management approach via a lightweight key 

agreement protocol which ensures perfect secrecy 

and mutual authentication unlike Xi luo protocol, it 

depends on control center to provide that via 

persistent encryption keys stored on control center. 

Data protection 

Level 
Focuses mainly on objects’ data 

Focuses on objects’ data and metadata 

related. 

Proposed protocol focuses not only on data but 

metadata as well due to valuable information that 

can be revealed from. 

Confidentiality 

Partially fulfilled. Usage of 

cryptography to send and receive any 

message fulfill confidentiality but 

ability of control center to decrypt any 

sent message due to have access to all 

session keys is considered violation. 

Fulfilled, being a TTP-Free and relying on 

End-to-end encryption starting from key 

construction which relies on lightweight 

key agreement protocol that is totally 

constructed between communication 

parties only then use of lightweight 

cryptography for any message sent or 

receive to ensure that no party whether 

internal or external network can read the 

message except authorized parties  

Proposed protocol is considered more powerful in 

providing confidentiality. Xi luo protocol depends 

on key construction totally on control center which 

gives it ability to read any message sent due to 

have access to all keys used which in turn 

considered violation for confidentiality unlike 

proposed protocol which key construction is totally 

between communication parties only to forbid 

unauthorized access to data. 

Integrity 
Fulfilled via message authentication 

code used while exchanging messages  

Fulfilled via message authentication code 

used while exchanging messages  

Both fulfill integrity to make sure that any 

tampered message will be detected which in turn 

resist active attacks. 

Mutual 

Authentication 

Does not provided, communication 

parties does not have ability to 

securely authenticate each other due 

to being trusted to control center to 

authenticate each party before session 

key construction. 

Fulfilled via key agreement protocol. Key 

agreement protocol aims to establish a 

session key between communication 

parties to securely exchange messages 

between each other.  The first stage of 

adopted protocol is mutual authentication 

to make sure that each party authenticated 

each other before starting session key 

construction. 

This is one of most critical part to be considered. 

Proposed protocol gives ability to communication 

parties to mutually authenticate each other before 

starting communication to resist any impersonate 

attacks and make sure that no one pretends to be 

other which in turn constitutes to confidentiality 

indirectly. 

 
Fig. 4. Evaluation of proposed protocol in terms of protocol strength. 

Although Xi Lou protocol tried to fulfill data privacy, it 
mainly depends on control center as a trusted third party to 
fulfill key exchange and object registration which in turn is 
considered security concern. If any attacker gain access to the 
control center, he will have access to all security keys for all 
individual objects and shared keys between objects. Fig. 4 
summarizes results in terms of percentages with percentage of 
superiority of proposed protocol over XiLuo’s one. 

2) Attacks can resist which are the following: 

 Man In the middle. 

 Eavesdropping and Interference 
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 False Data Injection attack. 

 Advanced Persistent Threat 

 Active attacks. 

 Reply attacks 

 Tracking attacks. 

Table IV demonstrates the comparison in terms of stated 
attacks. 

Therefore, the proposed protocol has the ability to fully resist 
mentioned attacks and provide full data privacy. Fig. 5 
summarizes the attacks resistance in terms of fully, partially and 
not resistant. 

TABLE IV.  COMPARISON BETWEEN XILOU AND PROPOSED PROTOCOL IN TERMS OF ATTACKS RESISTANCE 

Attacks XI LUO Protocol [25] Proposed Protocol Comment 

Man in the middle 

attack (MiM) 
Partially Protected Fully Protected 

For Xi lou protocol:  dependency on control center as a trusted third party 

which makes the whole system vulnerable to MiM attack if attacker gain access 

to that. 

Proposed Protocol: provides end-to-end protection without relying on trusted 

third party. Objects try to establish their key via lightweight key agreement 

protocol instead of direct exchanging them which in turn provides fully 

protection against MiM.  

Eavesdropping and 

Interference 
Fully Protected  Fully Protected 

Traffic on network is always encrypted which provide protection against 

Eavesdropping and inference 

False Data Injection 

attack 
Fully Protected Fully Protected 

Xi lou and proposed protocol fulfill protection against false data injection via 

encryption decryption used so no one can inject any data unless have a valid 

key on network. 

For Proposed Protocol: The protocol capable of resisting injection attacks by 

relying on end-to-end encryption which oblige all communication parties to 

establish session key before communication which ensures mutual 

authentication for communication parties. 

On the other side, on both protocols, registration phase works effectively 

against that attack as non-node can be injected on network without having a key 

registered already on control center in case of xi lou or have cluster manager 

approval in case of proposed protocol. 

Advanced Persistent 

Threat 
Partially Protected  Fully Protected 

For Xi lou protocol:  if attacker gain access to control center, attacker can be 

silent and has ability to extract all session keys constructed inside control center 

between communication parties. Proposed Protocol: it provides end to end 

security so gaining access to any part of network and stay silent will not reveal 

any information to attacker.  

Active attacks Fully Protected Fully Protected 
All messages sent are equipped with message authentication codes to resist any 

tampering to messages sent which in turn protect data from active attacks  

Reply attacks Fully Protected Fully Protected 

All messages sent are equipped with timestamps, these timestamps are 

validated against receiving party to make sure that no reply attack has been 

carried out. 

Tracking attacks Not protected Fully Protected 

For Xi lou protocol:  the protocol deals with objects using their real identities 

without any masking or anonymization which in turn enables attacker to track 

any object inside network. 

 Proposed Protocol: it provides anonymization for objects identities by 

replacing real object identities with fake one via identity servers which in turn 

change periodically object identities while data transfer which forbid and avoid 

any tracking attacks.  

 

 
Fig. 5. Evaluation of proposed protocol in terms of attacks resistance. 

VI. CONCLUSION 

In this paper, a lightweight TTP-Free privacy preservation 
protocol is presented in order to provide complete data privacy 
via end to end protection for data and metadata while being 
transferred to cloud. The protocol depends on providing end to 
end encryption with a powerful lightweight key agreement 
protocol to fulfill full data privacy. The proposed protocol was 
analyzed using scyther tool to guarantee that no vulnerabilities 
are found. Furthermore, it was evaluated against others protocol 
in terms of protocol design criteria and attacks resistance. The 
results showed that the proposed protocol is well designed 
against the mentioned criteria and surpasses to other protocol 
by five out of seven which represents 71.4% of overall criteria 
and equalized in one criteria which is represented by 14.3% 
which makes the proposed protocol overall fulfillment is 85.7% 
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against 28.6% for others protocol. Moreover, the proposed 
protocol has ability to fully resist mentioned attacks which in 
turn makes it more suitable to fulfill data privacy objective. 

In the future work, the proposed protocol will be extended 
to fulfill device to device (D2D) data privacy to affirm that all 
communications whether D2D or D2C are protected. 
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