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Abstract—This paper presents a novel multi objective model 

for optimizing the purchase decision of a cloud computing 

services customer. The providers are typically offering 

consumers cloud computing varying information systems 

services. The cloud services consist of different functionalities at 

varying costs, and varying reliability. So the customer’s main 

objectives (based on the literature) are to maximize their utility, 

and minimize their costs and risks. Since utility cost and risks are 

different dimensions, the problem is essentially a multi-objective 

optimization problem. So far, previous research does not address 

the multi objective nature of the problem. This article deals with 

optimizing consumers’ decision, but at the same time 

maintaining each of their objectives’ considerations. An 

optimization model presented and illustrated. The article also 

demonstrates the advantages gained by the optimization model 

when implemented using the dynamic cloud architecture over the 

traditional cloud architecture. 
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I. INTRODUCTION 

There are several definitions for Cloud Computing (CC). 
In this work we use NISTs' definition [1] as an on-demand 
convenient remote access to a pool of computing resources 
managed by a CC service provider. 

In the past, organizations managed their computing 
resources inside their geographical borders. In the last years 
more organization move their servers outside their firms' 
borders, to Service Providers (SP) who take responsibility of 
various computing activities managing the computing 
resources and facilitating the services. Doing so, organizations 
are facing new risks and problems which they have not met in 
the past. Reference [2] claims that organizations have to make 
changes in the production processes, defining new risk 
management procedures, and changing their IT management 
processes. 

CC services are being used by four kinds of organizations: 
public, community, hybrid and private [3]. Public 
organizations locate their computing resources inside their 
geographic borders or outside it, at the cloud services 
providers' site, after considering issues of privacy, security, 
ease of production and financial. Community services are 
aimed at a group of consumers who have similar interests, 
buying resources from one external service provider. Hybrid 
services enable consumers using their internal resources in 

parallel to outside providers. Private customers, mostly locate 
resources at the providers' site. CC providers allocate their 
resources, which they supply to various consumers, trying to 
make a total safe separation of data and processes belonging to 
different organizations. 

This article reviews the main advantages of using CC 
model and reviews the barriers and risks adopting the CC 
model. The information security issue is mentioned in 
literature as a barrier to CC adoption, and is an issue dealt 
largely in CC research [4]. 

Consumers’ buying decisions of CC services are not 
simple. Providers are typically offering consumers cloud 
computing varying services, difficult for comparison. The 
services consist of different functionalities at varying costs, 
and varying reliability. So the customer’s main objectives are 
maximization of their utility, and minimization their costs and 
risks. Since utility, cost and risks are different dimensions, the 
problem is essentially a multi-objective optimization problem. 
Published research does not address the multi objective nature 
of the problem. This article deals with optimizing consumers’ 
decision, but at the same time maintaining each of their 
objectives’ considerations. The article reviews the known 
models dealing with a single objective optimization decision. 
In this article, a novel multi-objective optimization model 
presented and illustrated. The article also demonstrates the 
advantages gained by the optimization model when 
implemented using the dynamic cloud architecture. 

The article is organized as follows: Section II is an 
overview of the current CC architecture and the dynamic 
network architecture, which is used by the model. Section III 
reviews consumers' buying considerations. Section IV is an 
overview of cost optimization, Section V reviews utility 
optimization. Section VI reviews risk optimization. Section 
VII presents and illustrates the Multi Objective Optimization 
model proposed in this paper. Finally, section VIII concludes 
and suggests future possible research directions. 

II. CLOUD COMPUTING ARCHITECTURE 

CC architecture consists of three layers: Infrastructure 
(IaaS), Platform (PaaS) and Software application (SaaS). Each 
layer is responsible for delivery of certain services for 
consumers. Each layer also fulfils the requests of the upper 
layers. A framework of the CC architecture is defined by [5], 
composed of three layers in parallel to functions supporting 
CC services. Figure I describes current CC architecture. 
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Rectangles describe computing services. The organization 
buys all CC services from one SP. 

The functions of each layer are as follows: 

Infrastructure layer – This layer provides basic 
technologies as hardware, communication resources, operating 
systems and systems' utilities. 

Platform layer – This layer operates on the top of the 
infrastructure layer, providing platform services such as 
development environments and business platforms. 

Application layer – This layer operates on top of the 
platform and infrastructure layers, providing applications 
software and human interfaces used by the organizations' end-
users and customers. 

Service providers offer their services in bundles. A 
consumer buying a SaaS service will have to use the PaaS and 
IaaS services offered by the SP. A consumer wishing to buy a 
PaaS service will have to use also the providers' IaaS services. 
The bundling practice forbids consumers who wish to 
consume certain services from different SPs. According to [5], 
nowadays, certain providers use to run applications running on 
other providers' infrastructure, but the consumer is blind to 
this separation of platforms while buying his service from one 
single SP. The bundling practice limits free market forces 
from competing in this king of services, forcing customers pay 
for services they may buy from other providers in cheaper 
prices. For example, a consumer may buy a PaaS service from 
SP1, but the underlying IaaS service from a SP2, which sells 
the appropriate infrastructure service cheaper than SP1. 
According to [6], in the future, application will be designed 
including modularity which will enable running parts of the 
application on different SPs' platforms. Ref. [5] states that the 
cloud computing architecture is more modular compared to 
traditional hosting architectures, which might be a byproduct 
of the CC three layers' architecture. CC components are 
loosely coupled, thus enabling the development of modular 
applications which enable distribution the application among 
several SPs. Ref. [7] also claims that applications belonging to 
different layers will run on separate geographical locations. 
Ref. [8] claims that virtual machine hardware allows transfer 
of applications to other machines, provided by different IaaS 
providers. Ref. [9] suggests to make use of multiple clouds, 
achieving security targets. 

This article continues the research direction proposed in 
[10] basing CC services on a dynamic business model. 
According to the dynamic model a consumer is able to buy 
certain SaaS services using SP1 resources and buy PaaS or 
IaaS services from other service providers. Implementation of 
the dynamic architecture needs technological standardization 
of the interfaces, which enables improved interoperability and 
connectivity of applications' components. Also, systems' 
building blocks should implement loose coupling principles. 
Following those design principles will enable connectivity 
among vertical and horizontal services, thus eliminating the 
bundling phenomena. References [10] [11] demonstrate the 
advantages achieved in aspects of consumers' cost and utility 
optimization, based on the dynamic architectural model. 
Figure II presents the dynamic CC architecture, describing 

consumers served by different providers for each layer and 
service. Arrows describe services supplied by underlying 
layers. Rectangles describe CC services. The business 
consumes its CC services from many SP's choosing the best 
combination of service providers. 

 
Fig. 1. Cloud Computing Current Architecture – one service provider 

 

Fig. 2. Cloud Computing Dynamic Architecture 

III. BUYING CONSIDERATIONS 

Organizations use varying criteria for their CC buying 
decisions. There are organizations emphasizing costs, other 
emphasize risks while others consider the overall utility in 
their CC adoption decisions. Ref. [12] found that financial 
organizations regard CC a cost-effective technology which 
contributes to their capital efficiency. The researchers also 
found that financial organizations regard security as a barrier 
to CC adoption, among other risk factors. 

Comparisons of pricing models of CC services is an issue 
researched largely, but variations among the structures of the 
pricing schemes puts major difficulties in coming to clear 
conclusions [14]. There are different viewpoints on the issue 
of CC costs. Ref. [15] found that organizations regard cost 
savings as the first adoption motivation, but the least 
researched issue, although research interests are rising. 

Lack transparency of the resources supplied by service 
providers are regarded a key risk factor for organizations 
considering CC adoption. Several researchers studied the 
transparency issue. In one research, public cloud consumers 
got no permissions to view IT infrastructures, in other cases, 
consumers got partial views of resource consumption [16] 
[17]. Consumers wishing to make predictions concerning their 
future CC cost have difficulties because of the transparency 
issue, and lack of monitoring tools. According to [18] there is 
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little research on the monitoring and prediction strategies in 
the CC domain. Researchers suggest handling the 
transparency issue by introducing pricing models presenting 
all components’ prices of each service [19]. Other researchers 
state that currently, varying pricing models and large numbers 
of CC providers lead to complexities in the adoption decision 
process [20]. 

Cost and risk minimization in buying decisions lacks 
considerations of the vast advantages of CC model. Several 
organizations focus on CC utilities or a mix of expenses and 
utility considerations. Several organizations prefer to compare 
the utilities rather than expenses of risk adoption. In those 
cases, consumers face the same kind of difficulties stemming 
from the issue of insufficient transparency. Utility criteria 
selection might be complicated to measure and compare since 
providers offer different services having various 
functionalities, on un-standard scales. Various techniques have 
been suggested simulating consumer utility decisions. There 
are several techniques coping this purpose. Literature 
describes conjoint analysis a useful methodology, which 
enables coping with providers' selection issue. 

To conclude, there is much research showing a large 
variance in usage of criteria lists used for CC adoption 
decisions. CC decisions involves complicated decisions with 
no standard scales assisting consumers in performing 
evaluations assisting management decisions. We categorize 
the decision factors to three main kinds: cost minimization, 
risk minimization, and utility maximization, each category 
consists of specific characteristics. 

IV. COST OPTIMIZATION 

Literature describes two principal pricing models. The 
pay-per-use model is the popular model, and the second fixed-
price model [21]. In the pay-per-use model consumers pay a 
fee according to the price of the resource, duration and volume 
consumed. Resources are IT components such as hardware, 
operating system, database, e-mail or enterprise application 
[22]. Volumes are specified as resource units such as 
processor seconds, disk or memory gigabytes, number of 
printed pages etc’. In the pay-per-use model consumers are not 
limited to the volume or duration they use, although some 
agreements limit volumes to a maximal amount above which 
the service stops. In the fixed-price model, the consumer pays 
for the resource consumed irrespective of the duration and 
volume. This model defines only the period (usually month or 
year) the consumer may use the service. In case the user does 
not use all the volume he planned to, he will pay the fee 
although he had not consumed it. Researchers state that the 
pay-per-use model is a better driver to free market competition 
and to efficient computing resources allocation in the CC 
market [23]. Researchers state that the pay-per-use model is 
the current CC market trend direction [24]. 

Researchers found several kinds of anomalies during 
consumers’ decisions concerning choosing a costing model. 
Some consumers prefer to pay more for a fixed-price scheme 
for volumes they may not use [25]. Ref. [26] defined a pricing 
model called a bursting model, which balances consumers’ 
varying demands to computing resources by switching 
resource workloads among consumers, offering consumers a 

stable quality of service. This model assists consumers solving 
dilemmas caused by reaching the maximal package capacity in 
cases of high workloads. 

Researchers found biases of two kinds: irrational economic 
decisions preferring the pay-per-use model and the opposite 
irrational decision. Ref. [27] found that consumers are paying 
more in a fixed-price model for budget planning 
argumentations, and found cases of consumers choosing the 
pay-per-use model and actually paying more, for reasons of 
inability to predict future resource consumption. Ref [28] who 
studied consumers’ pricing models also states that the fixed-
price biased decisions, were influenced by budgetary 
argumentations, while the pay-per-use biased decisions were 
influenced by the productions’ flexibility motivation. 

Pricing biases stemming from providers' interests are 
described in research literature. Providers are mainly 
interested in marketing and strategic reasons. Providers 
differentiate users' pricing schemes, offering cheap prices, 
sometimes free of charge, or high service level agreements to 
consumers they are interested to attract or lock-in [28] [29]. 
Providers are customizing special software features to certain 
customers, which need also programming changes in 
consumers' software, thus causing them high switching costs 
when they are considering leaving to other providers [30]. 

Ref. [10] proposes a framework, which enables to compare 
different tariff tables of different SPs on one unified scale, 
thus optimizing costs. Nevertheless, that framework does not 
deal with other buying considerations such as risk and utility. 

V. UTILITY OPTIMIZATION 

There are several techniques enabling utility comparison 
of different services and products, such as Cluster Analysis 
and Multidimensional Scaling (MDS) [31]. Conjoint analysis 
is a methodology which enables to analyze buying trade-offs 
considerations among competing products [32]. The 
methodology makes use of a technique examining the 
characteristics of each product, simulating and predicting 
buyers' considerations while comparing different products. A 
study which used conjoint analysis methodology described in 
[33] found that the most influencing CC buying decisions' 
characteristics were quality of service and lock-in prevention. 
Researchers found that information security is a factor in CC 
adoption considerations [34]. Ref. [35] states that consumers 
are shifting from technological to service-oriented issues in 
their CC adoption considerations. In a survey [36], researchers 
found that the consumers mentioned six attribute levels: (1) 
providers' reputation, (2) required skills, (3) migration 
process, (4) pricing tariff, (5) cost compared to internal 
solution and (6) consumer support. Security is an adopting 
barrier to CC services [37]. Ref. [36] who used conjoint 
analysis, found that providers’ reputation was the attribute 
with the highest relative importance of 26%, migration 
process was the second with 21% importance. Cost has been 
found fourth having 16% relative importance. Researchers 
who studied service attributes influencing on CC adoption, 
found seven groups of attributes: Monetary payoff, usability, 
flexibility, trademark, added value, connectivity and 
customers' support [38]. 
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To conclude, there has not been found one single list of 
utility attributes, nor one agreed methodology for utility 
comparisons. Ref. [39] [11] describe a methodology which 
enables utility attributes comparison for consumers in the CC 
dynamic environment, but lacking cost and risk 
considerations. 

VI. RISK OPTIMIZATION 

Risk assessment in the CC domain is an issue dealt 
intensively in literature [40] [41]. Researchers state that 
security risks are among the biggest obstacles to adoption 
cloud services [9]. 

This article focuses on security risks since this risk 
category is a major inhibitor of CC adoption, without limiting 
generality of the proposed model. Security risks as a subgroup 
of the outsourcing issue are a complex research area, which 
researchers still are not able to fully capture it's complex 
nature [42]. Ref. [43] States that managing security risks is 
getting more complex, and many publications include 
proposals targeting the various cloud security threats. 

Cloud security covers several categories. Ref. [44] 
surveyed the research publications on cloud security issues, 
identified the basic concepts underlying vulnerabilities and 
threats, and classified them as follows: virtualization elements, 
multi-tenancy, cloud platform and software, data outsourcing, 
data storage security and standardization and trust. Ref. [45] 
also categorized security risks to three kinds: Multiple Users, 
Minimal Control and Single Point of control. Ref. [43] 
presents a method to assess security risks and a set of steps to 
identify and assess security risks. Accordingly, risks are 
categorized to Six-View Perspectives: Threat view, Resource 
View, Process View, Risk Assessment View, Management 
View, and Legal View. Ref. [39] presents a security risk 
assessment model based on ISACA's framework defined [46]. 
The framework is designed to present a practical guidance for 
IT and business professionals concerning the decision to move 
to the cloud. The guide provides checklists outlining the 
security factors considered when evaluating the cloud as a 
potential solution. 

Ref. [39] proposes a model, assisting consumer in 
assessing risks, but does not handle decision factors of cost 
and utility maximization. 

To summarize, there is no one integrative model enabling 
decision support for managements who wish to compare and 
evaluate all CC attributes, naming costs, risks and utility. 

Next, we present our Multi Objective Optimization model. 

VII. THE MULTI OBJECTIVE OPTIMIZATION MODEL 

This section analyzes the CC consumer choice as a multi-
dimensional model and propose a structured approach to 
eliminate alternatives and choose the best option. 

There are three main objectives that a CC user seeks to 
optimize when choosing service provider: 

1) Maximal utility 

2) Minimal cost 

3) Minimal risk 

The different dimensions of these objectives are an 
obstacle in the way to form a simple model for decision 
making (mainly choice of service provider and a bundle of 
services). While translating everything to money is possible – 
it is typically subjective and far from accurate. The same 
could be said about a fitness function. 

We start optimization computations using the original data 
of each dimension (naming cost, utility and risk) which was 
computed according to its specific characteristics. Cost 
computed according [10], utility computed according to [11], 
and risk scores computed according to [39]. 

We now present the multi objective optimization model in 
two business models. First the case of bundled services of all 
three layers in which an organization buys all CC services 
from one single service provider, implemented on the current 
CC architecture as described in Fig. I. Second, the business 
model of a free market – Choosing the best provider per layer, 
among all SPs. This business model is implemented on the 
dynamic CC architecture as described in Fig. II. 

 The case of bundled services of all three layers 

CC has three fundamental layers (IaaS, PaaS, SaaS), and 
the SPs traditionally try to bundle their services in all the 
layers so as to bound the consumer to them in all the three 
layers. In this case, the customer needs to consider and choose 
only one of the various potential SPs. Suppose we have n SPs 
to compare: each one offers a bundle of services that 
contributes a utility to the consumer, with associated risks, for 
a given cost. Therefore, comparing n SPs is done by 
comparing their n three-dimensional points. It is therefore 
essential that we develop the mechanism to deal with such 
three dimensional comparisons. 

On the other hand, if we assume the free market forces will 
enable purchasing services for each layer independently from 
the other layer, we would have to repeat the choice between ni 

providers three times (i=1,2,3): each layer comparison is based 
on the number of SPs providing that layer– each one is a three 
dimensional model. 

The proposed method is based on rescaling each score to a 
common scale, which enable a common graphical 
representation (the original values are retained, and could be 
used if necessary). This approach retains three separate 
dimensions for the comparison (unlike translating the 
objective to one fitness function, or to monetary value). 

The method works as follows: for each dimension, we 
rescale the best performance to be 10, and the least 
performance to be 5. The other scores are then interpolated in 
that range. We then rule out suppliers having worst 
performance in any dimension. This process of ruling out or 
eliminating SPs continues until the last one is left. 

The following example illustrates the suggested 
techniques. Table 1 includes the original values of utility, cost 
and risk score for five SPs. Tables 2,3 normalize the original 
values to one common scale. Fig. III presents graphically the 
normalized objective values. 
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TABLE I. ORIGINAL DATA 

Supplier Annual Utility Annual Cost Annual Risk  

SP1 8 $ 50,000 12 

SP2 7 $ 60,000 8 

SP3 10 $ 70,000 15 

SP4 9 $ 50,000 10 

SP5 8 $ 40,000 9 

TABLE II. COMMON SCALE COMPUTATIONS 

Supplier: 
Annual 

Utility 
Annual Cost Annual Risk  

Optimal  10 40,000 8 

Least Optimal 7 70,000 15 

Range 3 30,000 7 

New max 10 10 10 

New min 5 5 5 

New range scale 3/5 30,000/5=6,000 7/5 

TABLE III. COMMON SCALE 

Supplier Annual Utility Annual Cost Annual Risk 

SP1 6.67 8.33 7.14 

SP2 5.00 6.67 10.00 

SP3 10.00 5.00 5.00 

SP4 8.33 8.33 8.57 

SP5 6.67 10.00 9.29 

Fig. 3. Graphical representation of the objective dimensions of 5 SPs 

It is clear from Fig. III above that: 

In this case SP3 is worse in terms of Cost and Risk, and 
therefore is eliminated. 

SP2 is worse in terms of Utility, and therefore is 
eliminated. 

The remaining suppliers (1, 4 and 5) are depicted in Fig. 
IV. 

 
Fig. 4. Graphical representation of the objective dimensions of remaining 

SPs 

From Fig. IV it is clear that SP1 form the lower envelop 
and is eliminated. Then for the remaining SP4 and SP5: SP4 
has two minimal points while SP5 only one, so SP5 remains 
the best option. 

Another approach would be using the original numbers of 
each remaining supplier (as in Table 4). 

TABLE IV. THE LAST REMAINING SPS 

Supplier Annual Utility Annual Cost Annual Risk  

SP4 9 $ 50,000 10 

SP5 8 $ 40,000 9 

So the final tradeoff is between a unit of utility vs. $10,000 
plus a unit of risk. 

Here a subjective decision could be taken, based on the 
preference of the individual. 

Another possibility is to design simple decision rule to 
choose between SP4 and SP5. For example, if each dimension 
has the same importance, the scales in table 2 could be used: 

3/5 Utility = $6,000 = 7/5 Risk.  So 1 Utility = $ 10,000 = 
7/3 Risk, and SP5 is chosen over SP4 since: 1 Utility < $ 
10,000 +1 Risk 
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 The case of a free market –Choosing provider per 
layer 

The practice of SPs to bundle their services in all three 
layers into one offering dictate a choice and a contract with a 
single SP. In contrast to the bundled services, free market 
forces should enable customers acquire services in each layer, 

independently from the other layers. In the long run we would 
have to repeat the choice between ni providers for each layer – 
that is three times (i=1,2,3): each layer comparison is based on 
the number of SPs providing that layer– each combination of a 
layer and SP is still a three dimensional point. Table 5 
describes the break-down of Table 1 into the three layers. 

TABLE V. ORIGINAL DATA OF TABLE 1 DETAILED BY LAYER 

Supplier Annual Utility Annual Cost Annual Risk  

 IaaS PaaS SaaS IaaS PaaS SaaS IaaS PaaS SaaS 

SP1 2 3 3 $ 15,000 $ 15,000 $ 20,000 4 4 4 

SP2 2 2 3 $ 15,000 $ 20,000 $ 25,000 2 3 3 

SP3 3 3 4 $ 15,000 $ 25,000 $ 30,000 5 5 5 

SP4 3 3 3 $ 20,000 $ 15,000 $ 15,000 3 4 4 

SP5 3 3 2 $ 10,000 $ 15,000 $ 15,000 3 3 3 

Table 5 is conveniently broken down into three layers as described in tables 6, 7, and 8. Tables 6,7 present the detailed computations of IaaS optimization. Fig. V 
presents IaaS SPs comparison on a Common Scale. 

Finding the best IaaS SP 

TABLE VI. ORIGINAL IAAS DATA BY LAYER (FROM TABLE 5) 

Supplier Annual Utility Annual Cost Annual Risk  

 IaaS IaaS IaaS 

SP1 2 $ 15,000 4 

SP2 2 $ 15,000 2 

SP3 3 $ 15,000 5 

SP4 3 $ 20,000 3 

SP5 3 $ 10,000 3 

TABLE VII. IAAS COMMON SCALE 

Supplier Annual Utility Annual Cost Annual Risk  

SP1 5.0 7.5 6.7 

SP2 5.0 7.5 10.0 

SP3 10.0 7.5 5.0 

SP4 10.0 5.0 8.3 

SP5 10.0 10.0 8.3 

 
Fig. 5. IaaS SPs Comparison on a Common Scale 

It is easy to see in Fig. V above that SP1 and SP2 have 
minimal utility point, SP3 has maximal risk point and SP4 has 
maximum cost point. Thus, only SP5 is not eliminated, and is 
the best IaaS choice. 

This procedure repeats twice more for the PaaS and SaaS 
layers and yields the following. Tables 8, 9, 10, 11 and Fig. 

VI, Fig. VII follow similar computations for PaaS and SaaS 
layers. 

Finding the best PaaS SP 

TABLE VIII. ORIGINAL PAAS DATA BY LAYER (FROM TABLE 5) 

Supplier Annual Utility Annual Cost Annual Risk  

 PaaS PaaS PaaS 

SP1 3 $ 15,000 4 

SP2 2 $ 20,000 3 

SP3 3 $ 25,000 5 

SP4 3 $ 15,000 4 

SP5 3 $ 15,000 3 

TABLE IX. PAAS COMMON SCALE 

Supplier Annual Utility Annual Cost Annual Risk  

SP1 10 10 7.5 

SP2 5 7.5 10 

SP3 10 5 5 

SP4 10 10 7.5 

SP5 10 10 10 

 
Fig. 6. PaaS SPs Comparison on a Common Scale 

In this case, it is easy to see that SP5 dominates all other 
SPs and is the preferred choice. 

Finding the best SaaS SP 
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TABLE X. ORIGINAL SAAS DATA BY LAYER (FROM TABLE 5) 

Supplier Annual Utility Annual Cost Annual Risk  

 SaaS SaaS SaaS 

SP1 3 $ 20,000 4 

SP2 3 $ 25,000 3 

SP3 4 $ 30,000 5 

SP4 3 $ 15,000 4 

SP5 2 $ 15,000 3 

TABLE XI. SAAS COMMON SCALE 

Supplier Annual Utility Annual Cost Annual Risk 

SP1 7.5 8.3 7.5 

SP2 7.5 6.7 10.0 

SP3 10.0 5.0 5.0 

SP4 7.5 10.0 7.5 

SP5 5.0 10.0 10.0 

 
Fig. 7. SaaS SPs Comparison on a Common Scale 

It could be inferred from Fig. VII that SP5 should be 
eliminated due to minimal Utility. SP3 should be eliminated 
due to maximal risk and cost. Then, SP2 should be eliminated 
due to minimal remaining value of utility and maximal 
remaining cost. The remaining alternatives are SP1 and SP4. 
Since SP4 has lower cost than SP1, and have identical utility 
and risk. Thus, SP4 is dominating SP1 in SaaS and is the 
chosen alternative. 

Synthesizing the choices at each layer we have:   IaaS: 
SP5; PaaS – SP5; SaaS – SP4. Table 12 summarizes this 
optimal choice. 

TABLE XII. ORIGINAL DATA FOR OPTIMAL CHOICE FOR EACH LAYER: IAAS: SP5; PAAS – SP5; SAAS – SP4 

Supplier Annual Utility Annual Cost Annual Risk  

 IaaS PaaS SaaS IaaS PaaS SaaS IaaS PaaS SaaS 

SP4   3   $ 15,000   4 

SP5 3 3  $ 10,000 $ 15,000  3 3  

Total 3 3 3 $ 10,000 $ 15,000 $ 15,000 3 3 4 

 

Total Utility 9 Total Cost $ 40,000 Total Risk 10 

Comparing to the service bundling case where pure SP5 
was chosen we could see that optimizing each of the three 
layers we get more utility at additional risk, as presented in 
Table 13. 

TABLE XIII. MULTI OBJECTIVE COMPARISON 

Supplier Annual Utility Annual Cost 
Annual Risk 

 

SP5 8<9 $ 40,000 (same) 9<10 

In general, optimizing each of the three layers is bound to 
give either comparable or better results than the choice of a 
single SP. 

VIII. CONCLUSIONS 

This paper examines the acquisition of CC services from 
the perspective of CC customers. While minimizing cost is 
easy and popular objective for the customers, it captures only 
a part of the customer’s considerations. Maximizing the utility 
of the customer could be a more inclusive alternative, but 
since the conversion of money to utility is a tricky business, 
cost (which could be part of the utility function) is better off as 
a separate objective. Minimizing risk is a third consideration 
which is not well suited for conversion to either utility or cost, 
and thus is a third major objective. Thus, the CC consumer is 

simultaneously maximizing its utility and minimizing the cost 
and the risks. Accordingly, this paper presents a multi-
objective optimization approach. 

While much research has been conducted on CC 
consumers’ decisions (for assessing and optimizing providers’ 
services), current models enable optimizing each dimension 
separately (cost, utility and risk) on its own scale. Since we 
did not find in the literature any multi objective models 
optimizing consumer CC service acquisition. Thus, for the 
best of our knowledge this is the first time that multi-objective 
optimization is applied to CC service acquisition. 

The proposed model makes use of the dynamic CC 
architecture, which enables consumers to buy services from 
several SPs. each one offering services of different layers. We 
have shown that basing on the dynamic CC architecture 
organizations can achieve superior advantages relative to the 
current CC architecture. 

Further research is possible in several directions. First, 
defining a model performing a sensitivity analysis for changes 
in each dimension. Second, studying ways which assist 
consumers in assigning their importance weights to their 
decisions’ dimension, which are currently performed 
subjectively and intuitively. Third, studying ways assisting 
organizations assess future values of decisions dimensions. 
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Currently, organizations assess their future CC costs for 
making their CC adoption decisions (also their utility and risk 
scores) according to general knowledge, not relying on 
objective quantitative measures, sometimes irrelevant to their 
specific current configuration. It is hoped that this paper will 
contribute to more structured and quantitatively based 
decisions. 
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